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ABSTRACT

With the escalating prevalence of radio-frequency interference, the vulnerability of Global Navigation Satellite System (GNSS)
receivers to potential jamming or spoofing threats has become a critical concern. The proliferation of GNSS repeaters,
commonly known as meaconers (electronic devices that intercept GNSS signals, amplify them, and subsequently rebroadcast
them to GNSS receivers in sight) contributes to this threat landscape, by compromising the operating performance of the
nearby GNSS receivers. This work investigates the impact of onboard meaconers on aircraft GNSS receivers, emphasizing their
detrimental effects on the accuracy, availability, and integrity of the GNSS estimated positions. Through mathematical modeling
and highly realistic simulations, the influence of meaconing on the GNSS observables (code, phase, smoothed pseudoranges,
carrier-to-noise density ratio C'//N; estimations), and on the main processing blocks of a standardized aircraft GNSS receiver
(C/Ny threshold, measurement quality monitoring, step detector, fault detection procedure and protection level checks) has
been deeply characterized. The findings indicate that onboard meaconers can induce substantial degradations in the GNSS
signal tracking, resulting in significant positioning errors and availability drops that compromise both the flight operations and
safety. For specific meaconer characteristics, the meaconer could completely jeopardize the aircraft’s receiver ability to compute
a position, induce position errors up to 40 meters, or provoke continuous misleading position information and integrity hazards.
The study highlights the importance for aviation bodies to consider the onboard meaconing threats. Additionally, the findings
present valuable guidance for pilots and manufacturers in identifying and interpreting onboard meaconing interference, thereby
strengthening the reliability of GNSS-based navigation systems in the aviation sector.

I. INTRODUCTION

The increasing occurrence of in-band radio-frequency interference may render GNSS receivers susceptible to jamming or
spoofing threats, potentially compromising their performance. The proliferation of GNSS repeaters, commonly referred to as
meaconers (electronic devices that intercept GNSS signals, amplify them, and subsequently rebroadcast them), contribute to this
threat landscape. Coulon et al. (2020) illustrated the significant degradation of the accuracy and availability of GNSS receivers
in their vicinity, and Garcia-Pena et al. (2020) pointed out the importance to consider radio-frequency interference in critical
GNSS applications nowadays, as they could impair the performance of GNSS receivers.

Multiple studies focused on the general impact of meaconers interfering with GNSS signals. Dovis (2015) discussed the
various types of GNSS interference, including meaconing, jamming, and spoofing, highlighting their potential to disrupt GNSS-
dependent systems. The study revealed that meaconing could cause significant deviations in positional accuracy, leading to
substantial errors in navigation and timing information. Dobryakova and Ochin (2014) explored the impact of meaconing on
the integrity monitoring of GNSS receivers, emphasizing the potential meaconing threat, leading to hazardous yet detectable
misleading information. In general, the literature relates that meaconing interference are ubiquitous yet concerning, as they
could easily deteriorate the operations of the systems relying on GNSS.



Hussong et al. (2023) has proposed a classification of the meaconer impacts at the correlator output level, laying the mathematical
groundwork of meaconing interference from results of Bamberg et al. (2018) and Peng et al. (2019). The effects of the meaconer
can be categorized as nominal (where the meaconer impact on the tracking loops is negligible), spoofing (where the tracking
loops are locked on meaconer signal), jamming (where the tracking loops are locked in the authentic signal, yet the meaconer
degrades tracking performance by rebroadcasting additional noise, and potentially causing loss of lock), or multipath-like errors
(where meaconer signals distort the nominal behavior of the GNSS receiver as if it were exposed to multipath). In all the
situations except nominal, the presence of meaconers can adversely affect tracking loop performance, pseudorange estimation,
and position determination under specific geometrical and power conditions.

Notably, Hussong et al. (2024c) demonstrated in the multipath situation, the Carrier-to-Noise Density Ratio (C'/Ny) and Delay-
Lock Loop (DLL) degradations are significant . In this scenario, both the meaconer and the useful GNSS signals simultaneously
affect the tracking of the GNSS receiver. The C/N, degradations can exceed 20 dB, and the DLL outputs can be distorted with
errors having deterministic mean values up to +15 meters, and standard deviations reaching 6 meters. When the meaconer
is on the ground, the multipath situation has been proved to marginally affect the GNSS performance of an aircraft. Indeed,
the multipath situation requires strict geometrical conditions to be observed, that are not met -or during limited time- in civil
aviation. The unique configuration provoking a multipath situation for several seconds is when the meaconer is onboard the
aircraft. With an onboard meaconer, GNSS performance may deteriorate beyond civil aviation requirements, compromising
flight safety.

Moreover, the characterization of the meaconing impact on civil aviation GNSS receivers is particularly concerning. Civil
aircrafts rely heavily on GNSS for navigation, approach, and landing procedures. According to Lohan et al. (2019), the
intentional or unintentional deployment of meaconers onboard aircraft could lead to severe disruptions in navigation systems,
potentially causing navigation errors that exceed the tolerances set by aviation standards. Such interference could not only
degrade positional accuracy but also compromise the integrity of the navigation solutions, leading to increased risks during
critical flight phases.

The need to study onboard meaconing threats rises as a major priority. Apart from the unknown yet potentially significant
effects of onboard meaconers on aircraft receivers, Skorupski and Uchroriski (2018) conducted a comprehensive analysis of the
airport security screening systems, emphasizing the ease with which a meaconer could be brought onboard and activated by
a non-expert. Their findings underscore the necessity for robust detection and mitigation strategies to safeguard against such
threats. Activating a meaconer in an aircraft can be done by a layperson for unintended or malicious reasons. Additionally,
aviation regulatory bodies mandate for the inclusion of meaconing scenarios in GNSS receiver testing and certification processes
to ensure resilience against this form of interference (International Civil Aviation Organization, 2022, 1.7.5).

These concerns motivated the authors to deeply investigate the impact of onboard meaconing on aircraft GNSS receivers,
addressing a gap in the literature. Understanding the degradations caused by onboard meaconers at the position level is crucial
for several reasons. First, aviation standardization committees could incorporate the onboard meaconer threat into the spoofing
test procedures and define specific standards to mitigate or raise awareness on this risk. Second, pilots could benefit from these
results by identifying and correctly responding when aircraft GNSS receivers are corrupted by onboard meaconing interference.
Third, manufacturers could use these findings to test and alleviate the impact of onboard meaconers in GNSS receivers.

The objective of this study is thus to characterize and highlight, through mathematical models and highly realistic simulations,
the impact of meaconing on the GNSS accuracy, availability, and integrity of the navigation solution when the meaconer is
onboard the aircraft. To achieve this goal, the paper characterizes the onboard meaconer’s impacts on code pseudorange, phase
pseudorange, and C'/ Ny estimations. These models are then used to derive the behavior of the smoothed pseudoranges that are
used for positioning. The smoothed pseudorange models, combined with standardized pseudorange tests and receiver processing
techniques, are employed to theoretically quantify the availability, accuracy, and integrity of the estimated GNSS positions.
Finally, simulations of onboard meaconing present and validate the meaconer impacts on the position estimations, in terms of
position availability, accuracy, and integrity.

This paper is organized as follows. Section II describes the meaconer model and mathematically classifies the meaconer impacts
at the correlator outputs. Section III derives the impact of the meaconer on the GNSS observables and on the position estimation,
while illustrating the effects of the meaconing interference on the main processing blocks of a standardized civil aviation receiver.
Section IV assesses the degradations on the GNSS availability, accuracy and integrity, from the previously derived mathematical
models. Finally, section V completes the paper by validating the theoretical degradations through highly-realistic simulations.

II. MEACONER CHARACTERISTICS AND CLASSIFICATION OF ITS IMPACTS

This section describes the main characteristics of a meaconer and proposes a mathematical representation of the signals
rebroadcast by the meaconer at the aircraft’'s GNSS antenna. The classification of its different impacts at the correlator output
level is then presented, along with their characterization.



1. Meaconer description

A meaconer, also known as a GNSS repeater, is an electronic device designed to capture electromagnetic signals, to amplify
them, and to rebroadcast them around a specific GNSS central frequency, as illustrated on Fig 1. The meaconer is characterized
by its gain G,,, intrinsic delay 7,,,, frequency offset f,,, and phase offset 6,,. In this paper, the meaconer gain G, is defined
as the ratio between the signal power at the meaconer’s receiving antenna input and the signal power at its emitting antenna
output. The intrinsic delay 7,,, represents the signal group delay between the meaconer receiving antenna input and its emitting
antenna output. The frequency offset f,, and phase offset 6,,, respectively denote the difference between the carrier frequency
(resp. instantaneous phase) of the signal at the emitting antenna input, compared to its carrier frequency (resp. instantaneous
phase) at the receiving antenna output.

Figure 1: Sketch of the meaconer repercussion on nearby GNSS receivers,
illustrated in the configuration of onboard meaconing.

The satellite signal is captured by the meaconer and the nearby
GNSS receivers. The signal directly coming from the satellite to
the aircraft GNSS receiver is called the authentic signal (in green
in the figure), and dg 4 represents the authentic signal propaga-
tion distance (the Euclidian distance between the satellite and the
aircraft GNSS antenna phase centers). The satellite signal that
detours through the meaconer is called the meaconer signal, and
is depicted in red in the figure. dgp; represents the distance be-
tween the satellite and the meaconer antenna phase centers, and
dpr 4 between the meaconer and the aircraft antenna phase centers.
dsns + dasa constitutes the propagated distance of the meaconer
signal. The aircraft receives thus both authentic and meaconer
signals, that interfere together inside its GNSS receiver.

< meaconer
e aircraft GNSS receiver

2. Mathematical model of a meaconer

The meaconer signals have the same structure as the authentic signals received at the aircraft’s GNSS antenna, but differ in
power (due to the meaconer gain G, the different space and atmospheric losses, the antenna gains and the environments
around the antennas), time delay (due to the meaconer intrinsic delay 7,,,, the different signal propagation times and the aircraft’s
GNSS antenna hardware biases), carrier frequency and carrier phase offset (due to the relative motions between the satellite,
the meaconer and the aircraft, and other propagation effects), as evidenced by Hussong et al. (2023) and Steindl et al. (2013).
Moreover, the meaconer signal contains additional noise, received or generated by the meaconer active components. In this
paper, the differences between the authentic and the meaconer signals are expressed and fully determined by five relative
parameters of interest, defined as follows:

* The relative power, denoted as Ag, represents the ratio between the meaconer signal useful power and the authentic signal
useful power at the aircraft’s antenna output. The relative power can be linked to the distance between the aircraft’s GNSS
antenna and the meaconer, and to the meaconer gain with the formula from Hussong et al. (2024a) :

Ag =Gm+20 log ( > + Agant + Agenv in dB. (1)

47TdMA

Where A is the wavelength of the GPS L1 signal. Ag,, accounts for the aircraft’s antenna gain difference between
the meaconer and the authentic signal. Age,, account for the power difference between the meaconer signal and the
authentic signal induced by the environment (for instance, to account for the power loss of the meaconer signal due to the
propagation through the fuselage or the window of the aircraft).

* The relative noise power spectrum density, denoted as AN, represents the ratio between the thermal noise power spectrum
density (PSD) at the correlator input that would have been observed without meaconing interference, and the thermal
noise PSD that would have been observed if only receiving the meaconer signal. Mathematically, AN has been derived
in Hussong et al. (2024a) as

AN =G, + NF,, +20log (A

+ Aganl + Agenv = Ag + NF,, in dB. 2)
47TdMA

Where N F,, represents the noise factor of the meaconer.



 The relative delay At represents the difference between the propagation time of the meaconer signal and the propagation
time of the authentic signal at the aircraft’s antenna output. The relative delay has been computed in Hussong et al. (2023)
as

dsy +d —d
Ar — SM T dyra SA
C

+ Tm + ATanc. 3)

Where c is the speed of light, and Ar,, accounts for the antenna group delay difference between the authentic and
meaconer signal delays at the aircraft’s receiver antenna output.

* The relative frequency A f represents the difference between the received carrier frequency of the meaconer signal and
the received carrier frequency of the authentic signal at the aircraft’s antenna output. The relative frequency has been
derived in Hussong et al. (2024c) as

(vs = var)" - ugn + (var — va)' - uasa ~(vs— va) - uga
A A

Af=fm+ “4)

Where v represents the velocity vectors of the aircraft (A), the satellite (S) and the meaconer (M), and u denotes the unit
direction vectors.

* The relative phase A6 represents the difference between the received instantaneous phase of the meaconer signal and the
received instantaneous phase of the authentic signal at the aircraft’s antenna output. The relative phase can be derived
from the other relative parameters as

N 2meAT

+ 60, + Abye mod 27] = 0, +27Aft + 6p 5 + Abane mod [27]. 5)

Where 0y and 0 ; are constant initial phases, and Af,, accounts for the phase difference induced by the receiver
antenna between the meaconer and the authentic signals.

3. Classification of the meaconer impacts at the correlator output

For each authentic GNSS signal reaching the aircraft’s GNSS antenna, the impact of the meaconer at the correlator output can
be cataloged in one of the four situations introduced by Hussong et al. (2023). These four distinct situations are illustrated in
Fig. 2 and briefly detailed below.

* Nominal situation : the receiver is synchronized with the nominal signal parameters, without significant distortion induced
by the meaconer. By arbitrarily defining the nominal situation as when the code tracking standard deviation increase is
limited to 10%, the nominal situation is observed when AN < —6.8 dB and At > Tin.x = Te(14 ¢, /2), where T, is the
chip duration and ¢, is the chip spacing of the early and late correlators, as demonstrated by Hussong et al. (2024a). In
the nominal situation, the meaconing interference can be neglected and the pseudorange models of the literature without
meaconing interference can be used to derive the GNSS performance.

* Jamming situation : the power of the meaconer signal is not longer negligible (AN > —6.8 dB), but the receiver is
still synchronized with the nominal signal parameters, and the meaconing peak is significantly distant in terms of delay
(AT > Thyax = Te(1 + ¢57/2)) not to affect the values of the correlators. The impact of the meaconer on the correlator
outputs is thus only dictated by the rebroadcast noise of the meaconer signal. This additional noise increases the standard
deviation of the tracking loops estimation errors, resulting in larger errors in the code and phase pseudoranges. The
rebroadcast noise also reduces the effective C'/ Ny of the tracked signal, potentially causing losses of lock.

* Spoofing situation : the receiver is synchronized with the meaconing signal parameters, and the nominal peak is signif-
icantly distant in terms of delay (A7 > Tiy,y) not to distort the values of the correlators. Only the increase of the noise
PSD induced by the authentic signal can affect the tracking of the meaconer signal. This situation is analogous to the
jamming situation, except that the authentic and the meaconer roles have swapped.



* Multipath situation : the nominal and meaconing peaks are sufficiently close to each other in terms of delay (A7 < Ti.x)
to both affect the synchronization process. The meaconer signal is comparable to a classical GNSS multipath reflection
(hence the name of the situation), except that the meaconer signal power can be arbitrarily larger than the authentic signal
power. This situation is often observed when the meaconer is located close to the GNSS receiver, as the extra propagation
time of the signal detouring through the meaconer is reduced. With a meaconer onboard the aircraft, the multipath
situation is likely to be observed.

Nominal situation Jamming situation Spoofing situation Multipath situation

= authentic peak === meaconer peak

= = total peak

authentic noise total noise

B0 /4 W A A W A W

2 -1 0 1 2 3 42 -1 0 I 4- 4-2
Time (chip) Time (chip) Time (chip) Time (chip)

Figure 2: Classification of the situations at the correlator output. E, P, and L respectively represent the early, prompt, and late correlators.

III. MEACONING IMPACTS ON THE GNSS OBSERVABLES AND ON THE POSITION

This section describes the impacts of an onboard meaconer on the estimated position estimation. The impact is obtained by
modeling the effects of the meaconing interference on the different GNSS observables as well as on the main measurement
processing blocks of a standardized civil aviation GNSS receiver. At the end of this section (in II.6), an example of the
meaconing effects is provided to illustrate the equations of each subsection, for a better understanding of the GNSS degradations
under onboard meaconing.

1. Models of the correlator outputs and the tracking loops

GNSS implements direct-sequence spread spectrum (DS-SS). The received signal is correlated with a local replica controlled
by the code and carrier Numerically Controlled Oscillators (NCOs) over the integration time 7. Typically, GNSS receivers
encompass at least three correlators - the early (Ag), prompt (Ap), and late (Ap) correlators, where the local replicas are
respectively shifted in code by —c /2, 0, and ¢ /2 (¢, is the chip spacing). The chip spacing is set to ¢, = ¢T,/10 ~ 30 meters
in this paper, accordingly to the nominal value used by standardized aircraft GNSS receivers. The correlator output expressions
in the presence of meaconing interference have been derived as a function of the tracking errors €,, = [e,,£9,c|T and relative
parameters Av = [Ag, AN, A1, Af, A6]T in Hussong et al. (2023). The tracking errors €, comprise the differences in code,
phase, and frequency between the authentic signal code, phase and frequency, and the estimated ones obtained with the tracking
loops. The early, late, and prompt correlator outputs at epoch k are expressed as linear combinations

A(en, Av) = Aqi(ey) + As(ey, Av) + A, (6)

where A, and Ay are respectively the nominal and spoofing contributions, expressed as

Aa(en) = VCody G (e5) (r(ep) €% and  A(ey, Av) = \/AgCody, (g7 + A7) Cp(eg + Af) A0 (7)

Here, ¢ and (; are the code and frequency synchronization mismatch functions defined in (Ghizzo et al., 2024b, Eq. (7)). C,
is the nominal received signal power, and dj, is the navigation message bit (considered constant over the integration time). The
noise contribution, A,,, can be defined as Gaussian noise with power P,, expressed in Ghizzo et al. (2024b) by

Po= 20(1 4+ AN) G- (0). (8)

1



2. Model of the tracking loop distortions

The dynamic behavior of the tracking loops has been modeled in Ghizzo et al. (2024a) as a non-linear system of two differential
equations. This paper focuses on the system’s dynamic value at lock (i.e., where the loop has successfully established and
maintains synchronization with the incoming signal dynamics). The tracking errors at lock have been shown to be equivalent
to the system’s stable equilibria (SE) expressed as (without stress error)

aD(f’ (5777 AV)

0 Oxo (e, AV)
8E¢

Dy (4, Av) =0, >0 Voe{r,0} ; xo(eg,Av) =0, de; > 0. 9)

Dy is the code and phase discriminator outputs and g the phase discriminator difference, expressed as

D; (ey, Av) = g%d (Cf(fff)2 Zo(er) + DgCyley + Af)? Zo(er + AT) +2¢/Agcos(A0) (p(ef) Cp(ef + Af) ZAT(&')) (10)

Ab Ab
Dy (e,), Av) =g + - = atan <7A (er,€5)tan (2)) —pr (11)

273Ti {atan (’YA(sT,af)tan <A2t9)> — atan <7A(57,5f)tan (WAfTi + Aj)) _ Wp/] (12)

The integers p and p’ represent the phase and frequency ambiguity respectively and

Xg(é‘n,Al/) =&f+ Af —

A Cr r, Cr Cr ; Cr
ZT/(T):CT(T—’_?)CT(T—"_T +§)_CT(T_?)<T<T+T_E) (13)
a(enep) & Crer) Grler) = VAG Grler + AT) Gr(ef + AS) (14)

B CT(gT)cf(€f> +m<T(ET+AT) Cf(gf +Af)

The code and phase tracking errors at lock &,, can be found solving (9). The solution of (9) is given for two examples of onboard
meaconing in Fig. 4 (section III.6), for a better understanding of the meaconer impact.

The code and phase SE can be respectively assimilated to the code and phase tracking loop outputs under onboard meaconing
interference. Indeed, the low dynamic between the meaconer and the aircraft’s antenna allows the tracking loops of the aircraft’s
receiver to converge to their SE. In this paper, the SE and the tracking loop outputs are considered equal and the two notions
can be swapped. The low dynamic under onboard meaconing is exposed in Appendix VIIL.3 and the equivalence between SE
and tracking loop outputs with such dynamics is demonstrated in Ghizzo et al. (2024a).

3. Impact of the tracking loops distortions on the pseudoranges

a) Code and phase pseudorange models

Using the models of Kaplan and Hegarty (2017), the estimated code p and phase (13 pseudorange models can be represented as

DilK] [K] + €i[K] (15)

Pi
@ilk] = @i[K] + €4 [K]. (16)
where k denotes the epoch at which the measurements are generated, the subscript 7 refers to the PRN number, p and ¢

respectively represent the code and phase ideal pseudoranges, that are corrupted by the code € and phase €4 estimation errors.
The code and phase ideal pseudoranges are defined in Hussong et al. (2024b) as:

pilk] = dsai[k] + ¢t [Kk] — cot;[x] + Ti[x] + L;[K] (17)
¢ik] = dsa|k] + ¢t k] — coti[k] + Ti[x] — Li[k]. (18)

ot is the satellite clock offset, d¢,. is the receiver clock offset, T is the tropospheric delay, and I is the ionospheric delay. The
code and phase estimation errors can be modeled as

€ [k] = —er4[K] + M;i[K] + nix] + vilK] (19)
€g,i[K] = —€0,i[K] + AN [K] + my[K] + ng (k] + vy i[K]. (20)



Where ¢, and ¢y are the DLL and PLL SE given by Eq. 9. M (resp. m) is the code (resp. phase) classical multipath tracking
loop estimation error, IV is the carrier phase integer ambiguity term, n (resp. n4) represents the code (resp. phase) thermal
noise tracking loop estimation errors. Finally, v (resp. vy) corresponds to the DLL (resp. PLL) transitory error of the tracking
estimation due to the signal dynamic. The antenna code and phase biases are omitted in this study, as well as the tracking loop
estimation errors due to the oscillator phase noise and vibrations.

b) Smoothed pseudorange model

The code estimated pseudoranges, while unambiguous, are characterized by high measurement noise. Conversely, the estimated
phase pseudoranges exhibit lower noise levels but are inherently ambiguous. In civil aviation, a composite measurement known
as the smoothed pseudorange is derived by integrating both code and phase pseudoranges, resulting in a pseudorange that is both
unambiguous and has reduced noise compared to the code measurements alone. Mathematically, the smoothed pseudorange p
is obtained by smoothing the code pseudoranges with phase information, as follows:

= { Loils] + 552 (ﬁi [k — 1] 4 ¢4[k] — ik — 1]) if available o
pilK] otherwise.

The diacritic ~refers to a carrier smoothed value. The smoothed pseudorange 5;[«] for PRN ¢ at epoch « is calculated using the

estimated code pseudorange p; at epoch x and the estimated phase measurements ¢; at both the previous (x — 1) and current
(k) epochs. To comply with civil aviation standards (ED259 (2019)), I' = 100 f,, where f; is the sampling frequency (in Hz)
of the pseudorange generation, achieving a smoothing effect with an exponential decay of characteristic time 100 seconds.

The smoothed pseudorange model has been derived in Hussong et al. (2024b) by merging Egs. (15) and (16) into (21). The
pseudorange after carrier smoothing is modeled as

coti[K] + ety k) + Ti[K] + L[] + M;[k] + &]x]. (22)

pilk] = dsailk]

It

+
Where I, M and ¢ are respectively the smoothed ionospheric error, the smoothed multipath error, and the smoothed tracking
loop estimation error. The smoothed tracking loop estimation error can be decomposed into a deterministic part £y, that
represents the results of the DLL and PLL SE (e, and €4) when passed through the carrier smoothing filter (Eq. 21), and a
random part 7 that corresponds to the remaining error terms of Eqs. (19) and (20) when passed through the carrier smoothing

filter. After applying Satellite-Based Augmentation System (SBAS) corrections, DO229E (2016) provides the mathematical
model of the smoothed pseudorange error distributions as

pilk] = dsai[k] + &K] + &i[K] with  @;[k] ~ N (0;07). (24)

The exact distribution of n under meaconing interference is given in Hussong et al. (2024b), while o; represents the standard
deviation of the residual error for post-SBAS correction for non-failed GPS satellites. This residual error is not modified by the
meaconing interference, as it models the errors of the atmospheric and multipath terms, as well as the satellite health and the
SBAS error mitigation quality. o; is computed using (DO229E, 2016, Appendices A,J) as

2 2 2 2 2
07 = 03 T O 10RE 1 T3 air T 04 tropo
1

R cos(¥;)\
O;.fit = 0.562 m 0-7;2,IURE = 04322 [1 — <M 1’1’12 (25)

0.12012

02 = 0.36% + (0.13 4 0.53¢¥i/197)2 m? i tropo =
/0.002001 + sin?(45;)

,air

Where v); is the satellite elevation, R, is the Earth semi-major axis from WGS84, and h; = 350 km is the characteristic height
of the ionosphere.



4. Impact of the tracking loops distortions on the C/ N

The expected value of the C'/ Ny is modified by meaconing interference and depends on the correlator output situation of Fig. 2.

o Jamming situation : The effective C'/ Ny is computed by Hussong et al. (2023) as follows:

C 1 C
(N) N (EwNS) (No)d 20

where (C/Ny), denotes the nominal C'/Ny (i.e., the C'/Ny of the authentic signal without meaconing interference). In
the jamming situation, the estimated C'/Nj is therefore reduced because of the meaconing interference.

* Spoofing situation : The effective C'/Nj is also given by Hussong et al. (2023) as

C B Ag Q
<‘]V0>eff,s (1+AN) <N0)a (27)

In the spoofing situation, the estimated C'/Nj is also reduced because of the meaconing interference, but less than in the
jamming situation due to the increase of the useful signal power by Ag.

* Multipath situation : The C /Ny (with the moment method) has been modeled in Ghizzo et al. (2024b) as

( - ) -7 rc (28)

No/w Tp p- VB —c2od
with
Pa = (Glen) + Agc(e, + An + 2v/Bgcle)oley + Am) o T cos(30) ) €, )
02 = 20g¢(e,)2C(en + An)? {1 + W cos(280) — 2% cos2(A9)] e

where T is the C'/ Ny estimation time, AG = TMAFT; + A8 is the mean relative phase within T; and M = T, /T; is the
number of integration periods within 7. The effective C'//Nj in the multipath situation strongly depends on the relative
frequency A f and phase A, and can either by greater or smaller than the nominal C'/ Ny depending on the interference
between the meaconer and authentic signals.

5. Position and protection level computations

This subsection presents the mathematical models to compute a position from the smoothed pseudoranges are their corresponding
C/Ny. The procedures are standards of civil aviation are used to obtain the estimated position of the aircraft, in compliance
with DO229E (2016) and ED259 (2019). First, the pseudorange approval checks that remove the unhealthy measurements are
exhibited. Second, the position estimation model is explained. Third, the FD procedure that monitors the consistency of the
position estimation is detailed. Fourth, the protection levels validating the integrity of the estimated position are introduced.

a) Pseudorange approval checks

The received pseudoranges shall be approved by 3 different checks before being used to estimate the aircraft position. The 3
pseudorange approval tests are detailed hereafter.

* C/Ny threshold :
According to ED259 (2019), the GNSS receiver shall not use a measurement for positioning when its estimated C'/Nj

(denotes as C'/Ny) drops below 30 dB.Hz. If so, the signal is still tracked but is not used to estimate the position.



Mathematically, the C// Ny threshold is computed for PRN i at epoch « as

TONO) — { 1 if C/Ny,[x] < 30 dB.Hz a1
0 otherwise.

The smoothed pseudorange of PRN i is approved by the C'/ Ny threshold at epoch & if and only if 7,°V[x] = 0.

* Measurement quality monitoring (CMC ftest) :
A quality test (sometimes known as the Code Minus Carrier - CMC test) is performed on the measurements, and originally
aims at detecting any slip of the carrier phase measurement that could bias the smoothed pseudoranges and induce wrong
position estimations. The CMC test is computed for PRN ¢ at epoch « as

CMC N 1 if |ﬁi[l€]—ﬁi[l€]| > 10m
Ti [k] = { 0 otherwise. (32)

The smoothed pseudorange of PRN i is approved by the CMC test at epoch « if and only if 7, [k] = 0.

o Step detector :
In compliance with ED259 (2019), the airborne GNSS receiver shall be able to detect and exclude any pseudorange step
larger than 700 meters used in the position estimation. This test is far less effective than the FD procedure (explained
after) to detect pseudorange steps. The step detector is therefore not presented in this paper.

When a measurement successfully passes the 3 tests, the smoothed pseudorange is declared usable and can be used for positioning.
As the step detector is never activated, a pseudorange i is considered usable at epoch  if and only if T,V [k] + T,°MC[x] = 0.

b) Position estimation from the GNSS observables

When at least 4 smoothed pseudoranges are usable at a given epoch, an estimation of the aircraft’s position X can be computed
using (DO229E, 2016, Appendix E):

X = Sy

5= (GTWG)T GTW G=[gl ... el]" (33)
—2

—cos () sin (6 0
7 | —cos (1) cos (¢;) — o5
B — sin (1) = i :
1 _

0 0 JN?

where the vector y contains the smoothed pseudoranges p;[k] of all the usable satellites at epoch x, and 1);, ¢; represent the
elevation and azimuth angles of the satellite ¢ with respect to the previously estimated aircraft position. The values of o; are
given by Eq. (25). The dependence of y, S, G, and W, on « is omitted in the notations for clarity.

c) Fault detection procedure

The Fault Detection (FD) procedure, described in Kaplan and Hegarty (2017) is built on a statistical test of the measurement
residuals to detect inconsistency among the usable pseudoranges. The FD procedure is computed as

_J 1 if g =T
TFDM _{ 0 otherwise. ! (34

Where g[s] =r"Wr ; r=(1-G(G"WG)'G"W)e and T,=Fy" ,(1-psa).



e contains the differences between the smoothed usable pseudoranges at epoch « and the predicted usable pseudoranges at
epoch x (DO229E (2016)), r denotes the pseudorange residuals, N, is the number of usable pseudoranges at epoch x, and
Flgsl_ 4(1 — pyrq) represents the inverse cumulative distribution function of the chi-square distribution with Ny — 4 degrees of

freedom. The probability of false alarm py, is set to 2e~? to comply with aviation standards.

When only 4 satellites are usable, FD is deemed non-operational, and no FD alarm can be raised. In this case, the position is
still estimated and used for navigation despite its unknown integrity. With 5 or more usable satellites, FD can detect a fault. If
no fault is detected, the position is used for navigation, otherwise, a FD alarm is raised and the estimated position is not used for
navigation.

d) Protection level computation

SBAS-based aviation integrity is based on the computation of protection levels for en route through LPV approach. The
Horizontal and Vertical Protection Levels (resp. H PL and V PL) in SBAS mode are defined in (DO229E, 2016, Appendix J),
and recapped hereafter.

HPL[K] = KH, NPA dmajor[/i] =6.18 x dmajor[/‘ﬂ]
VPL[I{} = K\/du[lﬁ'/] = 5.33 X dU[FE} (35)

Where

d + &} 42 —dZ\’
dmajor: E2 N+ (E2 N> +d]25N

N N
2 2 2 2 2 2
dE - Z Seast,io—i [H} dN = Z Snorlh,io—i [H} (36)
i=1 i=1
N, Ns
2 2 2 2 2
dEN = Z Seast,iSnorth,i 0 ; [’f} dU = Sup,iTi [I{}

i=1 i=1

and Seast > Snorth,s and Syp ; are respectively the east, north and up components of the i row of matrix S (33). The protection
levels monitor the integrity of the position throughout the flight, by comparing the Horizontal and Vertical Alert Limits (resp.
HAL and V AL) to the protection levels, and by raising an alarm if at least one protection level exceeds its corresponding alert
limit. If an alarm is raised, the position is declared unavailable. Mathematically, the protection level check is computed as

por 1 J 1 if HPL[k]| > HAL or VPL[k]>VAL

Tkl = { 0 otherwise. 37)

Where the values of HAL and VAL are given in the standards and depend on the considered phase of flight. The estimated
position at epoch « can be used for positioning if and only if 77-[x] = 0 and TP [k] = 0.

6. Example of the meaconing impact under onboard meaconing

After modeling the primary processing blocks of a standardized aircraft GNSS receiver under meaconing interference, this
section illustrates the effects of the meaconer on two different examples that are representative of onboard meaconing scenarios.
First, the two scenarios under scrutiny are defined and their relative parameters are provided. Second, the different mathematical
models of the previous sections are applied on the two scenarios and their results are explained. This section serves as an example
to better understand the different meaconing impacts on the aircraft GNSS receiver, along with their causes and consequences.



a) Definition of the two pedagogic scenarios

X Figure 3: Illustration of the meaconer position in the aircraft frame.

The two pedagogic scenarios are representative of a situation
where the meaconer is onboard the aircraft, as if a passenger
carries the meaconer with him in the cabin. In both scenarios,
the meaconer is placed at a relative position of [—10, 2, 3] me-
ters in the aircraft frame from the aircraft’s GNSS antenna, so
that the meaconer is about 10.2 meters horizontally behind the
aircraft’s antenna, and 3 meters vertically below the aircraft’s
antenna (as illustrated in Fig. 3). The aircraft is flying in
straight line at cruise speed (540 kt) and at an altitude of 30000
ft, to represent nominal cruise conditions in civil aviation. The
two scenarios under scrutiny represent the same flight profile,
but each one monitors a different satellite signal (a different
PRN) of the GPS constellation, resulting in different relative
Doppler A f and relative phases A6 in the two scenarios.

Aircraft GNSS antenna
[0;0;0] m

=
>~ 7

Meaconer antenna
[-10;2;3]m 7

The scenarios can also be fully described with respect to the relative parameters An = [Ag, AN, At, Af, Af]. The relative
parameters corresponding to the two scenarios are presented in Eqs. (38) and (39) and have been chosen to represent realistic
profiles of relative parameter variations under onboard meaconing.

In the case of onboard meaconing during a flight in straight line, Ag, AN, A7 and A f are almost constant, because all the
quantities involved in their formulas (Egs. (1) to (4)) undergo very little variations. However, the relative phase A6 (5) varies
linearly during the flight, as it depends on the time ¢ of the flight. The actual values of the relative parameters under onboard
meaconing are exposed in Appendix. VII.3 to validate the assumptions made on the relative parameter variations. In the two
scenarios, the gain GG, of the meaconer is increased twice for pedagogic reasons, to illustrate 3 different meaconer gains in each
of the 2 scenarios. All in all, 6 situations are thus shown, to cast the light on the different behaviors of the GNSS observables
when exposed to 6 different onboard meaconing scenarios.

The first profile (in red) is a 30-minute long scenario with relative parameters given by Eq. (38). In the first 10 minutes of the
scenario, the gain of the meaconer is small, such that the tracking process (and its cascading effects) is barely affected by the
meaconing signals. Between 10 and 20 minutes of flight, the gain of the meaconer is adjusted such that the meaconing signals
arriving at the aircraft’s antenna output have the same power as the authentic signals (i.e., Ag = 0 dB). In the last 10 minutes
of flight, the gain of the meaconer is once more increased, so that the tracking process is now mainly driven by the meaconing
signals. The meaconer noise factor N F,,, is considered equal to 0 dB to simplify the examples, thus, Ag = AN during the
whole profile. The meaconer has a small intrinsic delay 7,,, > 0, chosen to have cA; = 25 meters with Eq. (3), and such that
the multipath situation is observed (because A7; < Tiax). Finally, the motion of the considered satellite creates a tiny relative
Doppler A f, considered constant at 0.003 Hz during the whole flight.

The second profile (in blue) is also a 30-minute long scenario with relative parameters given by Eq. (39). The relative gain
Ag and relative noise AN are kept the same as in the first profile. The meaconer has a different small intrinsic delay 7/, > 0,
chosen to have cA1o = 35 meters with Eq. (3), and such that the multipath situation is also observed during the whole flight
(because A1y < Tna). Finally, the motion of the considered satellite creates a tiny relative Doppler, considered constant at
Af = 0.006 Hz during the whole flight. A different relative phase at origin is chosen is this scenario, not to observe the
meaconing interference at the same epochs in the two scenario.

~20dB if 0<t<600s
Ag(t) = AN(t) = { 0dB  if 600<t<1200s , cAr =25m, Af; =0003Hz, 6;=0rad  (38)
20dB  if 1200 <t < 1800's



—20dB if 0<t<600s
Ag(t) = AN(t) = { 0dB  if 600 <¢<1200s , cAr,=35m, Afy=0006Hz, 6p;=1rad.  (39)
20dB  if 1200 <t < 1800 s

The impact of the onboard meaconer on the two satellite signals (characterized by the two profiles of Eqs. 38 and 39) is presented
in Figs. 4 to 8, and detailed in the next subsections.

b) Example of the onboard meaconing interference on the DLL and PLL stable equilibria

The DLL and PLL SE (respectively €, and €p) are computed by solving Eq. (9) for the two profiles, and represent the
deterministic part of the tracking estimation errors inside the code and the phase pseudoranges. The results are shown in Fig. 4
and explained hereafter. The values from the first profile are drawn in red, whereas the values of the second profile are depicted
in blue.
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Figure 4: Theoretical DLL and PLL SE for the two pedagogic scenarios representative of onboard meaconing interference.

When Ag = AN = —20 dB, Fig. 4 highlights that the tracking errors at lock are really close to zero, because the tracking
is barely deteriorated by the meaconer signal or by the meaconer re-radiated noise. The aircraft’s receiver, although in the
multipath situation, is marginally impacted by the onboard meaconing interference, similarly to the nominal situation.

When Ag = AN = 0 dB, the aircraft receives both authentic and meaconer signals with the same power, and the DLL SE
values can reach up to +¢,/2 = +15 meters, accordingly to the maximum multipath error that can be found in the literature
for classical GNSS multipath (Kaplan and Hegarty (2017)). Especially, when Af ~ 0 mod [27], the two signals add up with
constructive interference, and the correlators are attracted towards the meaconing signal parameters. As the meaconer signal
detours through the meaconer before reaching the aircraft antenna, its propagation time (so its delay) is always larger than the
one of the authentic signal (A7 > 0). The correlators are thus attracted towards larger delays, and the DLL error at lock is
negative. When Af ~ 7 mod [27], the opposite situation happens. The meaconer signal and the authentic signal add up
with negative interference, the correlators are repelled from the meaconer signal characteristics, and the DLL error at lock is
therefore positive. Additional information is brought in Appendix VII.4 about the SE deflections. In this configuration, the SE
spends more time at —15 m than at +15 m, because the relative delay in both scenarios is small. If the relative delay is larger
(Thax/2 < AT < Tiax), then the variations of the DLL SE are more equally split between positive and negative values, and
the DLL SE variations mimic sinusoidal variations. This scenario is not shown here because a lager delay would degrade the
viewing of the plots where Ag = AN = 20 dB.



When Ag = AN = 20 dB, the magnitude of the meaconer signal is significantly larger than the authentic signal magnitude. The
tracking loops follow the meaconer signal and both the DLL and PLL SE are centered around the meaconer signal characteristics.
In this configuration, e, ~ —cAr and €9 ~ —cAr (the PLL SE gy is represented modulo A to observe in the same plot the
small phase variations when Ag = 0 dB, and the large phase offset when Ag = 20 dB.

The tracking error at lock (i.e., the SE), does not represent the actual errors, but rather the tracking error to which the system tries
to converge. The full behavior of the system is further analyzed in Ghizzo et al. (2024a). However, in the context of onboard
meaconing, the relative parameters vary very slowly so that the actual tracking loops have time to converge to the SE. Thus,
the DLL and PLL SE values correspond to the mean values of the tracking loop estimation errors, retrieved in the pseudorange
models. The SE is therefore an excellent approximation of the actual DLL and PLL mean errors for onboard meaconers.

c) Example of the onboard meaconing interference on the smoothed pseudorange

When passing the DLL and PLL SE presented in Fig. 4 into the carrier smoothing filter (21), the smoothed SE is obtained
and can be assimilated to the deterministic part of € (denoted £sno) in Eq. (24). Fig. 5a presents this smoothed SE for the two
profiles under scrutiny. When adding the post-SBAS correction residual errors w of Eq. (24), the total error of the smoothed
pseudorange after SBAS corrections is obtained and is plotted in Fig. 5b.
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Figure 5: Theoretical smoothed SE, and total pseudorange error for the two pedagogic scenarios.

Fig. 5 highlights the low-pass effect of the carrier smoothing filter, that reduces the rapid variations of the code and phase
pseudorange errors. When Ag = 0 dB, the the deterministic errors induced by the smoothed SE € reach 10 meters, and they
can be larger than the errors induced by the other pseudorange errors after SBAS corrections (= 3m). It can also be noticed that
the smoothed SE errors largely exceed the error budget allocated for the smoothed tracking errors by the standards (DO229E,
2016, Appendix J) that shall be smaller than 0.36 meters in all circumstances. Above all, when Ag = 20 dB, the smoothed
pseudorange error converges to —cAT, that can be arbitrarily larger (up to —cTax ~ —308 m to stay in the multipath situation),
and could potentially degrade the GNSS position estimation.

d) Example of the onboard meaconing interference on the mean estimated C /Ny

The mean estimated C'/ Ny (by the moment estimator) can be computed thanks to Eq. (28) and is shown in Fig. 6 for a nominal
C/Ny,a of 40 dB.Hz.
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Figure 6: Mean theoretical C'/ Ny for the two pedagogic scenarios.

When Ag = —20 dB, the estimated C'/Ny is marginally deteriorated by the meaconing interference, and barely oscillates
around the nominal C'/N, , = 40 dB.Hz at a frequency of A f.

When Ag = 0 dB, the relative phase Af plays a prominent role in the C'/Ny estimation. When Af ~ 0 mod [27], the
authentic and the meaconer signals add up constructively, resulting in a higher C'/Ny than in the nominal situation. When
A ~ 7 mod [27], the meaconer signal causes destructive interference with the authentic signal, significantly reducing the
C'/Ng up to 15 dB.Hz.

When Ag = 20 dB, the situation is the same as when Ag = —20 dB, except that the roles of the meaconer and the authentic
signals have swapped. Note that is this scenario, the meaconer does not generate additional noise (/N F;,, = 0 dB), so the
meaconer signal has the same quality (hence the same C'/Ny) as the authentic signal. If NF,, > 0 dB, the estimated C/N,
would have been smaller in this configuration.

e) Example of the onboard meaconing interference on the pseudorange approval checks

The C/Ny threshold and the CMC test statistics can be computed for the 2 profiles. The step detector is not presented here,
but it can be easily demonstrated that the step detector would never activate under onboard meaconing, as the largest observed
pseudorange errors are smaller than 700 meters (the step detector threshold). Hussong et al. (2024b) establishes that the CMC
test (32) can be rearranged using Eq. (17) and (22) as
omep g _ 1 i [Emeilk] — erilk] + wEMC(k]| > 10 m CMCT, . .2
T, [k] = { 0 otherwine where WMk ~ N (0: 07 cprelk]) . (40)

Where w™¢ contains the combination of the smoothed and code estimation errors (correlated) and the combination of the
smoothed and code multipath errors (also correlated), according to the derivation of Hussong et al. (2024b). As the exact value
of Uz'z,c mc has not been computed in Hussong et al. (2024b) in the multipath situation, the values of the CMC test for the 2
profiles are computed neglecting the noise (i.e., using aﬁc amc = 0). This choice also allows for better observation of the test
statistics, as it is not tarnished by the additional noise of the test.

The epochs of activation of the C'/ Ny threshold and of the CMC test, as well as the 2 corresponding test statistics without noise
are shown in Fig. 7.
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Figure 7: Pseudorange approval test statistics for the two pedagogic scenarios.

Fig. 7 exhibits that both the C'/ N threshold and the CMC test activates in the presence of onboard meaconing when Ag = 0 dB.
Some pseudoranges can therefore be declared as unusable and not used for positioning due to the meaconing interference. The
two tests appear to be correlated, as they are likely to be activated at the same epoch under meaconing interference. They also
activate quite often when Ag = 0 dB, with an activation rate of about 17% for the C'/N, threshold, and of about 10% for the
CMC test. When Ag = —20 dB and Ag = 20 dB, the tests never activate (except during the convergence phase at t = 20
minutes, due to the past-persisting bias inside the smoothed tracking estimation term Egp,).

f) Example of the onboard meaconing interference on the position estimation, PL computation and FD test statistics

For this paragraph, 6 other relative parameter profiles similar to (38) and (39) have been designed for pedagogic purpose. These
6 additional profiles only difter from their relative delay A7, relative Doppler A f, and initial relative phase ;. They complete
the 2 already given profiles to form a coherent constellation of 8 satellites representative of an onboard meaconing scenario.
The DLL and PLL SE have been computed for the remaining 6 profiles, as well as the smoothed pseudorange neglecting the
tracking loop estimation error and the post-SBAS correction residual errors (i.e., assuming 7 = 0 and @; = 0 in Eq. 24), and
the approval tests have been carried out. The theoretical position can then be estimated from the usable smoothed pseudoranges
with Eq. (33), along with the PL computation (35) and the FD test statistics (34). The results are shown in Fig. 8 and explained
hereafter.

Fig. 8a represents the horizontal position errors and the horizontal protection levels during the flight. Fig. 8b shows the vertical
position error and the corresponding vertical protection level. Fig. 8c details the number of tracked and usable satellites. Finally,
Fig. 8d highlights the FD threshold along with the FD test statistics computed during the flight.
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Figure 8: Theoretical position errors, PL, number of usable satellites, and FD test statistics during the flight.

When Ag = —20 dB, both the horizontal and vertical position errors are close to 0 m. As the post-SBAS correction noise
has been neglected, only the distortions caused by the meaconing interference on the DLL and PLL outputs can deteriorate
the position estimation. Since the meaconer has a marginal impact on the DLL and PLL outputs (and thus on the smoothed
pseudorange) in this configuration, the position error induced by the meaconer is negligible. All the tracked satellites are usable,
because the meaconing interference are not sufficiently high to cause any of the pseudorange approval test to activate. The FD
threshold is therefore constant, as the number of usable pseudorange is always 8. The FD test statistics stays also extremely
close to 0.

When Ag = 0 dB, the smoothed pseudoranges corrupted by the smoothed SE deflections feed the WLSE position algorithm,
creating errors up to 20 m. The protection levels are also changing because the set of usable satellites is often modified due to
the C'/ Ny threshold and CMC tests activations. The number of usable pseudoranges varies between 8 (full set) and 4 (minimal
number to estimate a position). At some epochs, the position error exceeds the corresponding protection level. The FD procedure
raises alarms at some epochs, however, it can be observed that an alarm is not always raised when the position error exceeds the
protection level (for instance around 11 minutes of flight for the horizontal position). Additionally, when exactly 4 pseudoranges
are usable, the FD test is deemed non-operational and no FD test statistics can be computed.

When Ag = 20 dB, the DLL and PLL tracking loops follow the meaconer signals, inducing errors of —cAr in all the smoothed
pseudoranges. The position is therefore estimated around the meaconer location (about 10.2 m behind the aircraft’s antenna
horizontally, and 3 m below the aircraft’s antenna vertically). In that configuration, the horizontal position error exceeds the
HPL, and the FD procedures does not raise any error because the 8 smoothed pseudoranges are corrupted with coherent errors
(coherently pinning the meaconer location).

The same figure integrating post-SBAS correction pseudorange errors is given in Appendix VIL1 for the curious reader.



IV. THEORETICAL GNSS PERFORMANCE DEGRADATION UNDER ONBOARD MEACONING

This section presents a methodology to quantify the GNSS performance degradations induced by the meaconer onboard the
aircraft. The methodology begins with the definition of three metrics, which are introduced in the first subsection. The metrics
are then computed for different configurations of onboard meaconing in the subsequent subsections, along with explanations of
their causes and consequences, to theoretically assess the GNSS performance under onboard meaconing.

1. Definition of the metrics of interest

This paper focuses on three metrics to evaluate the degradations caused by onboard meaconing interference: the position
availability, the position accuracy, and the position integrity. These metrics are designed to explicitly represent and illustrate
the impact of the meaconer on the aircraft’s GNSS receiver performance. They do not directly correspond to the standardized
notions of GNSS availability, accuracy, and integrity known in civil aviation (hence their distinct names). The definitions of
these metrics are provided in the following paragraphs.

a) Position availability

In this study, the position availability is defined as the proportion of time a GNSS position can be estimated and used for
positioning during a flight. Alternatively, the position availability can also be defined as the probability of being able to compute
and use a GNSS position at any given time during the flight (this equivalence is based on the ergodic properties of the GPS
signals in this configuration, as discussed in (Ghizzo, 2024, Chap. II, 1.1.3)).

Mathematically, the position availability P,y is computed as the probability of having at least four usable pseudoranges
(necessary for position computation), without triggering an FD alarm, and with protection levels below the alert limits. To
compute this probability, the condition for the smoothed pseudorange 7 to be usable must, first, be determined. A smoothed
pseudorange is declared usable if both the C'/ N, threshold and the CMC test are not activated. Denoting 7" the flag equal to
1 only if the pseudorange of PRN ¢ is usable, it follows

Telan] = (1= Tan]) x (1T an). “v

In Eq. (41), the dependencies of the different pseudorange approval tests are expressed with respect to the relative parameters
An = [Ag, AN, A7, Af, Af] at epoch x, instead of epoch « directly. This approach, while lengthening the expressions,
provides a clearer understanding of the factors influencing the results. Hereafter, only the relative parameters affecting the
equations’ results are given in arguments.

A position can be estimated if at least four smoothed pseudoranges are available. Denoting 7P the flag equal to 1 if a position
can be estimated, it follows

Niat
1 if UelAn] >4

0 otherwise.

In Eq. (42), Ny is the number of visible satellites, and the matrix AH = [An,, An,, ..., Aan] contains the relative
parameters of all the visible satellites at epoch «. A position is considered available if it can be computed, no FD error is raised,
and the protection levels are below the alert limits. Denoting 7*** the flag equal to 1 only if the position is available, it follows

T™[AH] = T"[AH] x (1-7T™[AH]) x (1- T [AH]). (43)

Finally, position availability P,y, is derived as the probability of 7** = 1. The value of 7*? at epoch « is a deterministic
function of the relative parameters AH at epoch . For onboard meaconing during straight-line flight, the relative parameters
Ag, AN, At, and Af are considered constant for each satellite signal. The relative phases A# of the signals are assumed to
be uniformly distributed between 0 and 27. The ergodic properties of the GPS signals allow for the computation of P,y, in the
temporal (44) or statistical (45) domains, resulting in



PualAg, AN, A7, Af] = lim 1 > T [Ag, AN, Ar, Af, AG(j)] (44)

K—00 K 4

1
= o /Q T™[Ag, AN, AT, Af, Af] dAO. 45)

Where Q = [0; 2] is the definition space of the vector Af. Although Eqs. (44) and (45) yield the same result, they offer
different interpretations of the position availability. In Eq. (44), the position availability denotes the proportion of time a
position can be estimated and used for positioning during a flight. In Eq. (45), the position availability denotes the probability
of being able to compute and use a position at a given time during the flight.

b) Position accuracy

The position accuracy is defined in this study as the 99%-quantile of the estimated position error distribution at a given epoch
k during the flight for which the position is available (i.e., when 7*?[x] = 1). By ergodicity of the position error, the position
accuracy gives, for specific values of Ag, AN, A7 and Af, the distance that bounds 99% of the availiable position errors
during the flight.

Mathematically, the position accuracy is defined with respect to the position error §x, given for all relative parameters AH by

0x[AH] = ||x — X[AH] || (46)

where x is the true aircraft 3D position, and || || denotes the Euclidean norm. The error flag 7°" is then defined as being equal
to 1 only if the position error is smaller than a given distance e:

1 if ox[AH] <e

0 otherwise. (47)

Ter[AH, €] = {

The position accuracy Py can finally be defined in the temporal (48) and in the statistical (49) domain, as

T T Ag, AN, AT, Af, AG(j
Pacc[Ag, AN, AT, Af]:minl € ‘ lim <Z7 ! [Ag b), € ]> >0.99] (48)
K—> 00

S, T*[Ag, AN, A7, Af, Ad(j)]

Jo T A, AN, A7, A, A9, ddAG )
|, T™[Ag, AN, Ar, Af, AG|dAG

:min[

Although Eqgs. (48) and (49) give the same result, they propose a different interpretation of the position accuracy. In Eq. (48),
the position accuracy denotes the distance that bounds 99% of the position errors during the flight. In Eq. (49), the position
accuracy denotes the 99%-quantile of the estimated position error distribution at a given epoch during the flight.

c) Position integrity

The position integrity is defined in this study as the proportion of estimated positions that are available during the flight, while
having a position error greater than the protection level. By ergodicity, the position integrity can also be defined as the probability
of estimating a position at a given time during the flight, that is available while having a position error greater than the protection
level.

To derive the position integrity, the horizontal and vertical position errors (67 x and 6" x), as well as their corresponding flags
(7°™H and 7°™V) are defined similarly to Eqs. (46) and (47).

s"x[AH] = || x" — 2"[AH]|| (50)
§Vx[AH] = || x" — 2V[AH]|. (51)



where x*7 and x" are respectively the horizontal and vertical projections of the true aircraft position. % and %V denote their
corresponding estimations by the aircraft receiver. The error flags 7™ and 7°™" are then defined as being equal to 1 only if
the corresponding projected position error is smaller than a given distance e:

err, H _ 1 if xP[AH] <e
T AH, 6 = { 0 otherwise (52)
iV _ 1 if xV[AH] <«
T |AH, € = { 0 otherwise. (53)

A flag of misleading information 7™ can be defined, equal to 1 only if at least one projected position error exceeds its
corresponding protection level:

TH[AH] =1 - T°"¥[AH, HPL|AH]] x T~V [AH, V PL[AH]|. (54)

Finally, the position integrity P, can be defined in the temporal (55) or in the statistical (56) domain as

D Ae AN Ar Af| = lim [ 2i=t T 1Ag AN, A7, Af, A0()) 55
ml[ g BT, ] - KZLIIOIO 2;21 Tava[Ag7 ANa AT) Af7 AH(])] ( )
([ JoT™[Ag, AN, AT, Af, Af]dAS 56

= fQ Tava[Ag’ AN, AT, Af, A@} dAG |- (56)

Although Egs. (55) and (56) give the same result, they propose a different interpretation of the position integrity. In Eq. (55),
the position integrity denotes the percentage of time during the flight in which the estimated position has an error greater than
the protection level. In Eq. (56), the position integrity denotes the probability that, at a given epoch during the flight where a
position is estimated, the estimated position has an error greater than the protection level.

2. Evaluation of the theoretical position availability under onboard meaconing

This subsection provides the theoretical position availability P,y, for different relative parameter values. This section also
analyzes and identifies the causes of the position availability degradation. First, the probability of activation of the different
checks (C'/Ny threshold, CMC test, FD procedure, and PL integrity check) that play a role in the position availability are
computed. Second, the position availability is plotted for different relative parameters representative of onboard meaconing
interference.

The probability of activation of the standalone C'/ N, threshold and CMC test can be obtained by calculating the mean value of
the checks (Egs. (31) and (32)) for a given PRN i in the statistical domain, averaged over its relative phase Af;. The pseudorange
approval checks are still considered deterministic as a function of the relative parameters A, in this subsection.

1 27
P (7;CN0 [Ag“ ANZ', ATZ', Afz]) = % 7;CN0 [Agi7 ANZ, ATZ‘, Af“ A@] dAO (57)
0
27
P (T Ags, AN;, Ari, Afi]) = % / TEMC(Ag AN, A7, Afi, AG] dAG (58)
0

The results of Egs. (57) and (58) are plotted for a GPS signal with a nominal C/Ny = 40 dB.Hz, and a relative frequency
Af = 0.003 Hz (representative of an average onboard meaconing scenario). Due to the lack of actual data for a generic
meaconer noise factor, an ideal meaconer with NF,, = 0 dB has been chosen, resulting in the equality Ag = AN. The
probability of activation of the C'/Ny threshold and the CMC test (Egs. (57) and (58)) is computed for any values of Ag and
AT, and the results are shown in Fig. 9.

In Fig. 9a, the C'/ N, threshold can be activated around Ag = 0 dB when the relative delay A7 is smaller than 0.5 chip. The
probability of C'/Nj threshold activation does not exceed 15%, because the estimated C'/N; oscillates with the relative phase



value Af, as demonstrated in (Hussong et al., 2024c, Fig. 15a). The C'/Ny threshold alone is unlikely to cause a loss of
availability. Indeed, the probability P$ N0 of being unavailable solely due to the C//Nj threshold is majored by:

PENO NG| <P (n < 4) with  n ~ B (Ng; 0.15) (59)
When Ny =8, PENO[8] < 0.3% When Ny =9, PENO[9] < 0.07%
When N, =10, PSNO[10] < 0.02% When Ny = 11, PSENO[11] < 0.003% (60)

The C'/Ny threshold is triggered when A7 > 1 chip, for 10 < Ag < 15 dB. At these relative delays, the jamming situation
is observed, resulting in a deterministic degradation of the effective C'//Ny by a factor of 1 + AN = 1 + Ag as described in
Eq. (26). This degradation continues until Ag reaches approximately 15 dB, causing the receiver to lose lock on the authentic
signal. Upon losing lock, the receiver reacquires the meaconer signal, leading to a spoofing scenario where the effective C'/ Ny
increases again, as indicated by Eq. (27). It is important to note that the activation of the C' /Ny threshold is highly influenced
by the nominal C'/Ny , = 40 dB.Hz in this region of the plots. Different signals with different nominal C'/Ny would activate
the C'/ Ny threshold in different regions in the plot. Therefore, not all GPS signals may be discarded by this threshold alone at
the same time when A7 > 1 chip.

As illustrated in Fig. 9b, the CMC test is triggered when Ag ~ 0 dB and A7 < 1 chip. However, the FD procedure tends
to raise an alert with a significantly higher probability when the CMC test is activated (as explained in the next paragraphs).
Consequently, the position availability is not notably impacted by the activation of the CMC test on its own.
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Figure 9: Theoretical probability of activation of the different tests, depending on Ag and Ar.

The probability of activation of the standalone FD procedure can be obtained by calculating the mean value of Eq. (34) in the
statistical domain, averaged over the relative phases of the visible satellites Af:

1
P(T™lAg AN, A7, Af]) = o /QTFD[A&AN (AT, Af, AG]dAG ©l)

To perform this computation, 8 visible satellites are assumed, the nominal C'/ Ny of the satellites is set to 40 dB, and the relative
frequencies Af are uniformly chosen over [—0.006 ; 0.006] Hz, to represent a generic onboard meaconing scenario. The results
of (61) are plotted in Fig. 9c. The FD procedure activates when |Ag| < 8 dB, and the probability of activation increases to
50% or more when |Ag| < 4 dB. Therefore, the FD procedure is the main cause of the position availability reduction when
AT < 1 chip.

The probability of availability loss due to the PL integrity check (54) has been computed similarly to the probability of activation
of the FD procedure. The PL check activates in rare occasions and never before the FD procedure in the context of onboard
meaconing. Therefore, the reduction in position availability due to the PL check alone can be neglected in this study.



The position availability is calculated in the statistical domain using Eq. (45), and the results are presented in Fig. 10. This
analysis is performed under the same assumptions as those used in the computation of the FD procedure probability of activation.
The figure is plotted as a function of the meaconer gain G,,, and meaconer delay 7,,, which are more practical parameters
to handle compared to Ag and AT at the position level, as they are consistent across the different PRNs (unlike Ag and At
that differ from one signal to another). The conversion from relative parameters to GG, and 7, is achieved using Egs. (1)
and (3), with the assumptions A7,y = 0's, Agaye = 0 dB, and Ageny = —9 dB. The value of Agery = —9 dB is chosen
to match the maximum measured GNSS coupling of —65 dB between the aircraft’s GNSS antenna and an onboard GNSS
antenna DO235 (2022). Under these assumptions, the relationships between a relative gain Ag; and the meaconer gain G, is
Ag; + 65 = G, in dB.

Theoretical position availability

Figure 10: Theoretical position availability under
onboard meaconing, depending on G, and 7r,.
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It is important to note that this theoretical computation does not account for the post-SBAS correction pseudorange errors (as it
has been calculated with ©; = 0 in Eq. (24)) and assumes the same C'/ Ny across all visible PRNs. These simplifications may
lead to discrepancies between the theoretical position availability and the simulation results discussed in section V.

3. Theoretical position accuracy under onboard meaconing

To analyze the impact of meaconing on the position accuracy, the DLL and PLL SE are computed for various values of Ag and
AT using Eq. (9). The smoothed SE can then be derived from the DLL and PLL SE using Eq. (21). For these computations,
this paper assumes Ag = AN and Af = 0.003 Hz, which are representative of typical onboard meaconing scenarios. The
maximum absolute DLL, PLL, and smoothed SE are calculated with Eqs. (62), (63), and (64), respectively, and are illustrated
in Fig. 11.

rmax = mMax Ag, AN, AT, Af, AO 62

er, AQE%QWHE [ g ]l (62)
max = Imax A ,AN,AT,AI,A

€, AOG[%;ZW] |69[ g 0” 63)

€max = Iax { |€[x]| ‘ ék] = { e%:[;%ﬁ] + 521 (€l — 1] + €g[K] — eg[w — 1])  if available 64)

rRERT otherwise
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Figure 11: Theoretical DLL, PLL and smoothed absolute SE as functions of Ag and Ar.

In Fig. 11, two distinct behaviors of the SE values are evidenced depending on Ag and A7. When Ag < 0 dB and AT < Thax,
the meaconer and authentic signals overlap at the correlator output, and the strongest signal at the receiver antenna is the
authentic one, causing the tracking loops to converge close to its characteristics. The tracking loops are considered to start
locked on the authentic signal in this figure. The DLL and smoothed SE values reach up to 15 m in this region, while the PLL
SE values remain relatively close to 0 m. Conversely, when Ag > 0 dB and A7 < Thax, the meaconer signal dominates at the
correlator output. Consequently, the tracking loops converge around the characteristics of the meaconer signal, leading to SE
absolute values of approximately cA7 meters. Here, the presence of the authentic signal can contribute to additional estimation
errors up to 15 m, which are less noticeable compared to the shifted SE values of up to ¢Tp. &~ 308 m. When A7 > T,
either a nominal, jamming or spoofing scenario is observed. In these cases, the authentic (in nominal/jamming) or the meaconer
(in spoofing) signal is tracked independently, leading to SE absolute values of 0 meter (jamming) or cAT meters (spoofing).

The distribution of the smoothed SE can be estimated for each tracked PRN ¢ by accumulating the values ¢;[«] over a sufficiently
long time period. From the smoothed SE distributions, the position errors are estimated through a Monte Carlo method. The
99% quantile of the position error distribution (i.e., the position accuracy) is plotted in Fig. 12.

Fig. 12 shows that the position accuracy generally mirrors the smoothed SE variations from Fig. 11c, except in the region where
G, > 65 dB. In this region, the smoothed SE values for all PRNs 4 are high but consistent with each other, as the signals are
all offset by cAr;. Thus, the estimated position aligns with the meaconer position, and the additional bias in the smoothed SE
is absorbed by the time bias term of the WLSE. Consequently, the mean position error is approximately 10.2 m (the Euclidean
distance between the aircraft’s antenna and the meaconer), resulting in a position accuracy of a similar magnitude.
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4. Theoretical position integrity under onboard meaconing

The position integrity can be estimated like the position accuracy, by estimating the distribution of the position errors for every
values of Ag and A7 with a Monte-Carlo method. Then, the position integrity is determined by calculating the proportion of
the Horizontal Position Error (HPE =6 x) exceeding the HPL, or the Vertical Position Error (VPE = § Vx) exceeding the VPL
for each couple (Ag; A7). The results are presented in Fig. 13 and explained below.
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Figure 13: Theoretical position integrity under on-
board meaconing, depending on G, and 7.
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When the meaconer gain is smaller than G,,, = 59 dB, no integrity hazard is detected when neglecting the post-SBAS correction
noise in the smoothed pseudoranges, and the estimation errors of the tracking loops. These two additional error sources may
increase the position integrity once considered, as shown in the next section.

V. SIMULATED GNSS PERFORMANCE DEGRADATION UNDER ONBOARD MEACONING

This section presents the simulation results of the onboard meaconer impact on the position availability, position accuracy,
and position integrity. The results are used to validate the theoretical models of section IV by comparing the theoretical
GPS degradations to highly-realistic simulation results, obtained from a self-implemented GNSS simulator (including a GNSS
receiver). The simulation results consider the values of the implemented tracking loops to estimate the GNSS metrics, including
the random deflections of the tracking loops from the SE (not modeled in section IV), and the random post-SBAS correction
pseudorange noise affecting the position estimation (also not included in section IV). First, the simulation software and the
scenario under scrutiny are presented. Second, the impact of onboard meaconing on this scenario is highlighted with respect to
the position availability, the position accuracy, and the position integrity.

1. Simulation software and definition of the simulated scenario

a) Simulation software description

The simulations are performed using a highly-realistic GNSS software named FIVES (for ”Simulation Software for Spoofing
Scenario Studies”). FIVES generates 7D flight profiles (3D position, 3D orientation, and time) compliant with aircraft dynamics
and civil aviation standards. It also computes the satellite positions, velocities, and orientations observed during the flight,
using the SPS 24-satellite almanac from U.S. Government (2024). Actual signal processing functions (correlators, acquisition,
tracking) are implemented to generate the pseudoranges from the mathematical models of the GNSS signals reaching the
user’s GNSS antenna. The C'/Nj is estimated using the moment method from the generated correlator outputs. Standardized
measurement processing procedures (pseudorange approval checks, WLSE, FD, PL computations) are used to obtain the
estimated position at any point during the flight. The series of estimated positions, combined with the corresponding protection



levels, permit the evaluation of GPS performance through the position availability, position accuracy, and position integrity
metrics. Additional details on the receiver’s architecture and processing logic of FIVES are provided in Hussong et al. (2023).

b) Definition of the scenario under scrutiny

The simulations analyze the position availability, position accuracy, and position integrity metrics for different values of
meaconer gain GG, ranging from 42 dB to 94 dB (with a step of 0.1 dB), and different values of the meaconer intrinsic delay
T ranging from 0 ns to 1350 ns =~ 1.3 chip (with a step of 2.7 ns). For each combination of G,, and 7,,, FIVES runs 24
different flights of 1 hour, compiling 24 hours of data to estimate the position availability, the position accuracy, and the position
integrity.

The 24 flight profiles last 1 hour at F'L300 with a ground speed of 540 kt. The flights start over Toulouse, France, and proceed
eastward in a straight line. Each flight starts 1 hour after the previous one to ensure coverage of all satellite constellations
observable over Toulouse, thereby collecting a full day’s worth of data.

The aircraft’s antenna gain pattern adheres to the standardized model of DO235 (2022), while the meaconer’s antennas are
omnidirectional. The meaconer noise factor IV F, is set to 0 dB, and both the meaconer frequency and phase offsets f,, and
0., are set to 0 Hz and O rad, respectively.

With a measurement sampling frequency of 1 Hz, 84600 position estimations are attempted over the 24 hours for each (G, T )
pair. The position availability, position accuracy, and position integrity metrics are computed in the temporal domain according
to Egs. (44), (48), and (55) from this dataset.

2. Simulated position availability under onboard meaconing

Simulated position availability

Figure 14: Simulated position availability under
onboard meaconing, depending on G,,, and 7, .
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First, the theoretical results do not account for post-SBAS correction noise in the smoothed pseudorange, which increases
the residuals r and thus the test statistics ¢ of the FD procedure (34), leading to more FD alarms and reduced position
availability. Second, the theoretical models use the theoretical C'/ Ny, whereas the simulations use the estimated C'/ Ny, which
includes estimation errors that can reduce the estimated C'/ Ny below the threshold (31), thereby reducing the number of usable
pseudoranges and decreasing the availability. Third, the theoretical results use deterministic models of the SE to emulate
tracking loop outputs, while the simulations use actual tracking loop outputs, which can deviate from the SE with a standard
deviation reaching 5 meters (Hussong et al., 2024c, Fig. 15b). This additional error is reflected (after smoothing) in the
smoothed pseudoranges, increasing the probability of FD activation and further reducing position availability.



3. Simulated position accuracy under onboard meaconing

Simulated position accuracy
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However, some notable differences exist. First, the simulated position accuracy is larger than the theoretical one when
G, < 75dB, likely because the simulation accounts for post-SBAS correction errors and tracking estimation errors that increase
the smoothed pseudorange noise, resulting in larger position errors after WLSE. Second, in the region where 70 < G,,, < 80dB
and 7,, > Thax, the simulated position accuracy is about 40 meters, whereas the theoretical metric is still 0 meters. This
difference can be explained because pseudoranges are in the jamming situation in this region, and the meaconer gain is high
enough to significantly drop the effective C'/ N, of the measurements. While the effective C'/N; of some satellites drops below
30 dB.Hz, activating the C'/Nj threshold, the other PRNs (with an effective C'/Ny close but above 30 dB.Hz) suffer huge
tracking errors, as modeled by Hussong et al. (2024b). As the number of usable satellites decreases, the Dilution of Precision
(DOP) factor increases (Tahsin et al. (2015)). Meanwhile, the remaining usable satellites exhibit greater pseudorange errors.
These combined effects increase the position error and the position accuracy.

Overall, both simulated and theoretical results indicate that an onboard meaconer can significantly deteriorate the GNSS
estimation accuracy, potentially exceeding civil aviation requirements. A small meaconer gain of 60 dB can also impact GNSS
availability when the meaconer delay is smaller than T},,x.

4. Simulated position integrity under onboard meaconing

The simulated position integrity is shown in Fig. 16, displaying similarities with the theoretical results of Fig. 13. Both
figures indicate a drastic reduction of the position integrity when G,, > 80 dB, because the estimated position shifts around
the meaconer location, exceeding the horizontal protection level. Some differences are also notable between the theoretical and
simulated results.

First, the position integrity for 55 < G,, < 65 dB is higher in simulations, because tracking loops estimation errors and
post-SBAS correction noise increase the simulated position errors. Second, around G,, ~ 65 dB, the simulated position
integrity is close to 0, whereas the theoretical one is close to 1. This is because, in this region, maximum position errors are
around 30 meters (Fig. 15),but the corresponding protection levels are even higher, because the pseudoranges are not getting
tracked for long (as the meaconing interferences often degrade the C'/Ny under the tracking threshold, as illustrated by Fig.
6). The smoothed pseudorange errors are therefore higher in this region, as the carrier smoothing filter needs uninterrupted
and coherent code and phase measurements to smooth the noise inside the pseudoranges. This larger noise is considered in the
protection level computation, as the receiver excepts higher pseudorange noises, and the values of the protection levels increase.



Although the position errors are larger than expected, they are likely to be smaller than the protection levels, reducing the posi-
tion integrity. This increase of the PL is not considered in the theoretical model, explaining the difference between the two results.

Overall, onboard meaconing significantly compromises position integrity, potentially creating integrity threats during critical
phases flight. A small meaconer gain of 60 dB can also impact the flight integrity when the meaconer delay is smaller than 7T}, .
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Figure 16: Simulated position integrity under onboard meaconing, depending on G, and 7y,.

VI. CONCLUSION

This paper investigated the impact of meaconing interference on a standardized aircraft GNSS receiver when the meaconer is
onboard the aircraft. Onboard meaconing interference are substantially different than meaconing interference from the ground,
for four major reasons. First, a smaller meaconer gain is required to reach the aircraft’s antenna with sufficient power to corrupt
the receiver due to the reduced distance between the meaconer and the aircraft’s antenna. Second, the multipath situation
can be continuously observed for all the PRNs when the meaconer is onboard, leading to more significant distortions of the
estimated tracking loop outputs and C'/ Ny compared to the jamming situation mostly observed with a ground meaconer. Third,
an onboard meaconer can induce uninterrupted distortions of the GNSS observables that may be less likely identifiable than
sporadic distortions caused by ground meaconers. Fourth, if the aircraft’s estimated position shifts to the meaconer position,
the small but critical position error when the meaconer is inside the aircraft is hardly detectable and could jeopardize the safety
of the flight.

Mathematical models, validated by highly realistic simulations, highlighted a significant GNSS performance degradation
endured by the aircraft receiver during onboard meaconing scenarios. The ability to estimate a position that can be used for
navigation is drastically reduced under onboard meaconing. Both theoretical models and simulation results showed a 90% drop
in position availability for specific meaconer characteristics, potentially jeopardizing civil aviation availability requirements.
The accuracy of the estimated position is also seriously degraded, with position errors of up to 40 meters observed even with
SBAS corrections. Some meaconer characteristics lead to a shift of the aircraft’s estimated position around the meaconer
location. Finally, the integrity of the flight is compromised, exceeding civil aviation integrity requirements. The estimated
position can exceed the protection levels in some situations while not being detected by the receiver. All the GNSS performance
degradations are observed with a relatively small gain of the meaconer. When the meaconer intrinsic delay is smaller than
1 chip, degradations of the GNSS performances begin from 50 dB of meaconer gain, and large accuracy errors occur around
65 dB of gain. Above this gain, the integrity of the flight is drastically impaired. When the meaconer intrinsic delay is larger
than 1 chip, the same degradations are observed, but each time with a meaconer gain about 10 dB higher.



However, some limitations exist in this study. First, only one constellation has been modeled. GNSS performance under onboard
meaconing could be improved if the aircraft uses Dual-Frequency Multi-Constellations (DFMC) to estimate its position. Second,
this paper assumes that the meaconer is rebroadcasting all the visible GPS signals with the same attenuation, which may not be
true if the meaconer is placed closer to a window of the plane that will receive more GPS signal from the satellites in line of
sight. Third, the flight was assumed to be a straight line at constant speed without autopilot corrections. The results might be
slightly different under other conditions. Finally, the meaconer was assumed to have a noise factor of 0 dB. This value would be
larger in a real case, potentially modifying the GNSS performances or changing the conditions to observe the evidenced results.

For these reasons, this paper would benefit from a real experiment of onboard meaconing to compare the results of the study to
the actual behavior of a standardized aircraft GNSS receiver. Additionally, extensive investigations could be conducted on the
limiting factors exposed in the previous paragraph to quantify the impact of the assumptions made for this study. Even though
these limiting factors reduce the trustworthiness of the paper, it highlights the problems raised by meaconers onboard aircrafts,
proving their danger in civil aviation and exposing their effects on aircraft receivers.

VII. APPENDICES
1. Example of the onboard meaconing interference on the position estimation, PL. computation and FD test statistics,
with post-SBAS noise

The equivalent of fig. 8 with the post-SBAS correction noise taken into account is plotted in Fig. 17. The effect of the residual
SBAS error on the smoothed pseudoranges is transcribed as Gaussian variations of the estimated terms around the mean values

of fig. 8.
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Figure 17: Position errors, PL, number of usable satellites, and FD test statistics during the flight with post-SBAS noise.



2. GPS simulated performances with FDE

For the curious reader, the position availability, as well as two new metrics representative of the GNSS accuracy and integrity of
the flight are provided when the FD procedure is modified to also exclude the erroneous measurement, when possible. The Fault
Detection and Exclusion (FDE) procedure is presented in Hussong et al. (2023), the results when activating FDE are plotted in
Figs. 18 to 20 and explained hereafter.
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Figure 18: Simulated position availability during onboard meaconing with FDE

The position availability can be compromised due to several factors with FDE, including:

¢ The multipath situation degrades the C'/ Ny estimations, potentially activating the C/Nj threshold that removes the low
C'/Ny pseudoranges from the position estimation, or even causing losses of lock of the corresponding PRNs that might
take time to reacquire.

* The multipath situation causes code pseudorange errors of +15 m, that can activate the CMC test and remove the
corresponding pseudoranges from the position estimation.

* The multipath situation increases the pseudoranges errors, that can trigger the FDE procedure, producing unusable position
estimations.

The position availability depicted in Fig. 18 show strong reductions of the ability to compute a position that can be used for
positioning under certain gain and delay conditions. Below 56 dB of gain, the meaconer has no significant impact on the
availability. Above 74 dB, the availability is also preserved, because the tracking loops follow the meaconer signals instead of
the authentic ones. The meaconer needs a smaller gain to affect the GNSS availability when the meaconer delay is smaller than
Tm = Tmax, because the correlation peaks of the authentic signal and of the meaconer signal overlap, more easily distorting the
tracking loops. If a PRN is spoofed, the greater the delay, the larger the pseudorange error, so a greater delay is more likely to
activate the FDE procedure and then to reduce GNSS availability. When the meaconer delay is higher than 7,,, = Tp,x, the delay
has no more influence on the GNSS performance, because the correlation peaks of the authentic signal and of the meaconer
signal don’t overlap anymore. In the worst-case observed scenario, the GNSS availability is only of about 62%, far from the
civil aviation requirements. In comparison with the same metric using FD instead of FDE, the position availability is higher
with FDE than with FD. This is because, when an alarm is raised by the FD test statistics of Eq. (34), the position is not used for
positioning with FD. However with FDE, the procedure has a chance to spot the faulty pseudoranges and to remove them from
the position estimation before calculating a new position that will be used for positioning. Nevertheless, the same variations of
the position availability are observed with FDE and with FD.
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Figure 19: Observed maximum position error during onboard meaconing with FDE

The GNSS accuracy can be degraded due to several factors, including:
* The multipath situation can potentially cause code pseudorange errors of £15 m when Ag < 0, and of cA7 when Ag > 0.
* The thermal noise increases during meaconer interference, generating higher pseudorange errors.

The accuracy metric presented in Fig. 18 represents the maximum position error between the actual aircraft position and the
estimated position, with FDE. For every meaconer gain and delay, 500 seconds of flight have been simulated and the maximum
observed position error is represented. The nominal maximum position errors are about 5 meters and are observed when the
meaconer gain is below 40 dB. Above 74 dB, the meaconer might spoof the aircraft receiver, causing a mean error of about 10
meters (the distance between the aircraft antenna and the meaconer receiving antenna around which the position is estimated).
Higher position errors can be observed when G,,, =~ 60 dB and 7,,, < Tiax, because the smoothed pseudoranges are corrupted
by errors of £15 m. If the meaconer delay 7,, > T« the multipath situation is not observed, and the pseudoranges are
either in the nominal, jamming or spoofing situations, which consequences do not longer depend on the meaconer delay. Large
positioning errors may be undetected by the FDE procedure when the meaconer causes all but 4 PRNs to be lost or unusable,
because the FDE procedure can not detect faulty measurements when only 4 usable pseudoranges are received. The results with
FDE in terms of accuracy are similar to the position accuracy with FD.
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Figure 20: Observed max HPE over HPL ratio during onboard meaconing with FDE

The GNSS integrity can be degraded because the position errors might be larger when exposed to meaconing interference, while
the corresponding protection levels may not consider the meaconer induced biases. The integrity metric under scrutiny (here,
the maximal observed ratio between the horizontal position errors and the horizontal protection levels, during a 500 second
flight) is depicted in Fig. 20. The mean value of this ratio is expected to be around 0.5 in a nominal situation. The ratio exceeds
the value 1 for many different meaconer characteristics, causing integrity hazards and demonstrating the potential threat of
onboard meaconers, even with FDE.

3. Actual relative parameters variations during a flight in straight line

The actual values of Ag = AN, A7, and Af are provided in Figs. 21 to 23 for a flight of 1 hour in straight line at 540 kt
under onboard meaconing. They confirm that Ag = AN, A1, and A f can be considered as constant for simplifications of the
models.

The figures have been computed with 7,,, = 0 s and f,,, = 0 Hz, to only represent the impact of the geometrical terms in
the calculations of the relative parameters. Different values of 7,,, or f,,, would have just offset the curves by a constant term,
keeping the same variations of the relative parameters.
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Figure 21: Relative noise AN of the visible satellites during a 1-hour flight.
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Figure 23: Relative distance cA7 of the visible satellites during a 1-hour flight.




4. Dependencies of the DLL and PLL SE with respect to the relative phase

The relative phase A6 that gives the maximum DLL and PLL SE values are plotted in Fig. 24. In this figure, it can be observed
that the maximum DLL SE value around A f = 0 Hz (corresponding of onboard meaconing scenarios) is obtained at A = 7
mod [27], whatever the value of AT.
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Figure 24: Relative phase A# corresponding to the maximum DLL, frequency, and PLL SE.
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