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ABSTRACT

With the escalating prevalence of in-band interference, the vulnerability of Global Navigation Satellite System (GNSS) receivers
to potential jamming or spoofing threats has become a critical concern. The proliferation of GNSS repeaters, commonly known
as meaconers (electronic devices that intercept GNSS signals, amplify them, and subsequently rebroadcast them) contributes
to this threat landscape, by compromising GNSS accuracy, availability, continuity, and integrity of the nearby receivers. This
paper investigates the impact of a meaconer on a GNSS receiver, when the received satellite signals are in the multipath situation
(from the classification of Hussong et al. (2023)). The multipath situation is the situation when the meaconing useful GNSS
signal affects the tracking of the authentic GNSS signal, as if it were exposed to a classical multipath. This paper characterizes
and bounds the estimated carrier-to-noise ratio (C'/Ny) and tracking loop outputs in the multipath situation. Then, this paper
identifies the geometrical conditions under which a satellite is affected by meaconing multipath. Finally, extensive simulations
validate the mathematical models by comparing the expected C'/Ny and tracking loop outputs to highly realistic simulation
results. The findings reveal significant distortions in the C'/Ny for satellites in the multipath situation. In rapid-dynamic
scenarios, the C'/Ny can decrease up to 20 dB.Hz, and C'/N, distortions may have more complex yet predictable patterns in
slow-dynamic scenarios. The delay lock loop (DLL) outputs are shown to be corrupted by deterministic offsets up to £15 meters,
accompanied by increased standard deviations due to the degraded tracking performance caused by the meaconer interference.

I. INTRODUCTION
1. Context

As noted by Union (2001) and Garcia-Pena et al. (2020), the increasing occurrence of in-band interference may render GNSS
receivers susceptible to jamming or spoofing threats, potentially compromising their performance. The proliferation of GNSS
repeaters, commonly referred to as meaconers, contribute to this threat landscape. Coulon et al. (2020) demonstrated that
meaconers can significantly degrade the accuracy and availability of GNSS receivers in their vicinity.



Multiple studies focused on the general impact of meaconer interfering with GNSS signals. Dovis (2015) discussed the
various types of GNSS interference, including meaconing, jamming, and spoofing, highlighting their potential to disrupt GNSS-
dependent systems. Their study revealed that meaconing could cause significant deviations in positional accuracy, leading to
substantial errors in navigation and timing information. Dobryakova and Ochin (2014) explored the impact of meaconing on the
integrity monitoring of GNSS receivers, emphasizing that the meaconer signals can lead to hazardous yet detectable misleading
information. Both papers relate that meaconing interference are ubiquitous yet concerning, as they could easily deteriorate the
operations of the systems relying on GNSS.

Hussong et al. (2023) has proposed a classification of the meaconer impacts at the correlator output level, building from
mathematical models of meaconing interference and from the results of Bamberg et al. (2018) and Peng et al. (2019). The
effects of the meaconer can be categorized as nominal (where the meaconer impact on the tracking loops is negligible), spoofing
(where tracking loops are locked on meaconer signals), jamming (where the meaconer rebroadcast noise degrades tracking
performance, and potentially cause loss of lock), or multipath-like errors (where meaconer signals distort the nominal behavior
of the GNSS receiver as if it were exposed to multipath). These papers also reveal that the presence of meaconers can adversely
affect tracking loop performance, pseudorange estimation, and position determination under specific geometrical and power
conditions.

2. Meaconer description and impacts

A meaconer, also known as a GNSS repeater, is an electronic device designed to capture electromagnetic signals, to amplify
them, and to rebroadcast them around a specific GNSS central frequency, as illustrated on Fig 1. The meaconer is characterized
by its gain G,,, intrinsic delay 7,,,, frequency offset f,, and phase offset 6,,,. In this paper, the meaconer gain G,, is defined
as the ratio between the signal power at the meaconer’s receiving antenna input and the signal power at its emitting antenna
output. The intrinsic delay 7,,, represents the signal group delay between the meaconer receiving antenna input and its emitting
antenna output. The frequency offset f,,, and phase offset 6,,, respectively denote the difference between the carrier frequency
(resp. instantaneous phase) of the signal at the emitting antenna output, compared to its carrier frequency (resp. instantaneous
phase) at the receiving antenna output.

Figure 1: Sketch of the meaconer repercussion on nearby GNSS receivers.

The satellite signal is captured by the meaconer and the nearby
GNSS receivers. The signal directly coming from the satellite to
the user GNSS receiver is called the authentic signal (in green in
the figure), and dgy represents the authentic signal propagation
distance (the Euclidian distance between the satellite and the user
GNSS antenna phase centers). The satellite signal that detours
through the meaconer is called the meaconer signal, and is depicted
in red in the figure. dgps represents the distance between the
satellite and the meaconer antenna phase centers, and d ;7 between
the meaconer and the user antenna phase centers. dgns + dyv
user GNSS antenna constitutes the propagated distance of the meaconer signal.

a) Mathematical model of a meaconer

The GNSS signals observed and rebroadcast by the meaconer have the same structure as the authentic signals received at the
user’s GNSS receiver antenna, but differ in power (due to the meaconer gain GG,,, the different space and atmospheric losses,
the antenna gains and the environments around the antennas), time delay (due to the meaconer intrinsic delay 7,,,, the different
signal propagation times and the antenna hardware biases), carrier frequency and carrier phase offset (due to the relative motions
between the satellite, the meaconer and the user, and other propagation effects), as evidenced by Hussong et al. (2023) and
Steindl et al. (2013). Moreover, the meaconer signal contains additional noise, generated by the meaconer active components.
In this paper, the relative parameters of interest between the nominal signal and the repeated ones are expressed as follows:

¢ The relative power denoted as Ag represents the ratio between the meaconer signal useful power and the authentic signal
useful power at the user’s antenna output.

* The relative noise power spectrum density denoted as AN represents the ratio between the thermal noise power spectrum
density (PSD) at the correlator input that would have been observed without meaconer interference, and the thermal noise
PSD that would have been observed if only receiving the meaconer signal.



 The relative delay At represents the difference between the propagation time of the meaconer signal and the propagation
time of the authentic signal at the user’s antenna output.

* The relative frequency A f represents the difference between the received carrier frequency of the meaconer signal and
the received carrier frequency of the authentic signal at the user’s antenna output.

* The relative phase A6 represents the difference between the received instantaneous phase of the meaconer signal and the
received instantaneous phase of the authentic signal at the user’s antenna output.

b) Classification of the meaconer impacts at the correlator output

For each GNSS signal reaching the user’s GNSS antenna, the impact of the meaconer at the correlator output can be cataloged
in one of the four situations introduced by Hussong et al. (2023). These four distinct situations are illustrated in Fig. 2 and
briefly detailed below.

¢ In the nominal situation, the receiver is synchronized with the nominal signal parameters, without significant distortion
induced by the meaconer.

* In the jamming situation, the receiver is synchronized with the nominal signal parameters, and the meaconing peak is
either significantly distant (in terms of delay) or sufficiently low in amplitude to be disregarded. The impact of the
meaconer on the correlator output is thus only dictated by the rebroadcast noise of the meaconer signal.

¢ In the spoofing situation, the receiver is synchronized with the meaconing signal parameters (meaconing peak), and the
nominal peak is significantly distant (in terms of delay) or sufficiently low in amplitude to disregard the distortion induced
by the nominal peak on the meaconer one.

¢ In the multipath situation, the nominal and meaconing peaks are sufficiently close to each other (in terms of delay) to both
affect the synchronization process.
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Figure 2: Classification of the situations at the correlator output. E, P, and L respectively represent the early, prompt, and late correlators.

3. Motivations to characterize the multipath situation

The nominal, jamming, and spoofing situations, as well as their cascading impacts on the pseudoranges, C'/Np, and estimated
positions, have been thoroughly analyzed in Hussong et al. (2024b) and Hussong et al. (2024a). However, the effect of meaconers
in the multipath situation has either been left for future work or not observed due to specific scenario designs. Indeed, these
articles deal with civil aviation receivers, where the aircraft and the meaconer are distant enough to consider that the meaconing
signals arrive at the aircraft with a sufficient delay not to cause the multipath situation.

Nevertheless, in many other scenarios (static, pedestrian, car, ...), the multipath situation is likely to be observed and needs
further investigation. The impact of the multipath situation on a GNSS receiver has been characterized in Ghizzo et al. (2024b,a)
as a function of the relative parameters Av = [Ag, AN, Ar,Af, AG]T. Both articles reveal DLL distortions and C'/Ny
degradations, for specific values of Av. However, the behavior of the models during real-life scenarios is complicated to
interpret based only on the relative parameters. A clear identification of the geometrical conditions under which the multipath
situation is observed could facilitate its understanding. The assessment of the multipath situation distortions on the C'/ Ny and
on the DLL outputs during realistic scenarios could also completes the characterization of meaconing multipath.



4. Objectives of the study

This paper targets three main objectives:

1. The first objective is to characterize and bound the precise impact of the meaconing interference on the C'/ Ny estimations
and the DLL outputs, when a satellite signal is received in the multipath situation (Section II).

2. The second objective is to compute the geometrical conditions for the multipath situation to occur (Section III), to estimate
the meaconer impact on the observables only based on the geometry and the meaconer characteristics (Section I'V).

3. The third objective is to validate and highlight through comprehensive simulations the impact of the meaconer in the
multipath situation in various realistic scenarios (Section V).

II. MATHEMATICAL MODELS OF THE GNSS OBSERVABLES IN THE MULTIPATH SITUATION

This section presents the theoretical model of the correlator output, tracking loops, and C/Ny in the multipath situation. The
models have been derived in previous works as a function of the relative parameters Av

1. Model of the correlator outputs

GNSS implements direct-sequence spread spectrum (DS-SS). The received signal is correlated with a local replica controlled
by the code and carrier Numerically Controlled Oscillators (NCOs) over the integration time 7. Typically, GNSS receivers
encompass at least three correlators: the early (Ag), prompt (Ap), and late (Ar) correlators, where the local replicas are
respectively shifted in code by —c/2, 0, and ¢ /2 (¢, is the chip spacing). The correlator output in the presence of meaconing
interference has been derived as a function of the tracking errors €, = [e,,£¢, 7|7 and relative parameters Av in Hussong
et al. (2023). The correlator output at epoch & is expressed as the linear combination

A(en, Av) = Ay(ey) + As(ey, Av) + A, (D
with A, and A the nominal and spoofing contributions expressed as
2) = VCady G (e:)Cr(ep) €% and  Ag(e,, Av) = \/Ag Cudi o(er + AT) (plep + Af) TR0 (2)

Here, ¢ and (; are the code and frequency synchronization mismatch functions defined in (Ghizzo et al., 2024b, Eq. (7)). C,
is the received signal power, and dj, is the navigation message bit (considered constant over the integration time). The noise
contribution, A,,, can be defined as Gaussian noise with power P,, expressed in Ghizzo et al. (2024b) by

P, = ";’P (1+ AN) ¢ (0). 3)

1

2. Model of the tracking loops

The dynamic behavior of the tracking loops has been modeled in Ghizzo et al. (2024a) as a non-linear system of two difference
equations. This paper focuses on the system’s dynamic value at lock (i.e., where the loop has successfully established and
maintains synchronization with the incoming signal dynamics). The tracking errors at lock have been shown to be equivalent
to the system’s stable equilibria (SE) expressed as (without stress error)

A
S0V6E{n0) ; xolenAr) = (M(af”) >0, @

8D¢, (57], AI/)
8%

D, is the code and phase discriminator outputs and g the phase discriminator difference, expressed as

D¢ (877’ AI/) = 0,

D, (En,Al/) = 2%‘(1 (Cf(ef) ZQ(ET)+Ang(€f+Af ET+AT)+2ﬂCOS(A9)Cf(€f)Cf(€f+Af) ZAT(ET)) (5)

A
Dy (e, Av) = eq + 79 — atan (’YA (er,er) tan ( ) (6)
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The integers p and p’ represent the phase and frequency ambiguity respectively and

Cr

e R I
A CT(ET) Cf(gf) - mCT(ET + AT) Cf(gf + Af)
CT(€T> Cf(gf) + mCT(ET + AT) Cf(gf + Af)

Ya(er,e5) )

The tracking error at lock €,, can be found solving (4) and is presented in Fig. 3 (detailed hereafter). The tracking error at lock
(i.e., the SE), does not represent the actual errors, but rather the tracking error to which the system tries to converge. The full
behavior of the system is further analyzed in Ghizzo et al. (2024a).
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Figure 3: Maximum and mean values of the code tracking errors at lock with respect to A f; At and Ag, considering A8 ~ U[0, 27].

Fig. 3a represents the absolute value of the tracking mean error at lock, when averaged over Af uniformly distributed between
0 and 27, and as a function of A f and A7. This mean error is a good approximation of the DLL output error that is found in
the code pseudorange estimation, in the situations when A# varies more than 27 during 7; (as evidenced by Sec. V). Figure 3a
highlights that the code pseudoranges can be corrupted with error of 11 meters for many relative parameters values. Fig. 3b
reports the maximum absolute value of the tracking error at lock. The DLL errors can potentially reach £15 meters in specific
conditions, especially when the relative phase Af varies slowly during T;, because in that case the DLL output might not
converge to the mean value of &,. Fig. 3¢ shows the influence of the relative power Ag on the maximum tracking errors at lock,
exhibiting that the largest errors are almost proportional to Ag (in linear).

3. Impact of the tracking loops distortions on the C'/N,

The expected value of the C'/N, estimate in the multipath situation (with moment method) has been modeled in Ghizzo et al.

(2024b) as
c E l?] 1 \/ ﬁdz - Ca20(21 (10)
av =8| —| == .
Nof Bip 4P P - 203

with

. in(rMAfT; -

Pi = (clen® + Agctey + A+ 2y/Bghle)ole, + Am o L eos(3) ) €, an

in(2r M AFT; — in?2(tMAfT; —
02 = 20 gC(e,)2C (e, + An)? [1 n W cos(2A0) — 2]\W cos2(A0)] . (12)

where T, is the C// Ny estimation time, A = TM A fT; + Af the mean relative phase within 7, and M = T, /T; the number
of integration time within 7.



Figure 4 plots the values of Eq. (10) as a function of Af, A7, and Ag, with the approximation €,, = 0 and a nominal C'/N,
of 40 dB-Hz, T, = 1 s and T; = 20 ms. Figure 4a shows the mean values of the theoretical C'/ Ny, averaged over Af uniformly
distributed between 0 and 27 (i.e., A0 ~ U[0, 27]). The results are plotted for Ag = AN = —3 dB, as a function of A f and
Ar. Tt demonstrates that when A7 < 1 chip, the C'/Ny is significantly degraded, even with a low received meaconer power.
The degradations are mainly observed for |Af| € [1/(2T¢) ; 1/(2T;)] = [0.5 ; 25] Hz.

Figure 4b represents the lowest theoretical C'/N, values for Af varying between 0 and 27. These results are very similar to
the mean values of Fig. 4a. This similarity indicates that A does not significantly affect the C'/ N, estimations, except for
small relative Doppler values A f. Specifically, when |A f| < 0.1 Hz, the mean C/Nj is marginally affected by meaconing
interference, whereas the lowest values show degradations around 10 dB.

Figure 4c depicts the mean C/Ny values, averaged over Af ~ U[0, 2], and for A7 = 0 chip (as this relative delay produces
large C'/Ny degradations). The C'/Ny are plotted against A f and Ag. Even with a small relative power of Ag = —30 dB,
C/Ny is degraded by about 3 dB. The degradations exceed 15 dB when Ag > —10 dB and |Af] € [0.5,25] Hz. In all plots,
the C'/ Ny values are symmetrical with respect to A f.
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Figure 4: Maximum and mean values of the code tracking errors at lock with respect to A f; A7 and Ag, considering A8 ~ U0, 27]

III. MAPPING OF THE MULTIPATH SITUATION TO THE GEOMETRY

This section aims to determine the geometrical condition under which a satellite signal is received in the multipath situation,
in order to better visualize the scenarios producing the multipath situation for a given satellite. Indeed, the relative parameters
Av are useful for modeling the C'/Ny and the DLL outputs, but they can not provide a clear understanding of the meaconing
multipath impacts during real scenarios that are defined based on their geometries. By mapping the multipath situation with

respect to the geometry of the user’s environment, this section identifies the geometrical configurations yielding to the multipath
situation.

1. Conditions to observe the multipath situation
The multipath situation is dependent on two factors: the delay condition and the Doppler criterion, defined as follows:

* Delay condition - To observe the multipath situation, both the authentic and meaconer peaks shall affect the correlators.
For GPS L1 C/A, the signal peaks after correlation form a triangle of width 2 chips. The early and late correlators are
computed at a delay difference of ¢, /2 with respect to the prompt correlator. The meaconer peak can only be observed
with a delay greater than the authentic peak because the meaconer signal detours before reaching the user GNSS antenna,
resulting in a larger propagation time. Assuming the receiver tracks the authentic peak, the meaconer peak distorts the
late correlator if the delay difference between the two peaks is smaller than Tt + 5. Conversely, if the receiver tracks the
meaconer peak, the authentic peak distorts the early correlator if A7 < T, + % . Fig. 5 illustrates the correlator outputs
in the presence of authentic and meaconer signals. Only when A7 < T¢. + %, the sum of the authentic and meaconer
peaks modifies the correlator values, resulting in a new equilibrium different from the nominal one (as also evidenced by
Fig. 3). In the illustration of Fig. 5, ¢, = T for pedagogic reasons, but the rest of this paper uses ¢ = 7../10.
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Figure 5: Illustration of the delay condition to observe the multipath situation.

* Doppler criterion - The C'/N, and DLL outputs strongly depends on the relative Doppler A f as evidenced by Figs. 3
and 4. To observe large multipath errors and C'/N; degradations, the authentic signal and the meaconer signal should
have a relative Doppler shift at the user GNSS antenna between 0.25 and 25 Hz. Otherwise, the multipath situation causes
smaller degradations on the GNSS observables. Whereas the delay condition is a mandatory condition for a signal to be
in the multipath situation, the Doppler criterion only highlights the most affected signals among the signals inside the
multipath situation, and therefore helps to identify the satellite signals bearing high degradations.

2. Definition of the geometry in this study

In this paper, the meaconer impact is computed according to the position of the user relative to the meaconer. This approach
allows for better visualization and understanding of the meaconing effects on GNSS receivers. The meaconer impact also
depends on the velocities of both the meaconer and the user, as well as the positions of the satellites and the meaconer
characteristics. The term geometry refers to the relative position and velocities of the user, the meaconer, the satellites, and also
the meaconer gain, intrinsic delay, frequency and phase offsets.

3. Mapping of the delay condition to the geometry

The delay condition M is defined with respect to the relative parameters as:

M Ar < T, (1+%S) = T (13)

The relative delay A7 represents the difference between the meaconer signal propagation time 7y and the authentic signal
propagation time 7,. From Fig. 1, the relative delay can be expressed as:

d d d dsy +d —d
AT=T7—T, = <SCM + 7 + JZU + Tam’s) — (iU + Tam’a) _ 45Mm ZZIU SU 4 AT (14)

where c represents the speed of light, 7,,, is the meaconer intrinsic delay, and A7,, accounts for the antenna group delay
difference between the authentic 7,y . and meaconer T,y s signal delays at the user’s receiver antenna. The expression of A7
(Eq. (14)) can be rearranged using the parameters defined in Fig. 6 to obtain a geometric mapping of the delay condition.



Figure 6: Illustration of the satellite S, meaconer M, and user U
positions in the (SMU) hyperplane, with the authentic signal in green
and the meaconer signal in red.

In Fig. 6, M’ is the orthogonal projection of M onto the line
(SU), and O is the orthogonal projection of S onto the line (MU). 51
represents the non-oriented angle between the meaconer and the satellite
as seen by the user, and 2 represents the non-oriented angle between
the imaginary point O and the satellite as seen by the meaconer. ~;
represents the non-oriented angle between the user and the meaconer as
seen by the satellite, and ~y» represents the non-oriented angle between
the meaconer and the imaginary point O as seen by the satellite.

The objective is to obtain an expression of A7 that depends only on terms known in the geometry. To do so, At is derived in
terms of dgy, dpsu, and the angle 31. Using the parameters from Fig. 6, the relative delay (Eq. (14)) becomes:

Ar— dsy +dyu —dsyr — dyru
T =

c + Tm + ATant
dsy —dsyy  d dyp
_ dsm —dswe | dmu (1 MU> T4 A
c c dyu
dsy —dsyy  d
_ I5M - SM - TMU (1 —cos(B1)) + Tm + ATant (15)

The computation of (dsyr — dgas) is done in Appendix (VII). It is proved that an excellent approximation of the difference is
dsiyr — dsyr ~ 0 m. It follows,

d
Ay~ MU

~

(1 —cos(B1)) + Tm + ATant. (16)

By injecting Eq. (16) into (13), the delay condition can now be expressed as

M < dyu(l —cos(B1)) < ¢ (Tmax — T — ATant) - 17

Particularly, if Tin.x < 7y + ATane, this condition is never satisfied, and the multipath situation is never observed. Furthermore,
if dy < ¢ (Tmax — Tm — ATane) /2, the condition is always satisfied, and the multipath situation is observed for all the visible
satellites. Otherwise, for a given geometry, the satellites in the multipath situation M are the ones seen inside a cone with
summit U, symmetry axis (UM ), and aperture angle Sp,x given by

(18)

Tmax —Im A an
Bmax = cos ™1 <1 —c T T t) .

dyvu

A representation of the multipath cone M depicted by Eq. (17) is shown in Fig. 7, where the user U is in the air and the
meaconer M is on the ground. In this configuration, only some signals are in the multipath situation. These satellite signals are
received in a direction close to the direction of the meaconer from the user perspective. As the meaconer is often seen with an
elevation around 0°, the signals in the multipath situation are more likely to have low elevations. Moreover, the closer the user
is to the meaconer, the larger the multipath cone aperture (3,,,,, 1S, as illustrated by the two examples on the skyplot in Fig. 7b.



* S (Satellite not in the
So multipath situation)

* S (Satellite in the
multipath situation)

Multipath cone

(b) In a skyplot from the user perspective, with 2 meaconers
(a) In the (UM S) hyperplane dyriy = 500 m, and dprop = 6500 m

Figure 7: Illustrations of the multipath cone M.

4. Mapping of the Doppler criterion to the geometry
The relative Doppler A f can be expressed as in Petovello (2015) as

Af = fom fu ot s mva) usu + (vae = v (s v sy (19)

where f; (resp. f,) is the received frequency at the user’s GNSS antenna of the meaconer (resp. authentic) signal. v represents
the velocity vectors, and u denotes the unit direction vectors. A is the wavelength of the GNSS signal. Note that the receiver
clock drift has no impact on the relative Doppler A f, as it is equally present in f; and f,. As a satellite is almost seen in the
same direction from the user and from the meaconer points of view, ugas ~ ugy. This approximation leads to

~ (VU - VM)T : (uSU - uMU)
Af = fm+ 3 : (20)

The C/Ny degradation and the DLL output distortions in the multipath situation are strongly affected as a function of the
absolute value of the Doppler shift |A f|. The relative Doppler can be mapped to the geometry to identify the regions [F of small
absolute relative Doppler |A f| < fmax Where the impact of meaconing multipath is the strongest ( fax can be chosen depending
on the tolerated degradations).

T
Vy —V (Usy — u v
B |AS] < w65 | fn 4 0L ST ZRIO) ] g Y o) — cos(on)] < S 1)
o | o 4 2TMU gy (QUT M G (QUZ M (22)
A 2 2
With vy = ||[vrul] = ||[ve — varl| the relative velocity between the user and the meaconer, oy the non-oriented angle

between vy and ugy, and oy the non-oriented angle between v,y and uy,7, defined by:

_1 (VMU - UsU —1 ( VMU -UpmU
ay = cos™ ! () and anr = cos ™ () . (23)
VMU VMU



If the relative direction up;y and velocities v between the user and the meaconer are fixed, the relative Doppler A f only
depends on the direction of the satellite with respect to the user ugy. Consequently, it is possible to represent the received
relative Doppler on a skyplot as a function of the elevation and azimuth angles of ugyy;. When mapped on a skyplot, the region
F corresponding to |Af| < far forms a ring perpendicular to the vector vy (and containing the meaconer location if
fm = 0 Hz). Three examples of the regions with f,,, = 0 Hz are shown in Fig. 8, for three different positions of the meaconer
(in red on the skyplots). These plots highlight the Doppler rings F as a function of the elevation and azimuth angles of the
received satellite signal. The relative velocity v,y is indicated with a black arrow, and is directed towards the East (elevation
0° and azimuth 90°) with a velocity norm of vj;y = 10 m/s. The relative Doppler does not depend on the distance between the
user and the meaconer d;g7, but only on the direction vector u sy with respect to the velocity vector v ;7. The absolute value
of the relative Doppler A f can reach (in Hz) up to 10 times the value of the relative velocity (in m/s) for GPS L1.

Af (H2)

(a) Meaconer perpendicular to the relative velocity  (b) Meaconer at 135° from the relative velocity (¢) Meaconer at azimuth 220° and elevation 37°

Figure 8: Three examples of relative Doppler values A f as a function of the geometry (vary = 10 m/s).

IV. IMPACT OF THE MULTIPATH SITUATION ON THE DLL OUTPUTS AND ON THE C/N,

Section II presented the DLL errors at lock and the C'/Ny estimations as functions of the relative parameters, and section III
expressed A7 and A f with respect to the geometry. By combining these sections, it is possible to map the DLL errors at lock
and C/N, estimations to the geometry. This section provides the impact of the meaconer on the multipath error envelope (i.e.,
the maximum DLL error in stable equilibrium in the multipath situation) and on the estimated C'/ Ny, as functions of the satellite
elevation and azimuth angles.

For better visualization of the meaconer impact on GNSS observables, the multipath error envelope and the estimated C'/Ny
are plotted on skyplots for a specific values of Ag (0 dB or —3 dB) and for three different values of vy (0 m/s, 5 m/s, and
15 m/s). On each skyplot, the meaconer is observed at an elevation of 0° and an azimuth of 180° (South), represented by a large
red dot. The user is moving at a speed vy towards an elevation of 0° and an azimuth of 90° (East) relative to the meaconer.
The meaconer impact on a satellite is represented by a color at the corresponding elevation and azimuth angle of the satellite,
from the user’s perspective.

All the skyplots have been computed with dy;y = 180 m, 7, = ATy = 0's, and Tix = 1.057, ~ 307.7 m. Equation
(18) shows that Sy.x &~ 135° in this configuration, stating that the satellites seen at an angle greater than 135° with respect to
the meaconer are not in the multipath situation. The non-affected satellites lie in the northern part of the skyplot, depicted by
the bold dotted line on each skyplot. The satellites not affected by multipath are either in the nominal or jamming situation,
and their multipath error envelope and C/N, are computed accordingly to the formulas of Hussong et al. (2023) in these
situations. Finally, the receiver noise is neglected in the skyplots, to only represent the deterministic mean behavior of the GNSS
observables in the multipath situation.

1. Mapping of the multipath error envelope on skyplots

Figure 9 presents the Meaconer Multipath Error Envelop (MMEE), which are the maximum code tracking errors at lock, obtained
by solving Eq. (4), as a function of the satellite elevation and azimuth angles. They have been computed for Ag = AN =0
dB, and for three different relative velocities vpry = [0 5 5 ; 15] m/s between the meaconer and the user.

The figure highlights significant MMEE values (up to £15 m) when the emitting satellite is observed in the multipath cone.
Only the satellite that are seen extremely close to the meaconer direction do not show large DLL errors, the rest of the satellite
signals are distorted by the meaconing interference depending on the relative velocity. In the static case, MMEE values are
almost constant at +15 meters all over the skyplot. When the relative velocity vy increases, the large MMEE values at lock



agglomerate around a ring perpendicular to the velocity vector and containing the meaconer direction (shaping the Doppler rings

[ evidence in section III). The errors above 10 meters are contained inside the Doppler ring corresponding to fi.x = 25 Hz.

The rest of the skyplot bears reduced but still significant DLL errors. In all cases, the errors outside of the multipath situation

equal zero, because the receiver noise is neglected in these skyplots.

vy = 0m/s
s

VMU=5 m/s VMU=15 m/s
0° 0°
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270°
Maximum DLL stable equilibrium (m)
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Figure 9: Maximum tracking error at lock Agm[%\x2 : |e-|, as a function of the geometry, with Ag = AN = 0 dB.
€|0,27

2. Mapping of C'/N, degradations on skyplots

Figure 10 shows the lowest C'/Ny as a function of the geometry. The lowest value is computed by evaluating the C'/Ny for
all Af € [0;27] (knowing the satellite elevation and azimuth angles) and taking the smallest result. While A significantly
influences the C'/Ny estimations for small values of vy (below 0.1 m/s, corresponding to |A f| < 1 Hz), it plays a marginal
role for higher values of v,;;;. Therefore, the results displayed on Fig 10 provide a excellent approximation in dynamic cases
of the received C'/Ny. For the static case, the results show the largest degradation eventually observed.

The C//Ny in Fig. 10 is heavily degraded by the presence of the meaconer in the multipath situation. In this figure, the nominal
C/Ny is set at 40 dB.Hz. Outside of the multipath cone (in the northern part of the skyplots), the nominal/jamming situation is
observed, and the C'/Ny drops to about 37 dB.Hz when Ag = AN = —3 dB. These values align with the results of Hussong
et al. (2023). For the satellites in the multipath situation, the C'/Ny degradation exceeds 15 dB.Hz when Ag = AN = —3 dB
for almost all satellites in the southern hemisphere when v,y = 5 m/s. When vy = 15 m/s, these degradations occur for the
satellite in the Doppler ring F corresponding to finax = 25 Hz, and especially for the satellite that are seen close to the meaconer
direction.

Vmu = 15.0 m/s
0°

206
CINy (dB.Hz)

Figure 10: Lowest C'/Ng = ABm[ionz | |Cav |, as a function of the geometry, with Ag = AN = —3 dB.
c[0,2m



V. VALIDATION OF THE MODELS AND VISUALIZATION OF THE IMPACT THROUGH SIMULATIONS

This section validates the presented models by designing three different scenarios affected by meaconing interference in the
multipath situation. It compares the impact computed from the equations presented in this paper to the impact obtained by
simulating the scenarios in a highly realistic GNSS generation software.

1. Definition of the scenarios under scrutiny

The three scenarios are designed to represent a static, a pedestrian, and a car trajectory. They pass close to a fixed meaconer on
the ground. In each scenario, the same GPS satellite is under scrutiny, and its DLL outputs and estimated C'/ N, are monitored.

Figure 11 illustrates the pedestrian and car scenarios. The

Entry in the Closest point to Exit of the . . .
start  multipath cone the meaconer multipath cone g LrAjectories are each 1290 meters long, with 200 meters of
| | ; {  nominal/jamming situation, then 800 meters where the GPS
L~800m =100 satellite under scrutiny is inside the multipath cone, and fi-
= m

nally 200 meters back in the nominal/jamming situation. The
meaconer is 100 meters away from the trajectory, with a gain
of 76 dB chosen to compensate the free-space losses to have
Ag = AN = 0 dB when the user is closest to the meaconer.
Both the user and the meaconer antennas are omnidirectional
with gains of 0 dBi in all directions. The meaconer intrinsic
‘ ! ‘ ‘ ‘ ‘ ‘ ! ‘ delay is set to 7,,, = O s, its Doppler and phase offsets are set
i i i GPS satellite (azimuth 180", elevation 67°) i i to f,, = 0 Hz and 0,,, = 0 rad. The only difference between
‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ the pedestrian and car scenarios is that the pedestrian travels
the 1200 meters at 1.4 m/s (in about 857 seconds), while the
Figure 11: Illustration of the pedestrian and car trajectories. car travels the same distance at 14 m/s (in about 86 seconds).
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The relative parameters of both scenarios are displayed for information in Figs. 12 and 13. Outside the multipath cone, the
relative power and noise PSD stay below —10 dB, and the satellite is in the nominal or jamming situation, producing negligible
C'/Ny and DLL output distortions, as previously investigated by Hussong et al. (2023). The relative Doppler is positive in
the first half of the trajectory because the user is moving towards the meaconer, perceiving the meaconer signal with a higher
frequency. Conversely, the relative Doppler is negative in the second half of the trajectory, with the zero-crossing of A f
occurring when the user is closest to the meaconer. The Doppler values are 10 times larger in the car scenario because the car
is moving 10 times faster than the pedestrian. Finally, all the relative parameter curves are almost symmetrical because the user
trajectory is symmetric with respect to the meaconer, and the satellite did not move significantly during the trajectory duration.
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Figure 12: Relative parameters of the pedestrian scenario.
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Figure 13: Relative parameters of the car scenario.



The static scenario represents a 120-second static user located 100 meters from the meaconer (at the “closest point to the
meaconer” in Fig. 11). The meaconer is activated after 20 seconds, so the first 20 seconds of the static scenario are in the
nominal situation. Similarly, the meaconer is shut down for the last 20 seconds of the scenario. In between, the meaconer gain
is set to 76 dB to have Ag = AN = 0 dB, and the satellite under scrutiny is in the multipath situation during 80 seconds.

The relative parameters of the static scenario are displayed in Fig. 14. The relative distance cAr is almost constant but
increases slowly (by about 1 meter, or 5 GPS L1 wavelengths, during the meaconer activation) due to the satellite’s motion. As
vy = 0 m/s in this scenario, Eq. (20) states that A f =~ 0 Hz. The exact relative Doppler is indeed extremely close to zero but
varies slightly due to the satellite’s different observation angles with respect to the user and the meaconer (usys ~ usy).

AN=Ag (dB) cA7 (m) Af (Hz)
0 65.5
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63.54

T T T T T T T T T T T T
Start Meaconer Meaconer End Start Meaconer Meaconer End Start Meaconer Meaconer End
activation shutdown activation shutdown activation shutdown

Figure 14: Relative parameters of the static scenario.

2. Degradation of the DLL outputs and C'/N, in the scenarios under scrutiny

The three scenarios have been run N times (N = 8000 for the static and car scenarios, N = 800 for the pedestrian scenario)
with a Monte-Carlo method. Only the random receiver-generated noise changes between the different runs. At each second of
the scenarios, the mean value of C'/Ny, and the mean value and standard deviation of the DLL outputs are computed with the
N values available. The results are shown in Figs. 15 to 17. Note that in the third subplots of the figures, the DLL outputs (in
red on the figures) are the actual DLL errors comprised in the code pseudorange estimations, and not the DLL errors at lock as
in the previous sections (also plotted in the figures, but in black). Indeed, the DLL errors at lock assume that the loop manages
to converge towards its SE, whereas the actual DLL error considers the transient response and the smoothing effect of the loop.

a) Impact of the multipath situation in the static scenario

In the static scenario (Fig. 15), the relative Doppler Af is close to zero, so the relative phase A0 = 27cAT/\ + 6.,
plays a prominent role in the C'/Ny and DLL output computation. When Af = 0[2x], the authentic and the meaconer
signals add up constructively, resulting in a higher C'/Ny than in the nominal situation. The DLL tracking loops are attracted
towards the meaconing signal due to its similarity to the authentic signal, producing a large DLL output mean error. When
Af = m[2m], the meaconer signal causes destructive interference with the authentic signal, significantly reducing C'/Ny (up
to 18 dB.Hz). The DLL tracking loops are also repelled from the meaconer signal, producing large DLL mean errors in the
opposite direction. Additionally, the DLL standard deviations increase when C' /Ny is low because poor signal quality degrades
tracking performance.

The presented models of the theoretical C'/ Ny and DLL SE are also plotted in black, showing an excellent match to the observed
values, validating the models in static situations. Indeed, in static cases, the tracking loops have the time to converge to the SE,
because the dynamic is low. Therefore, the theoretical values at the SE are extremely close to the actual values produced by the
GNSS receiver software.
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Figure 15: C'/No, DLL standard deviation, and DLL mean values in the static scenario.

b) Impact of the multipath situation in the pedestrian scenario

In the pedestrian scenario, the relative Doppler A f is large enough (|A f| > 1 Hz) so that the C/ N, estimation is mainly driven
by the variations of Af (o4 # 0 in Eq. (10)). The C/Ny suffers steady but significant degradations (down to 18 dB.Hz when
Ag = 0 dB), starting as soon as the user enters the multipath cone. These degradations deteriorate tracking performance and
increase DLL standard deviations up to 10 times its nominal value. A rapid increase in C'/Ny is observed when the user is
closest to the meaconer, as |Af| ~ 0 Hz (and thus o4 ~ 0). This rapid increase is well reflected by the theoretical model,

validating the C'/ Ny model in pedestrian or slow-motion scenarios.

The DLL stable equilibrium oscillates due to rapid variations of A, but the DLL low-pass filter limits rapid variations in DLL
output and smooths the DLL stable equilibrium around its mean value, explaining the mismatch between the stable equilibrium
and simulation results. Still, the stable equilibrium values shape the observed values of DLL mean outputs that reach up to 15
meters of error when the user is closest to the meaconer. Filtering the stable equilibrium values through the DLL filter produces
the observed simulation results. This filtering process is not shown, but is demonstrated in Ghizzo et al. (2024a).

Observed DLL mean value and stable equilibrium

== observed DLL mean
—&— stable equilibrium

Observed and theoretical C/No Observed DLL standard deviations

<

401

w N
3

w
S
=

w
DLL mean value (m)
<

CIN (dB.Hz)

)
G

DLL standard deviation (m)
I
&
L

©
!

>
!

204

—&— theoretical C/Ny

mean observed C/Ny 154
™ ™ ™ ™ ™ 0 -+ ™ ™ ™ ™ ™ ™ ™ ™ ™
Start Entry inthe Closest pointto  Exit of the End Start Entry in the Closest pointto  Exit of the End Start Entry in the Closest point to  Exit of the End

multipath cone  the meaconer multipath cone multipath cone  the meaconer multipath cone multipath cone  the meaconer multipath cone

Figure 16: C'/Ny, DLL standard deviation, and DLL mean values in the pedestrian scenario.

c) Impact of the multipath situation in the car scenario

In the car scenario, the high velocity between the user and receiver reduces the time spent in the multipath cone. The C//Ny
is still degraded (up to 18 dB.Hz when the car is closest to the meaconer), leading to higher DLL standard deviations at that
moment. However, the C'//Ny drop and the DLL distortions are not immediately visible when the car enters the multipath
situation. Indeed, the large relative Doppler values |Af| ~ 65 Hz at the beginning of the multipath situation mitigate the
degradations induced by the meaconing interference. The degradations are eventually observed when |A f| < 25 Hz as the car
approaches the meaconer. The multipath situation also induces DLL mean errors up to 10 meters.

The models of C'/Ny and DLL mean output values show good conformity to the simulated data. The validation of the developed
models exposes the meaconer threat and underscores the degradation of the GNSS accuracy (and potentially availability if the
receiver losses the lock of the signal) when the meaconer is close to the user and when the multipath situation is observed.
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Figure 17: C'/No, DLL standard deviation, and DLL mean values in the car scenario.

VI. CONCLUSION

This study has comprehensively investigated the impact of meaconing interference on GNSS receivers in the multipath situation.
The multipath situation under meaconing arises when both the authentic and the meaconer signals influence the correlator
outputs of the GNSS receiver, leading to C'/Ny degradations and DLL output distortions. This paper demonstrates that the
multipath situation affects all satellites observed within a cone centered around the meaconer, with the cone’s width dependent on
the meaconer’s distance and intrinsic delay. The satellites inside this cone are not equally impaired by the multipath interference.
The impact is primarily driven by the power and Doppler shift differences between the received authentic and meaconer signals.
The most severe C'/N, degradations and DLL output distortions occur when the authentic and meaconer signal powers are
similar, and when the relative Doppler shift is small. This paper also shows that the relative Doppler is minimal when the satellite
is observed near the ring perpendicular to the user’s relative motion and containing the meaconer location. The magnitude
of C'/Ny and DLL output degradations deterministically depends on the geometry between the user, the meaconer, and the
satellite. C'/ Ny estimations in the multipath situation can easily drop to 20 dB.Hz, and DLL outputs can exhibit mean errors of
+15 meters. Simulations confirm that satellites in the multipath situation are affected by these degradations, consistent with the
models. Such signal distortions could potentially lead to signal lock losses or hazardous position estimations, compromising
GNSS accuracy, availability, and integrity. Particularly, this paper speculates that meaconers used for indoor GNSS coverage
in environments like metro systems or hangars might unintentionally degrade GNSS performance of nearby receivers if the
multipath situation occurs. To mitigate these risks, the authors propose increasing the intrinsic delay 7,,, of these meaconers
beyond T« to prevent the multipath situation and preserve GNSS receiver performance. Finally, future research will explore the
impact of meaconers onboard aircrafts, as this could severely impair aircraft receiver performance beyond aviation requirements.

VIL. APPENDIX : DERIVATION OF (dsy; — dsas)

The value of dsp; — dgpsr can be rearranged with the notations of Fig. 6:

dsar — dsar = dsar (1= cos(1)) = diar (1= cos (5 = 61 =72 ) 4
= (lfcos (* - B — (g *52))) (25)
= (1 —cos (B2 — B1)) = dsn (1 — cos(B1) cos(f2) — sin(f) sin(Bz)) (26)

dyuy doy dywme dos
_ 27
< dvu dsy duu dSM) 7)
— dgas — dyrudom dMM’dOS. 28)

daru daru

Trigonometric formulas directly give the expressions of dy; ¢, dos, and dpsps/:

dyru = dyo cos(Br) dos = dsy sin(fr) dyv = dyo sin(Br). (29)



The Al-Kashi theorem gives the expression of dgy;:

dsar = /gy + a2y, — 2daudsy cos(By). (30)

Finally, the Pythagorean theorem provides an expression of do s, that can be arranged using (29) and (30) as

doy = \/dgM 2= \/d?MU + d%y cos?(B1) — 2dpudsy cos(BL). 31)
Inserting Egs. (29) to (31) into (28) gives

_ dmu duv '\’ 2 2 duu dvu 2
dsy — dsy = dsu (\/1 -2 - cos(B1) + (dSU > — cos (61)\/1 — cos(A) dsu + (dSU cos(ﬂ1)) — sin (61)) (32)

The distance dgy can be computed as a function of the satellite elevation angle (assimilated to 7 in the case where the user is
at the same altitude as the meaconer) with the formula of Hofnmann-Wellenhof et al. (1997):

dsu = \/Rg — R} cos?(f1) — Rpsin(f1) 53

Where R is the Earth radius and R is the satellite orbit semi-major axis. The numerical values of the difference (dsy —dsnr)
can then be plotted for different values of dj;y; as a function of 3;. The results are shown in Fig. 18 and clearly state that the
distance can be approximated to zero meter (in comparison to the maximum multipath effect distance ¢ Ti,,x =~ 308 m).
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Figure 18: Numerical values of Eq. (32) for three different values of djsy and as a function of the elevation angle (assimilated to (51).
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