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ASSESSING GNSS CARRIER-TO-NOISE-DENSITY RATIO ESTIMATION IN THE
PRESENCE OF MEACONER INTERFERENCE

Emile GHIZZO, Axel GARCIA PENA, Julien LESOUPLE, Carl MILNER, Christophe MACABIAU

ENAC, Université de Toulouse, 7 Avenue Edouard Belin, 31400 Toulouse, France

ABSTRACT

In the context of Global Navigation Satellite Systems (GNSS),
the measure of the Carrier-to-Noise Density Ratio (C/Ny)
plays a critical role in evaluating received signal quality, par-
ticularly in the presence of Radio-Frequency Interferences
such as from a meaconer. This paper presents a dual-step
strategy to characterize C'/Ny under meaconer influence.
First, the theoretical expression of the real C'/ Ny is computed.
Second, a model to predict meaconer-induced distortion on
the Moment Method (MM) and the Narrowband-Wideband
Power Ratio (NWPR) estimators is derived. The comparison
between real and estimated C'/ Ny reveals a deviation between
NWPR, MM and real C/Ny. In essence, this work enhances
comprehension of meaconing-induced C'/ Ny distortion.

Index Terms— Global Navigation Satellite Systems
(GNSS), Carrier-to-Noise Density Ratio (C/Ny), Jamming,
Spoofing, Multipath

1. INTRODUCTION

The C/Ny parameter is used to detect signal quality degra-
dation for each tracked satellite, aiding in monitoring GNSS
receiver aspects like satellite selection and lock status [1}
2]. C/Ny estimation, obtained from algorithms such as
Narrowband-Wideband Power Ratio (NWPR), Beaulieu’s, or
Moment Method (MM) [3]], is then crucial for GNSS sig-
nal processing and position estimation. Factors affecting
C'/Ny reduction include non-line-of-sight (NLOS), synchro-
nization mismatches, low-elevation antenna gain and Radio-
Frequency Interferences (RFI). An example of RF interferer
is the meaconer, also known as a GNSS repeater. It is an
electronic device designed to capture (with a first receiving
antenna), amplify, and rebroadcast electromagnetic signals
(with a second emitting antenna) around a given GNSS cen-
tral frequency [4].

The C/Ny metric has frequently been used in the lit-
erature for detecting spoofing and meaconing interferences
[5HO. However, to the best of the authors’ knowledge, a
comprehensive analysis of how meaconers impact the esti-
mated C'/ Ny has not yet been put forth. This paper employs a
dual-step strategy: presenting a theoretical model for the real
C'/Ny under meaconer influence, and deriving a model of the

meaconer-induced distortion on C'/Nj estimation algorithms,
which eases comparison between estimated and real values.

The structure of the paper is as follows. Sec. [2| outlines
the correlator output expression. To facilitate the analysis of
meaconer influence, it categorizes its impact on the correlator
output into four situations: nominal, jamming, spoofing, and
multipath. The theoretical expression of real C/Nj is intro-
duced in Sec. [3} Sec. {4]derives a model to predict meaconer-
induced distortion on C'/ Ny estimation methods. Lastly, sim-
ulation evaluations in Sec. [3] validate and compare the real
and estimated C'/Ng.

2. CORRELATOR OUTPUT MODEL

Introducing the nominal received GNSS signal r, at the RF
Front-End (RFFE) output, defined by its equivalent baseband
model as |10} p. 248]

Ta (ta na) = \/(/Tad(t — Ta) (c * hRF) (t _ Ta)eje“ (1)

where d(t) is the random BPSK navigation signal, ¢(¢) the
Pseudo-Random Noise (PRN) signal, hgp the RFFE’s impulse
response and 1), = [T, 04, fa, Ca] the time varying nominal
parameters, containing respectively the group delay, phase de-
lay, Doppler shift, and received power. The meaconing signal
rs is a repeated version of the nominal signal,

o (tm,, An) = /Ay Cad(t — 7 — A7)

X (¢ % hgp) (t — 74 — A7)e? GtA0)
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where An = [A1, A0, Af, Ag] is the time-varying relative
parameters between nominal and meaconer signal, including
relative delay, relative phase, relative frequency, and relative
power. Finally, let us consider the complex Additive White
Gaussian Noise (AWGN) denoted as n, comprising natural
AWGN along with additional AWGN re-radiated by the mea-
coner. The power spectral density (PSD) of n is defined as

Gn(f) = |Hre(f)* No (1 + AN) 3)

with Hgg(f) the RFFE’s transfer function, Ny the nominal
noise PSD, and AN the relative PSD between natural and re-
radiated AWGN. The complete received signal r at the RFFE
output can then be expressed as

r(t, M, An) = ra (t,n,) +rs (6, M, An) +n(t).  (4)



In GNSS receivers, C'/ Ny estimation often relies on the post-
correlation signal. This involves correlating r with a local
replica over the integration time 7}, as defined for epoch k by

. F+(k+1)T
)‘[kf@naA"?]:f / r(t, My, An)c*(t — #)e7dt (5)
T+kT;

where * denotes the complex conjugate. Throughout the
paper, 1,[k] and An[k] refer to continuous-time parameters
n,(t) and An(t) att = (k 4+ 1/2)T;, f[k] = [#, 0, f] denotes
tracking estimates and e, [k] = n,[k] — 7[k] represents track-
ing errors for code, phase and frequency at epoch k. In this
paper, the parameters 1, [k|, An[k], and €, (k| are treated as
deterministic. For clarity, the index k of e, [k] and Ank] is
omitted in subsequent equations.

From Egs. (3) and (@), the correlator output A[k] is a linear
combination of the nominal (\,[k]), meaconing (A[k]), and
noise (A, [k]) correlations. In [11], a classification of the mea-
coner’s impact on the correlator output is established based on
the orthogonality properties of the PRN code as a function of
the relative parameters An: 1) jamming situation, where the
nominal correlation is tracked and meaconing correlation is
negligible \Y = X\, 4+ \,,); 2) spoofing situation, where the
meaconing correlation is tracked and nominal correlation is
negligible (A® = X\ + \,,); and 3) multipath situation, where
both the nominal and meaconing are considered in the corre-
lator expression A\™ = )\, + \; + A,,). The conditions on
Am to achieve each situation are detailed in [11]]. Addition-
ally, the nominal situation (without RFI) is considered.

3. REAL C/Ny

3.1. Instantaneous real C/N

The real C'/ Ny is the C'/ N, faced by the receiver. It can be ex-
pressed from the instantaneous Signal-to-Noise Ratio (SNR),
denoted plk] defined as the ratio between the useful signal
power Py[k] and the noise power P, [k] at epoch k as

o il E “)\d[kHQ}
PR =5 = E [|)\n[k]|2}.

(6)

The useful signal A\g[k] is defined as the signal carrying the
navigation message d(t). Therefore A}’ = ), in nominal

and jamming situations, )\f) = ) in spoofing situation and
)\EIM) = A4 + A in multipath situation.

Nominal:

In nominal conditions, P{V[k] = ((g,)? Cy, and PN =
No ¢-(0)/T;, where ((ey) = (r(e7)Cr(ey) depicts the to-
tal synchronization mismatch losses, with ¢, and (¢ the code

and frequency synchronization mismatch losses, defined as

A B/2 ) A
Crlen) 2 / Go( )™ df, C(es) 2 sine (weT))

-B/2
(M
where G.(f) is the PRN signal PSD and B is the RFFE
double-sided bandwidth. Considering synchronization mis-
match ¢ and RFFE degradation (,(0), the C/Ny can be
expressed as C'/Ng = p/T; [12], therefore

(C N) B C(En)Qﬁ ®
No ~ 6(0) Mo’
Jamming:
In the jamming situation, P"[k] = ((c,)?Cy, and P, =
No(1 4+ AN) ¢, (0)/T}, then
CN e 1 G ©)
No) — ¢(0) 1+AN Ny

Spoofing:
In the spoofing situation, P> [k] = Ag ((e,, + An)? C,, and
P, = No(1+ AN) ¢, (0)/T;, then

C\Y _len+an? Ag G
No ¢(0)  14+ANNp

(10)

Multipath:

In the multipath situation, P,, = No(1 + AN) (-(0)/7; and
P = [C(en) + VBg €929 (eq + An)[? C,. then

(5 )(M) _ [Gen) + VBGEAen t AT

No & (0) (1 +AN) No

3.2. Average real C/Nj

The average real C'/Ny is defined as the mean value of real
C'/Ny observed during an observation interval T, = MT;.
The average SNR during this observation period can be de-

fined as o
a Pa_ (B[P

P . 12)
Py (E[|A[E]*])
with (7 ), the time average of n[k] over M epochs as
=
() = 47 kZ_On[k}. (13)

In this work, the parameters An and ¢, are assumed to be
constant within the observation period, except for the rela-
tive phase, which is considered to evolve linearly: Af[k] =
Aby + 7 Af Ti(2k 4 1), where A6, defines the relative phase
at the onset of the observation period. The noise component



An[k] is assumed to be Gaussian. Given the assumptions on
the variation of An and €, the noise power remains constant
over the observation period, as does the signal power, except
in multipath situations. Therefore, the average power is equal
to the instantaneous one, presented in Sec. [3.1] In the multi-
path situation, the instantaneous power P{"" [k] can be divided
into a constant term g = ((e5)? + Ag C(E,, + An)? and an
oscillation term defined by its time average wy and time vari-
ance 0% = Qg — wq?, with

Wq = 2\/@(@?7)((

and

Qu =289 ((en)*C(en + An)®
x (1 + sincp (2AfT;) cos (2A6)) .

en + An) sincy (A fT;) cos (Af)

(14)

with sincps (Af T}) = sin(rtMAf T;) /(M sin(7 A f T;)) and
A0 = Aby + mMAfT. The average power in multipath
situation is expressed as Py™ = (tq + wq) C,.

4. C/No ESTIMATORS DISTORTION

The estimate C'/Nj is obtained by the receiver from the cor-
relation outputs exploitation. This section explores the influ-
ence of a meaconer on the MM and NWPR estimators. Each
estimator is briefly described, and their theoretical behavior is
derived. In this work, it is assumed that the estimation period
(MT,) is sufficiently long and the C'/Nj is sufficiently high
(C/Ny > 30dB.Hz) to consider the receiver to be within
its operational range, where both estimators are unbiased in
nominal situations [3}|13]].

4.1. Moment Method (MM)

The MM measures the second- and fourth-order moments,
defined as M, 2 E[|A]*] and M, = E[|A*], in order to
estimate the signal power P, and noise power P,. The re-
ceiver estimates the statistical moments with the time aver-
age over M integration times, resulting in M, = ( |/\\2 ) and
M, = ( |)\\4 ). The C'/Ny can then be expressed as [3]]

—_— ~ 2 ~
E i \/ 2M2 — M4 (15)

Noww Ti v e

OMM My — \/2M3 — My
The theoretical behaviour of the MM estimator can be ap-
proximated as [12]]

<
Ny

2E[M,)? — E[M.
~ L \/ 2 4 . (16)

7 — E[ ]

E
MM IEMg \/2EM2

The expectation of the second- and fourth-order moments can
be calculated for all situations. In jamming and spoofing sit-
uations, where power remains constant, the calculations yield

E[Ms] = P, + P; and E[M,] = 2P,2 + 4P, P; + P;%.
By inserting these values into (T6)), the resulting estimator be-
haviour aligns with the theoretical model equations (9) and
(I0). As a result, the meaconer does not induce additional
bias in jamming, and spoofing situations. In the multipath sit-
uation, the expected values of the moments can be computed
as E[M,] = P, + P;™ and E[M,] = 2P, + 4P, P,™ +
(P;™)2 4-C,%02. Therefore, inserting these values into (IG),
the estimator behaviour is

——1 M) \/(E(M))Q _

Nofyw Bip, + Biow — /()2 -

. G202

a7

Nl

C,2o?

4.2. Narrowband-Wideband Power Ratio (NWPR)

The NWPR method estimates the C'/Ny by comparing the
signal-plus-noise power in two distinct bandwidths. This in-
volves the measurement of power in 1/7T, (wide-band power)
and 1/NT, (narrow-band power) noise bandwidths, which
can be expressed as [[10, p. 391]

N-1 N—
WBP, 2 ST A[*, NBPy £ Z (18)
=0 =0

with N = T;/T,. The normalized power is then defined as
NP, = NBP,/WBP;. The expectation of the normalized
power is defined as uxp = E[NPg]. The receiver estimates
unp by its time time average over MT; as fixp = (NP )
resulting in

e _ 1 e -1

Noxwer ~ Te N — fixp’
Within its operational range, the NWPR estimator behaviour
can be approximated as [[12]]

19)

E[WBP,]’

el 1 E[fine] — 1
R @0
0 | NwPR c MNP
with v
1
NBP
E [fixp] ~ Z d @1

In jamming and spoofing s1tuat10ns, where signal and noise
power are constant, E[NBP,] = N P,+N2P,; and E|WBP;] =
NP, + NP,. Inserting these into (ZI)) and (20) the estima-
tor behaviour aligns with the theoretical real C'/Ny Egs.
(@), @), and (I0). Consequently, the meaconer does not
induce additional bias in these situations. In multipath sit-
uation, E[NBP;] ~ NP, + N2P™[k] and E[WBP,] =
NP, +NPM[k]. The time average in Eq. can be devel-
oped through its second-order Taylor expansion, as outlined
in [T0} p. 391]. Subsequently, inserting this into (Z0), the
theoretical estimator behaviour can be expressed as

2 (M) _
1 2™ — P,o2

N —————
NWPR Te Po(1+40g)

E (22)

No




5. SIMULATIONS

A simulated reception chain is implemented to compare the
theoretical and simulated real C'/N, (presented in Sec. ,
theoretical and simulated estimated C'/ Ny (Sec. E[), as well as
to compare real and estimated C'/ Ny values. The simulation
is conducted though three distinct scenarios: jamming, spoof-
ing, and multipath. The simulated reception chain includes
correlators, code and phase tracking loops, and C'/ Ny estima-
tion algorithms. The simulation parameters are 7; = 20 ms,
M = 50,T., = 1ms and N = 20. The incoming signal is
simulated from signal model Eq. @). The nominal parame-
ters 17, are generated to emulate a realistic dynamic geometry.
The nominal C,/Ny is set to 45 dB.Hz. The tracking errors
£y in the synchronization mismatch losses in Eq. (7) are gen-
erated based on the outcomes of the simulated tracking loops.

Fig. [I] presents results for the three scenarios. Theoretical
and simulated real C'/ Ny are shown in black. The simulated
real C/Ny is obtained from simulated correlator outputs by
measuring separately noise and signal powers. The Moment
(blue) and NWPR (purple) estimates are plotted. The relative
parameters (red) differ for each simulated scenario and are
generated from scenario-specific conditions detailed in [[11].
In jamming and spoofing, a quadratic relative phase Af and
code A7 are chosen with a rate of Af = 0.2 Hz.s™', and
Ag follows the curve in Fig. [TJa-b. In the multipath scenario,
Ag = 0.64, and Af and At are tailored to yield to Af (in
red in Fig. [T]c). Finally, in all scenarios, AN = Ag.

Simulated jamming scenario:

In the jamming scenario (Fig. [T}a), the six curves for theo-
retical and simulated real and estimated C'/N, values match
perfectly, verifying the models and the unbiased behaviour
of the estimators in this situation. Additionally, this scenario
highlights the jamming effects of the meaconer, acting as a
jammer, inducing a decrease in C'/ Ny as predicted by Eq. (9).

Simulated spoofing scenario:

Similar to the jamming scenario, the six curves in the spoofing
scenario (Fig. [T]b) align perfectly, confirming the accuracy
of the models and the unbiased behaviour of the estimators.
The receiver’s tracking of the meaconing correlation is clear
through the C'/N, behaviour, aligning with Eq. (I0). Specif-
ically, for Ag < 1, C/Ny =~ AgC,/Ny, and for Ag > 1,
C/No = ££C,/Ny = Co/No.

Simulated multipath scenario:

In the multipath scenario (Fig. [I}c), the theoretical and sim-
ulated C'/Ny match for both real and estimated values, con-
firming the validity of the theoretical models (Egs. (T1)), (T7),
and (22)) and the assumptions made regarding A7 and ¢, in

454

C/No (dB.Hz)
C/No (dB.Hz)

0 50 100 150 200 250 0 50 100 150 200 250
Time (s) Time (s)

(a) Jamming (b) Spoofing

45 1

40 4

L
~

N
o)
[y
5 354 3
o - &
z 3\ 2
s \ g
S 301 N °
. \ -8 =
—— Simulated real C/Ng =
254 —#&= Theoretical real C/No |8 \\ &
—— Simulated MM MM AY “10
-A- Theoretical MM | ‘ : N
20 4 = Simulated NWPR . \

-~ Theoretical NWPR
— = Relative parameter

T T T T T T
0 50 100 150 200 250
Time (s)

(c) Multipath

Fig. 1. Comparison between simulated C'/ Ny results and pre-
sented models (legend shared between subFigs.)

Sec. ] However, this scenario also highlights a deviation be-
tween the real C'/ Ny and estimated C'/Ny. While the NWPR,
measured from power measurements, experiences a decline of
3dB (Af ~ 2 Hz), MM, relying on overall signal variation,
registers a reduction of over 21 dB.

6. CONCLUSION

This paper presents a characterization of the C'/Ny in the
presence of a meaconer, considering a four-situation clas-
sification: nominal, jamming, spoofing, and multipath. A
theoretical model of the real C'/Ny as well as the estimated
C/Ny by MM and NWPR algorithms has been developed.
While the jamming and spoofing situations show no bias, the
multipath situation shows a significant deviation between real
and estimated C'/Ny. The results presented in the context of
meaconer situations are applicable to the corresponding types
of interference, which include jamming, spoofing, and multi-
path. In summary, this paper deepens the comprehension of
meaconer distortion on C'/Ny estimation. Future work with
real meaconer signals could validate the models, and a deeper
exploration of meaconer impact on other reception blocks
could improve comprehension for future detection/mitigation
techniques. In addition, the study of estimator variances in
comparison to optimal bounds such as the Cramer-Rao Bound
(CRB) or misspecified CRB [14] will be further investigated.
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