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ABSTRACT

Evil Waveforms (EWF) are non-nominal distortions that can be observed on satellite signals and cause additional
bias on the estimated user position. A Threat Model (TM) has been proposed by ICAO for GPS L1 C/A to describe the
possible distortions that can be observed on the GPS signals. This Threat model is also adopted for Galileo E1-C and
E5a-Q signals. To evaluate the induced tracking bias by the EWFs of the ICAO TM, the receiver behavior after their
occurrence needs to be assessed. In addition, some EWF cases induces multiple peaks on the correlation function.
The main question of this study is: how the receiver deals with the multiple peaks situation and what impact it can
have on the induced EWF bias. The present paper evaluates the effect of two Receiver Behavior Models (RBM) based
on two possible reactions of the DLL after EWF occurrence: loss and no loss of the tracking. Those RBMs are modelled
using different parameters such as the DLL pull in area and the C/NO loss. The study shows the occurrence of multiple



zero crossing situations and the EWF induced bias for both RBMs. The sensitivity of these results to the EWF Threat
Space and tested User Space is then analyzed for both RBMs. This paper presents the results obtained when testing
TM-A, B and C on Galileo E5a signal. Then, it discusses the observed impacts of the two tested RBMs and the situation
of multiple zero crossing on the EWF induced tracking bias.

INTRODUCTION

In 1993, the first important GNSS signal distortion due to a payload failure was observed on GPS L1 C/A [1]. This
event prompted the GNSS community to standardize a kind of non-nominal signal distortion, named Evil Waveforms
(EWF). A Threat Model (TM) has been proposed by ICAO for GPS L1 C/A to describe the possible distortions that can
be observed on GPS signals [2]. The goal of the TM was to study three possible effects on GNSS correlation function
computed by a receiver: dead zones (flat spot in the correlation function), distortions (correlation function
asymmetry) and false peaks. The focus of this paper is on a consequence of the later effect, and in particular, on
how a receiver will behave in presence of multiple correlation peaks induced by the combination of an Evil Waveform
and its RF and tracking characteristics. The present study will focus on the analysis of Galileo E5a results obtained
for Dual Frequency Multi-constellation (DFMC) user receiver to assess the effect of multiple peaks on the correlation
function (that translate to multiple zero crossings on the discriminator function). But similar results are obtained
with DFMC User Space applied to GPS L1, L5, Galileo Elc.

The paper has the following structure. First, the EWF ICAO Threat Models and the considered assumptions when
simulating them with the tested parameters of the DFMC User Space are presented in section 1. Then, an example
of multiple zero crossing situation in presence of EWF and the reaction of the receiver in this scenario are analyzed.
In section 3, the considered receiver behavior models in presence of EWF with multiple zero crossing and the
associated parameters (such as the pull-in area and C/NO loss threshold) are defined. The analysis of the observed
multiple zero crossing situations and the effect on the absolute tracking bias for Galileo E5a TM-A, B and C are given
in section 4. In section 5, the sensitivity of these effects to the User Space and Threat Space is analyzed. Finally, the
conclusion will summarize the observed effects of the multiple zero crossing situation and the recommendations to
deal with the possible integrity threat induced by this situation.

SECTION 1 - DESCRIPTION OF THE EWF THREAT SPACE AND THE USER SPACE

EWF Threat Space

ICAQO proposed three types of failures that could be related to payload functions, to the observed EWF event of 1993,
and that would result in at least one of the three problematic effects on GPS L1 C/A receivers [2]:

e Threat Model A (TM-A) consists of the normal C/A code except that all the positive chips have a falling edge
that leads or lags relative to the correct end-time for that chip. This TM is associated with a failure in the
navigation data unit (NDU), the digital partition of a GPS or GLONASS satellite

o This type of failure results in the creation of a flat zone at the top of the correlation function and
an offset on the entire correlation function.

e Threat Model B (TM-B) introduces amplitude modulation and models the degradations in the analog
section of the GPS or GLONASS satellite. More specifically, it consists of the output from a second order
system when the nominal C/A code (baseband signal) is the input. TM-B assumes that the degraded satellite
subsystem can be described as a linear system dominated by a pair of complex conjugate poles. These poles
are located at:

ot j2nfd
where

e ¢ isthe damping factor in unit of Mnepers/s



e f,isthe resonant frequency in unit of MHz.
o  This type of failure results in the creation of distorted and false peaks.

e Threat Model C (TM-C) introduces both lead/lag and amplitude modulation. Specifically, it consists of
outputs from a second order system when the C/A code signal at the input suffers from lead or lag. This
waveform is a combination of the two effects described above.

These 3 threat models were endorsed by ICAO for GPS L1 C/A. As it can be understood, they depend upon 3
parameters:

e Arepresenting the lead or lag relative to the correct end-time of the chip preceding the falling transition

e ¢ and f; representing the second order system creating the amplitude modulation of the chip

The range of values of these parameters defines a so-called Treat Space (TS) that is representative of the feared
events. The GPS L1 C/A TS is given in Table 1.

The proposed ICAO TSs for Galileo Elc and E5a signals are given in Table 2 [3].

Table 1. ICAO-standardized GPS L1 C/A (ICAO 2006) and L5 Threat Space

ICAO parameters A(Chips) o(Mnepers/s) fa(MHz)
TM-A [-0.12-0.12] - -
TM-B - [0.8-8.8] [4-17]
TM-C [-0.12-0.12] [0.8-8.8] [7.3-13]

Table 2. ICAO Threat Space for Galileo E1c and E5a

ICAO parameters A(ps) o(Mnepers/s) fa(MHz)
Galileo Elc [-0.12-0.12]
T™-A - -
Galileo E5a [-0.1-0.1]
Galileo Elc - [0.1-63] [0.1-18]
TM-B
Galileo E5a - [0.1-23] [0.1-8]
Galileo Elc [-0.12-0.12] [0.1-63] [0.1-18]
TM-C
Galileo E5a [-0.1-0.1] [0.1-23] [0.1-8]

User Space and considered assumption for EWF simulations

The considered receiver parameters at the reference station and the aircraft to simulate the EWF effect in the ENAC
SW are given in Table 3.

A default assumption that is always considered in literature is that when the EWF appears, it is assumed that the
signal instantaneously switches from nominal to an EWF status. An alternative assumption could be to consider the
situation where the signal loses its nominal properties at tg4ie, then follows an unknown transient status and
finally, takes on the EWF characteristics at tgyr (>trgiure)- IN the case of this second assumption, there are more
chances that the user/reference station receiver could notice the strange signal change (through C/NO variation and
absence of significant useful signal leading to tracking loss). It seems that the first assumption may lead to worst
scenario in term of integrity risk since the receiver may not detect the strange change in the signal caused by the
presence of the EWF. The first assumption is considered in this study. It is also assumed that the smoothing filter has



reached its steady state when the EWF occurs (at tgyr). This assumption is usually considered in literature when
studying EWF effects.

In addition, when processing EWF, the observed effect (on pseudorange measurements and correlation function
shape) remains constant since its instant of occurrence tgy and during the user and reference station process,
notably during their smoothing filter convergence period. This assumption is also considered in this study and has
an influence on the methodology used to determine the induced tracking error. The absolute tracking error due to
the EWF is determined as the difference between the tracking error in presence of the EWF and the tracking error
in nominal conditions. Both tracking errors are determined as the steady state bias (reached after filter convergence)
associated with the zero crossing point of the DLL discriminator function. The EWF induced absolute and differential
tracking errors are used to determine the probability of missed detection P4 [4] to respect in order to satisfy the
DFMC SBAS integrity risk requirements for each EWF. When the derived P, 4 requirement is different from 1, the
processed EWF is considered as hazardous (can induce integrity risks). The worst EWF induced bias corresponds to
the highest absolute bias which induces the lowest and most demanding P, 4.

Note that, in the present study, the tracking errors are determined only in the presence of line-of-sight signal
distorted by the EWF. The effect of Multipath (non line of sight signal) combined to EWF is not considered in this
study.

Table 3. Parameters of Reference station and User Space applied to GPS L1/L5 and Galileo E1c/ E5a for DFMC SBAS users

Galileo Elc signal (CBOC(6.1)) and GPS L1 Galileo ESa and GPS LS signal BPSK(10))

C/A
reference user reference user
Tracking EML (BOC(1.1) local | EML (BOC(L.1) local | o) ppgiaq) EML (BPSK(10)
technique replica for Galileo replica for Galileo local replica) local replica)
a Elc) Elc) P P
Correl.ator 0.08, 0.1 and 0.12 chip 0.9, 1and 1.1 chip
spacing
Pre-correlation
. 12,14,16,18,20, 12,14,16,18,20,
bandwidth 24 MHz 22,24 MHz 24 MHz 22,24 MHz

(double-sided)

. 4 filters are tested
4 filters are tested

) . . . 6th-order
one filter is tested (6th-order one filter is tested Bufcterworth 0
(6th-order Butterworth, 0-group (6th-order rou dela,
Butterworth) to delay resonator, 150 Butterworth) to group v
. . . resonator, 150 ns
. estimate the ns maximum estimate the .
Equivalent . . maximum
. reference error as differential group reference error as . .
reception filter . . differential group
the minimum on all delay resonator, 150 | the minimum on all
. delay resonator,
the correlator ns maximum the correlator .
. . . . 150 ns maximum
spacing values differential group spacing values . .
differential group
delay 6th-order
delay 6th-order
Butterworth)

Butterworth)

SECTION 2 - ILLUSTRATION OF MULTIPLE CORRELATION PEAKS AND THE RESULTING
MULTIPLE ZERO CROSSING ON THE DISCRIMINATOR FUNCTION

For some extreme ICAO threats where multiple peaks are visible as shown in Figure 1, the expected behavior of
GNSS receiver may change depending on the used multiple peaks mitigation techniques. Figure 1 shows the
correlation function on the left and the E-L discriminator (with an E/L chip spacing of 0.1 chip) on the right obtained



when Galileo Elc is distorted by TM-C with A = 0.09 ps, Fy = 11 MHz and 6 = 0.2 Mnepers/s and filtered with a
6" order Butterworth filter at a bandwidth of 24 MHz. The obtained correlation function has multiple peaks
corresponding to multiple zero crossings on the E-L discriminator that can be tracked by the receiver.

Galileo E1c TM-C Galileo E1c TM-C
with o = 0.2MNepers/s , fd= 11MHz ,A1 =0.09us with o = 0.2MNepers/s , fd= 11MHz ,A1 =0.09us

Correlation function 0.8 E-L discriminator
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Figure 1. Example of correlation with multiple peaks (left) and the associated discriminator E-L with multiple zero crossings

(right) for Galileo Elc signal distorted by TM-C with o = 0.2 Mnepers, F; = 11 MHz and A = 0.09 ps

When dealing with such heavily distorted correlation peaks, the tracking loop behavior is uncertain. However, it is
certain that in this situation, the real receiver tracking loop behavior will be driven by two main parameters:

the tracking loop pull-in area: it corresponds to the area of the correlation function where the tracking loop
will search for a peak and converge towards it.

the distorted peak amplitude: if the distortion creates a peak that is much lower than the nominal one, this
will result in a decrease of the estimated signal to noise density ratio (C/NO), a degradation of the tracking
accuracy or even a loss of lock.

More details on the considered definition for these parameters in this study are given in the next section.

Here is a tentative description of the chain of events following the occurrence of an EWF.

1.

the correlation peak that was tracked is suddenly shifted due to the correlation function offset induced by
the EWF.

If the shift is in the pull-in area of the delay tracking loop, then, the loop may be able to continue its tracking
process.

If the shift is larger than the tracking loop pull-in area, then the loop is not able to have a sufficiently stable
tracking of the distorted signal, and the tracking loop begins to diverge. The C/NO estimated by the tracking
loop, based on the tracked peak amplitude, will decrease and can trigger a loss of lock.

The tracking process may be stopped and a re-acquisition process could begin.

If so, the reacquired peak will likely be the one that has the highest amplitude as it is required by REQ-166
(“The equipment shall acquire the main correlation peak for each Galileo ranging source used in the
navigation solution”) in ED259 [5], not particularly the one closest to the nominal peak.

Figure 2 represents the diagram of the chain of event expected at the receiver.

As can be seen, different possible receiver behaviors can occur after the occurrence of an EWF, and many depend
on some design choices of the receiver. This situation may be further complicated by the implementation of peak
ambiguity resolution techniques for BOC modulations or multipath mitigation techniques [6]-[8], that may react to
the presence of multiple peaks or correlation function distortion.



In this paper, we have voluntarily chosen to model the receiver behavior with a simplified model and without taking
into account complex tracking techniques related to multiple BOC correlation peak or multipath mitigation.
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Figure 2. Expected chain of event in the GNSS receiver following EWF occurrence.

SECTION 3 - MODELS OF THE RECEIVER BEHAVIOR IN PRESENCE OF MULTIPLE
CORRELATION PEAKS

In this study, two models of receiver behavior are considered:

e RBM 1: Model for receiver behavior with uninterrupted tracking

e RBM 2: Model for receiver behavior with loss of tracking and re-acquisition process (including steps 4 and
5 depicted in red in Figure 2). It also corresponds to the first acquisition applied when the EWF occurs before
the satellite starts to be visible to the user or reference station receiver (called rising satellite case).

The overall process to determine the position of the correlation peak in presence of potential multiple zero crossing
is described in Figure 3.

EWF occurs

Find the position of the largest Peak of the
correlation function B, 4,

No zero crossing
detected

Nzc =0

Multiple zero
crossing detected
Number of Nz >1

Zero crosing Nz

Select the tracked zero

crossing -
Remove the checked
Zero crossing
A(C/No)=>A(C[No)t A(C/No)<A(C/Ng)r

Find the position of the valid Peak of the correlation function

L 2 L 4 h 4
Grmﬂde Zero Crossing DelaD

Figure 3. Zero crossing research diagram for Model 1 & 2




For both models, the tracking loop pull-in area Ag_; on the E-L discriminator function [9] has to be defined for each
receiver parameters of the User Space. In this study, the pull-in area is defined as the discriminator area with positive
slope around the zero-crossing position obtained in the nominal condition (when no EWF is applied) taking into
account only the RF/IF filtering effect. It is defined as:

agCS a,C

S
Ag_ = [Pmax - T'Pmax + T (chips)

Where

e ap and ¢, are factors computed for each tested user configuration to define the stable area with a positive
slope within the filtered discriminator function.

e P,ax is the position of the maximum peak that is determined:
o on the distorted correlation function for RBM 2
o on the nominal correlation function for RBM 1.

e (S isthe chip spacing between the Early and Late replica

Figure 4 shows an example of the nominal Galileo Elc correlation functions and discriminators filtered by a 6 order
Butterworth filter with 12 and 24 MHz bandwidths. The green areas on the discriminator function (and the red one
on the correlation function) correspond to the pull-in areas obtained for each case of receiver configuration with an
E/L chip spacing of 0.1 chip. It can be observed that the pull-in area width (proportional to ag + o) varies a lot (by
a factor larger than 2 in the example) according to the user parameters.

ZC research with CS of 0.1 chip « = 2.85 ZC research with CS of 0.1 chip o =1.34
Filter 1 BW 12 MHz Filter 1 BW 24 MHz

1 T

Corr function Corr function

Peak Research area Peak Research area
ZC Research area ZC Research area
E-L E-L

*  ZC detected % ZC detected

05 1

T al

L 05 L L L L L J
2 3 -3 -2 -1 0 1 2 3

7(chip) 7(chip)

Figure 4. Examples of pull-in area defined for Galileo E1c E-L discriminator filtered by 6t order Butterworth filter and bandwidth
of 12 (Left) and 24 (right) MHz and an E/L spacing of 0.1 chip.

Depending on the number of zero crossings found in A;_;, a different process is applied:

e if there is no zero-crossing detected, the distorted signal cannot be tracked, and the associated DLL delay
is not taken into account.
e if only one zero-crossing is detected, the associated delay is saved.

e if more than one zero-crossings are detected, the closest one found when starting the research from B,
and in the DLL direction search (right or left side of B,,,,, determined by the value of the discriminator after
the introduction of the EWF) is selected. Depending on the tested RBM, the first selected peak corresponds
to:

o the closest zero crossing to the nominal one for RBM 1

o thefirst stable zero crossing for RBM 2



If the associated correlation peak to this zero crossing has a correlation loss lower than the correlation loss
threshold A(C/N,)r, the associated delay is saved as the DLL shift induced by the distortion. Otherwise, it
is assumed that this correlation peak cannot be tracked by the DLL, and the next zero crossing is checked
to compare its correlation peak amplitude loss to the threshold A(C/Ny) . This process is repeated until
reaching a valid zero crossing (with peak correlation loss lower than the correlation loss threshold
A(C/N,y)r) or going though all detected zero crossings within the pull-in area.

The considered threshold on the C /N, loss, noted A(C/N,) 1 , is computed as:

A(C/No)r = (C/No)max — ((C/No)irncinat® — 8(C/No)receiver) + SA(C/Ny)
Where

o 5(C/Ny)receiver is the margin taken on the minimum C /N, tracked by the receiver. It is set to 2 dB.
e SA(C/N,) is the uncertainty margin taken on AC/N,. It is set to 2 dB.
o (C/Ny)max is the maximum C/N, received at the user receiver. It is computed as:

(C/No)max = Pmax + Gant,max - Closs,min - NO

o Maximal signal power B,,,, received at the receiver front end

=  For DFMCSBAS user, only maximal signal power at the pilot channel is considered as given
in Table 4 by PPt

o Maximum antenna gain Ggp¢may: 4 dB for L1 & L5 [10].

o Minimum correlation loss Cjss min: 1 dB for wide band signals and receiver band larger than 24
MHz [11].

o Noise power density Nj.

o (C/Ny)ifnearold is the minimum C/NO tracked by the receiver.

The applied threshold A(C/N,) for GPS L1 and L5Q and Galileo E1 and E5a are given in Table 4.

Table 4 AC /N, threshold for GPS L1/L5Q and Galileo E1 and E5a

signal Prax prilot Ny C/Nopar | (C/No)itacris® | A(C/No)r
(dBW) (dBW) (dBW/Hz) (dBHz) (dBHz) (dB)
GPS L1 -153 [12] - -201.5 [13] 51.5 29 [14] 26.5
GPS L5Q -150 [12] -150 -200 [15] 53 24 [11], [15] 33
Galileo E1(b+c) -151.45 [16] -154.45 -201.5 [13] 53.05 29 [17] 28.1
Galileo E5a(1+Q) | -149.45 [16] -152.45 -200 [15] 53.55 27 [11], [15] 30.6

SECTION 4 - OBSERVATION OF THE PRESENCE OF MULTIPLE CORRELATION PEAKS OVER THE
EWF GALILEO ESA TS AND THE USER SPACE FOR THE TWO RECEIVER BEHAVIOR MODELS.

In this section, the distribution of the observed zero-crossings situations (depending on the number of the zero
crossings found in the pull-in area) and the tracking biases associated to the selected zero crossing are presented for
both RBM 1 & 2. Each sample of these distributions corresponds to a TM-A, B and C case processed by one tested
receiver configuration (defined by the filter type, bandwidth and E/L chip spacing). Figure 5 and Figure 6 show the
distribution of the number of obtained zero crossings (divided by the total number of simulated cases) with respect
to the two tested receiver behavior models 1 & 2 (RBM 1 & 2) for TM-A, B and C applied to Galileo E5a signal. It
appears that one zero crossing (unique zero crossing situation) is obtained for around 80% of the couples {TM-A, B
and C distortion / receiver configuration} for both RBM 1 & 2. Among the remaining 20%, most of {TM-A, B and C



distortion / receiver configuration} couples give a no-zero crossing situation and only few of them (less than 0.3%)
give multiple zero crossing situation for both RBM 1 & 2.

Histogram of Multiple zero crossing on TS
for Galileo ESaTMA1
With & without loss of tracking

0.8

0.8

0.4

0.2

Nb Distortions/total Nb

0
Multiple ZC

No ZC RBM 1

Figure 5. Distribution of the number of the couples TM-A cases and associated receiver configurations with respect to the
number of zero crossing obtained with the two receiver models 1 & 2
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Figure 6. Distribution of the number of the couples TM-B (right) and TM-C (left) cases and associated receiver configurations
with respect to the number of zero crossing obtained with the two receiver models 1 & 2

The effect of each EWF is evaluated by the induced absolute tracking bias estimated as the difference between the
observed delays on the distorted and nominal correlation function processed by the same receiver configuration.
The absolute tracking bias difference between the bias obtained with RBM 1 and 2 for each TM-A, B and C and each
tested receiver configuration is computed as:

- i i
éb; = |b_userRBM1 - b_userRBM2|

Where b_userkgy, and b_userkgy, are the absolute tracking bias obtained with user receiver configuration i
(defined in the User Space of Table 3) with RBM 1 and 2 respectively. A large §b; indicates a case where the EWF
can potentially lead to an integrity risk for one user and potentially not for the other user. It is therefore an indicator
of the sensitivity of an EWF impact to the RBM.

The distribution of the absolute bias difference b ; is given in Figure 7 and Figure 8 for TM-A, B and C. It shows that
most of the absolute bias differences are around zero except very few TM-B and C cases where the difference 6b;



can go up to 85 meters. It means that for most couples {distortion / receiver configuration}, the same peak is tracked
in RBM 1 and 2. However, for less than 3% of couples (TM-B and C distortion / receiver configuration), two different
peaks (separated by 10 to 80 meters) are tracked with RBM 1 and 2.
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Figure 7. Distribution of the difference on the absolute tracking bias obtained with TM-A and the tested user receiver
configuration obtained with the two receiver models 1 & 2
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Figure 8. Distribution of the difference on the absolute tracking bias obtained with TM-B (left) and TM-C (right) and the tested
user receiver configuration obtained with the two receiver models 1 & 2

SECTION 5 - ANALYSIS OF THE IMPACT OF THE RECEIVER BEHAVIOR MODEL ON THE
TRACKING ERROR:

5.a. Sensitivity of the Tracking Error obtained from both RBMs to the Threat Space

The question addressed in this section is to determine in which area of the TM-A, B and C TSs, Multiple Peaks
situations are more likely to appear and may induce different tracking bias depending on the tested RBM.

Figure 9 and Figure 10 present the distribution of the number of receiver configurations inducing multiple zero
crossings (divided by the total number of simulated receiver configurations) with respect to TM-B parameters (Fq4
and o) for TM-B and TM-C with A = +0.12 pus applied to Galileo E5a. To illustrate the observed results for TM-C
distortions, only one example of |A| value is given in this section and in the following ones. It corresponds to the TM-



C cases where multiple zero crossings situation is observed more often in the TS (compared to the situation observed
with the other values of |A|). This example is sufficient to demonstrate that the multiple zero crossing situation can
occur for TM-C with at least one value of A.

For TM-B, it can be observed that with RBM1 (left figure), the multiple zero crossing situation is encountered in a
specific part of the TS ( Fq € [0.3; 1] MHz and o € [0.3; 3] Mnepers/s). For RBM2 (right figure), the multiple zero
crossing situation affects a wider area of the TS. For TM-C (with A = +0.12 ps) almost the same TS area is
encountering multiple zero crossing situations with RBM 1 & 2 (except the tiny area around very low ¢ and F4 and
the area around F4 = 0.2 MHz).

However, for both TM-B and TM-C, more receiver configurations are inducing multiple zero crossing with RBM2
(uninterrupted tracking). For RBM1, less than 15% of receiver configurations are in multiple zero crossing situation
(for the concerned distortions) and it reaches 30% for RBM2.

Histogram of Multiple zero crossing on TS
for Galileo E5aTMB
with Loss of DLL lock

Histogram of Multiple zero crossing on TS
for Galileo E5SaTMB
without loss of DLL lock
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Figure 9. Distribution of the number of receiver configurations inducing multiple zero crossing with respect to TM-B parameters
for the two RBM 1 (left) & 2 (right) for TM-B

Figure 11 represents the number (divided by the total number of tested receiver configurations) of receiver
configurations giving a difference on the absolute bias §b; larger than 1 cm with respect to ¢ and F4 parameters for
TM-B and TM-C (with A = £0.12ps). It shows the TS area where different peaks (located at a distance larger than 1
cm) are tracked with RBM 1 and 2. It appears that the TS areas experiencing multiple zero crossing situation in the
pull-in area with RBM 1 & 2 (shown in Figure 9 and Figure 10) are not the one where different peaks are tracked with
RBM 1 & 2. The observation of two distinct RBM tracking a different peak can be due to two origins:

a. Ifthe same (or almost) pull-in area is considered for RBM1 and RBM2 and the EWF induces multiple peaks
in this pull-in area, each RBM can track a different peak

b. the EWF causes a loss of tracking lock for RBM 2, which triggers a re-acquisition. The re-acquired peak is
then searched at a different location from RBM 1. In this case the pull in areas considered can be distinct
since they are centered around P, that is potentially different between RBM 1 and 2.



Histogram of Multiple zero crossing on TS
Histogram of Multiple zero crossing on TS for Galileo E5aTMCA = £0.12ps
for Galileo ESaTMC A = +0.12ps with Loss of DLL lock
without loss of DLL lock
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Figure 10. Distribution of the number of receiver configurations inducing multiple zero crossing with respect to TM-B parameters
for the two RBM 1 (left) & 2 (right) for TM-C with A = +0.12 us

The analysis of Figure 11 shows that a subset of receiver configurations gives 6b; > 1 cm for a different TS area from
the one inducing multiple zero crossings. This shows that the second origin (b) described above is the cause of the
large difference of absolute bias between the two considered RBMs. This observation confirms the importance and
the impact of the notion of pull-in area when analyzing the multiple zero crossing situation.

For TM-B, less than 20% of the tested receiver configurations give different tracked peak in RBM 1 & 2. However, for
TM-C, this percentage goes up to 24%.

Histogram of Absolute biases larger than 0.01m Histogram of Absolute biases larger than 0.01m
for Galileo E5a TMB for Galileo E5a TM-Cwith A = :£0.12 ps
Between the two RBM: loss and no loss of tracking Between the two RBM: loss and no loss of tracking

0.2

0.15

0.1 4

0.05

Nb of receiver config/total nb

Nb of receiver config/total nb

q;g

S o
o (Mnepers/s) v ooQ o (Mnepers/s) v o9
F,(MHz)

F4(MH2)

Figure 11. Distribution of the number of receiver configurations inducing a difference larger than 1 cm on the absolute tracked
peaks biases obtained with RBM 1 & 2 with respect to TM-B parameters for TM-B (left) and TM-C with A = £+0.12 us (right)

5.b Sensitivity of the Tracking Error induced in the multiple zero crossing situation to the User Space




The question addressed in this section is which User Space parameters are more likely to experience Multiple Peaks
situation that induces different tracking bias depending on the tested RBM. They correspond to the 15 or 30% of
receiver configuration experiencing multiple zero crossing situation for some area of TM-B and TM-C TS as defined
in section 5.a.

The distribution of the TM-B and TM-C cases inducing multiple zero crossing (divided by the total number of
distortions) on Galileo E5a with respect to tested filter bandwidths and chip spacings is analyzed. Contrary to the
Threat Space, it seems that all the user space is affected by multiple zero crossing situations. Hence, the 15 or 30%
of receiver configurations inducing multiple zero crossing can take any value among the tested filter bandwidths and
E/L chip spacings.

Figure 12 shows the distribution of the number of TM-B and TM-C, that induce two different tracked peaks when
applying RBM 1 and 2 with a tracking bias difference b ; larger than 1 cm, with respect to the filter bandwidth and
chip spacing (of Table 3). It appears that only some of the receiver configurations give two different peaks in RBM 1
& 2 with an associated bias difference larger than 1 cm. For example, with an E/L chip spacing of 1 chip and all filter
bandwidths (from 12 to 22 MHz), the same correlation peak is always tracked with RBM 1 & 2 (since separated with
less than 1 cm) for TM-B and TM-C (with A = £0.12 ps).

Then, even if all tested receiver configurations can induce multiple zero crossing situation with some TM-B and C
cases (for both RBM 1&2), only some of them can give different tracked peaks when applying RBM 1&2.

Histogram of absolute bias difference larger than 0.01m Histogram of absolute bias difference larger than 0.01m
on Filter Bandwidth & E-L Chip Spacing for Galileo ESaTMB on Filter Bandwidth & E-L Chip Spacing for Galileo ESaTM-Cwith A= -0.12 s
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) \\\_‘\ ' \“‘\\\\
0.6 g | T~ T T
a e a ~—
= =
™ |
g 04 jsi
= =
7] ]
2 5
= T
2 0z- = e
o _— ~ o - ~~
o T a i .
z ~ z
0 - ~
1 T '
- e e . -
1 T L 20 1 ~ 20
T — 18 T~ | 18
o, o, ®
Chip Spacing (Chips) 08 Ty Chip Spacing (Chips) R
Filter Bandwidth (MHz) Filter Bandwidth (MHz)

Figure 12. Distribution of the number of receiver configurations inducing a difference larger than 1 cm on the absolute tracked
peaks biases obtained with RBM 1 & 2 with respect to US parameters: E/L chip spacing and filter bandwidths for TM-B (left) and
TM-C with A = —0.12 s (right).

SECTION 6 - CONCLUSION

In this paper, only Galileo E5a results are presented to illustrate the observed impact of RBM1 and 2 and the multiple
zero crossing induced by EWF situation. The results obtained for TM-A, B and C are summarized in Table 5 and Table
6. Table 5 gives the percentage of multiple zero crossing situations observed in the pull-in area for RBM 1 and 2 and
Table 6 shows the maximum absolute difference 6b; and the percentage of non-zero values for each TM.

Table 5. Percentage of the couples TM (-A, B and C) and receiver configurations inducing multiple zero crossing in the pull in area
for RBM 1 & 2 for Galileo E5a

ICAO TM TM-A TM-B TM-C
Galileo E5a RBM 1 0.1% 0.1% 0.19%
DFMC RBM 2 0.1% 0.3% 0.02%




Table 6. Maximum &b ; and percentage of 6b; # 0 obtained for TM-A, B and C for Galileo E5a

ICAOTM TM-A TM-B TM-C
Galileo E5a Max(6b ;) 0Om 80 m 82 m
DFMC %age of 6b; # 0 0% 4.39% 4.38%

The presented results for the assessment of multiple zero crossings observed in pull-in area with RBM 1
(uninterrupted tracking) and 2 (reacquisition in case of loss of tracking) for TM-A, B and C applied to Galileo E5a
signal show that only few EWF cases (less than 0.3%) are concerned. These cases are located around low ¢ and Fq4
values for TM-B and TM-C. However, all tested User Space receiver configurations can induce this situation with
multiple zero crossing in the pull-in area when applying both RBM 1&2.

The analysis of the effect of the tested receiver behaviors on the obtained tracking bias show that, for some TS area,
two different peaks separated by a large shift (that can reach tens of meters for TM-C) are tracked with RBM 1 & 2.
However, less than 5% (0% for TM-A) of couples {receiver configuration / distortion} induce two different peaks
tracked by RMB1 and 2 and separated by a distance larger than 1 cm. It is then important to define the possible real
receiver behaviors in presence of EWF in order to evaluate the worst (highest value inducing the lowest and most
demanding P,,q requirement) absolute and differential bias induced by the TM-A, B and C. The computation of the
worst induced absolute or differential bias is needed to characterize the effect of each distortion in order to evaluate
the integrity risk that may be caused by its presence (through the evaluation of the associated missed detection
probability P4 that needs to be respected).

The tested receiver behavior RBM 1 & 2 correspond to two extreme receiver reactions to EWF occurrence. Different
receiver behaviors (from RBM 1 & 2) may give different - and possibly worst (, ie with lower associated P,,4) - results
for EWF induced tracking bias. In order to have a more accurate simulation of the receiver behavior in presence of
EWF and the tracked peak in multiple zero crossing situation, one solution would be to agree on the main peak
definition for this scenario.

Another solution would be to test a real receiver behavior in presence of simulated EWF generated by an RF signal
simulator. However, the obtained results would only reflect the behavior of the tested receiver and cannot be
generalized to all user receivers.

Future work on the evaluation of the multipath and noise effect on the receiver behavior in presence of EWF would
be necessary to carry out more accurate analysis of the receiver reaction in presence of EWF with multiple zero
crossing situation. In addition, the considered assumptions to define the pull-in area need to be further consolidated
for a more realistic analysis of multiple zero crossings issue.
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