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to identify and test degradation detection meaas whll enable
if possible the receiver to maintain the level afrfprmance
requirement during an aircraft flight. Because ht# tnterests in
civil aviation and the restrictive requirements azsated, it is
interesting to focus on the degradation detectiarind LPV
phases of flight.

civil aviation use of GNSS. Detection, estimatiard aemoval
remain an open issue and may affect

availability of those measurements. In literaturgny different
interference detection algorithms have been prapase the
front-end level of the receiver. For instance mgkahi-square
tests at the ADC level, as in nominal conditiotg ADC bins
distribution is Gaussian. Other non exhaustive raeare to
study the design of the receiver antenna or to nzalspectral
selectivity using filters. However, detection witttracking loops
is not widely studied to our knowledge that is wihyis an
interesting investigation way that may completeeottietection
means, as proposed in [Bastide, 2001].

The goal of this paper is to estimate the perforaasf
a detection algorithm of Carrier Waves and Narroands
interferences. The main results are missed detegtiobability
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ABSTRACT

For GNSS civil aviation applications, it is neceagst
be able to guarantee the required level of perfoomaspecified
by ICAO during a given phase of flight. The use safveral
GNSS components such as various signals, congiakabor
augmentation systems, sometimes redundant, helpstaring
the system robustness against several sourcesrifripgions
like ionosphere or jammers for instance. In caspesfurbation
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Indeed, those types of interferences may affectepfuvGPS L1
C/A or Galileo E1 code spectrum lines and may pcedu
Misleading Information. It is consequently impottém study the
effects of such interferences on different spectlings and with
different settings, varying the amplitude and fartdw Bands,
the bandwidth of this perturbation. The detectilgoathms used
are based on multi correlator receiver outputsetect the | and
Q correlation distortions due to interferences.

The paper starts with the presentation of the tietec
technique. Performance analysis is then conduakuhg into
account required continuity during LPV phase ofgtt, to
determine a threshold on the interference detectieria (FFT
of the correlator outputs). Interference missed ect&in
probability is then estimated and finally the alton integrity

The interference is among the most feared events in

pseudoranges
in 1995. He wasneasurements accuracy as well as integrity, cahfiand even



performances are discussed. To comply with actaatitions,
as the receiver is supposed onboard a flying diraests were
conducted under multipath conditions modelled wik DLR
Aeronautical Channel, taking into account the grbueflection
and fuselage echoes during LPV. In addition, sitmhs were
performed under all kinds of dynamics, complyinghadO 229
d specifications and interim Galileo MOPS.

The results indicate these techniques are goodtiaie
means under actual conditions, and do not requiteoalarge
number of calculations. The inclusion of the pragmbalgorithms
before Receiver Autonomous Integrity Monitoring aithms
and combined integrity results are discussed. Eurgiudies
should provide results on the accuracy of interfeeeestimation
and repair algorithms.

INTRODUCTION

Within next years, the progressive apparition ofvne
GNSS components is expected to improve the perfoces of
the system in terms of integrity, continuity, a@ey and
availability. With the use of future Galileo and desnized GPS
signals, it is necessary to establish future cosbireceivers’
architecture. The combination of Galileo and GRhals, with
possible augmentations like SBAS, ground stationRAIM
algorithms is promising for civil aviation purposds case of
loss of one component (frequency, constellationkhiould be
easier to guarantee the system robustness agartstiations
like multipath, ionosphere and jammers.

GNSS receivers have to be compliant with ICAO
requirements in terms of integrity, continuity, amcy and
availability. Interference environment includes eucarriers,
narrow band and pulsed interference signals. Ain{istof
identified interference sources was made by RTCE& (%9,
WG 6) in [DO235A, 2002], appendix B. Those sourees
classified by signalling type: pulsed or continuoknderferences
masks are designed and proposed in [MOPS Galig®/]2and
filters will be implemented within future GNSS régers to
allow removing interferences that occur out of themsks.

On going studies on the detection and removal tsfgul
interference types are being conducted at RF feadtievel for
instance in [Raimondi, 2006]. We focus on the daec of
continuous interferences at correlator output.

Amongst the potential types of continuous
interferences, Carrier Wave and Narrow Band Interfees
phenomena need to be detected. If possible, theg ba be
located, modelled and removed from the incomingaigThe
frequency occupation of those interferences is Mie. will first
focus on interference detection of interferenceth wower level
below the masks.

For civil aviation applications, interferences wiibwer
level below the masks will generate acceptable atggions on
tracking errors. However, we feel that when thes&/ C
interferences stay near the same code spectrumftina certain
time, the induced tracking errors can be largen tiwgpected by
the MOPS. We feel this is important for highly ragive
approach phases of flight in terms of accuracy.

To do this, it is necessary to be able to detect

degradations leading to a loss of performance asifepd by
International Civil Aviation Organization for allhases of flight
and in particular for approach phases.

I GENERATED SIGNALS AND
INTERFERENCES

Several types of degradations due to various phlsic Signals affected by interferences

phenomena are identified. There is a need to defieeisely the
detection means that will enable the monitorin@dfSS signals
used for the nominal, alternate or degraded modé, adso to
switch from one mode to another one if necessalyes@
detection means can be located at front-end lewtHin tracking
loops or based on pseudorange and integrity infoomafor
instance. To be accepted, those detection meamsthde tested
against the level of performance required for geatrd phase of
flight.

Among all perturbations, it is of interest to stuthe
effects of interferences as they can affect simelasly several
GNSS measurements. Consequently, one of the chalefor
civil aviation community is to develop jamming ensaletection
and characterization techniques. Interferences lead to an
increased noise, a bias or a loss of the pseudesaagd thus to
a degraded navigation solution.

Generally, in literature, detection is made upstreade
and phase tracking loops. Indeed, at this stagerfémence
detection consists in monitoring the signal anceckirtg when it
departs from noise.

We decided to implement algorithms
interferences using correlator outputs, and tofyeifi those
algorithms were compliant with civil aviation regemnents for
APV phases of flight. Indeed, APV is a targetedsghaf flight
for modern operations. It has restrictive requirateecompared
to phases of flight like NPA.
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to detect

GPS L1 C/A and Galileo E1 signals are supposectto b
affected by interferences in this study.

Low carriers to noise ratio values were chosenared
recalled in the following table. They correspondthe limit of
the signal quality required for tracking, assumimg203 dB
W/Hz noise power spectral density level.

GPS L1 C/A GALILEO EL
CINO (dBHZ) 205 348
Received -164 dBW -168 dBW
power
Noise level -203 dBW -203 dBW

Table 1 : Minimum required carrier to noise ratifsg GPS and
Galileo signals from [MOPS Galileo, 2007], appenéix

Generated interferences

The power of the generated CW is chosen to be below
the interference masks provided in [MOPS Galile@)7, for
both GPS and Galileo cases for the targeted pHdbghu.

The largest CW interference power used for detectio
tests is -155 dBW. For NB interferences, the maxmialerable
power will differ with bandwidth.



Il IMPACT OF INTERFERENCES ON THE
GENERATED SIGNALS PROCESSING

In order to justify our detection algorithms debed
further in this document, impacts at different lsven correlator

outputs, tracking loops and code spectrum lineth®fgenerated

interferences are shown.

* Observed influence of interferences on correlator
outputs

After being multiplied by DLL local code and PLLdal
carrier, the signal is separated into two chanhaisl Q, the first
one corresponding to the multiplication by the loestimated
carrier and the second one where the signal is dnivethe
quadra-phase carrier.

[Bastide, 2001] or [Macabiau,
description of the impact of CW on the correlatotputs. We
provide hereafter a short mathematical descriptibtiis impact
on GPS L1 C/A in the following.

In presence of noise only, the correlator outputs a

modelled as:

R(e, —d)cos(e,) + n (n)

-A
l4(n) = 'ZA
Qd(n):E

R(e, —d)sin(g,) + ny(n)

Where:
. R is the materialized PRN code autocorrelation fumcti
« Ais the magnitude of the received GNSS signal,

» &, is the code tracking error,
& is the carrier phase tracking error,

« disthe delay relative to the n replica or chip $pgc
* N, andn, are additive noise.

When a CW interferes with the locally generateahaig
an additive sinusoidal signal resulting from therrefation
between the local code and the interference wibeap on the |
and Q correlator channels. If that additional datien product
has a time variation characterized with a frequegr@ater than

the PLL bandwidtlB ™", it is then filtered out.

— Without CW

1| ——CW:-155 dBW
——CW:-158 dBW

——CW:-161 dBW

Figure 1 : Simulated correlators outputs on theR&L1 C/A
channel affected by CW interference.
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2006] provide a

When CW interference is added to the received GNSS

signal, the expressions of the correlator outputsli and Q

channels become:

R(e, )Cos(£¢ )+ %cos(@(n)) +n,(n)
D(nR(e, )sinle, )- % sin(©(n)) + ny (n)

0(0)= (2 1 +0(0) K, = A, (G ll) ST

+00

Z e (K)O(F —KfR)

wR i)

slnc f

T,
(n)=2ma T2~

_¢)+¢(ko)

where:

« A is the amplitude of the direct GNSS signal,

« D represents the incoming signal data value durhmg t
integration interval,

. R is the materialized PRN code autocorrelation fiamct
« T isthe estimate of the incoming code delay,

. ¢ is the estimate of the incoming phase,
» &, represents the code tracking error,

« &, represents the phase tracking error,

« T, is the integration time in seconds,

. fR is the frequency separation between each spéiciah
the local GNSS signal PSD( _ fc )
f Codelength

« K, is chosen so thak, f; is the frequency of the useful

signal spectral line closest tb, ,

- F =k fo-1,,

* N, and N, are the in-phase and quadra-phase correlator’s

output Gaussian noise assumed uncorrelated widriance
equal to No
4T,

« C, is the discrete Fourier transform of the trackéRNP
code.

We see that the correlator outputs are affectedcarby
additive sinusoidal term, whose amplitude depends tloe
product of the level of the code line which is tlesest to the
CW by the power level of the CW interference.



In the case of a Narrow Band Interference, theyng ak, f, frequency sinusoid. The higher the jammer power

interference induces a distortion which is a coratém of the
effect of the correlation of all the code spectrlimes with the
NBI.

The same analysis can be made for Galileo E1 Isigjna
can be also observed a deformation of the coroslggteak when
interferences occur. One can mention that the lxtiva peak
has a different shape than in the case of GPS Rls{@hal (two
secondary peaks appear beside the main one whithriewer
than for GPS L1 case). In addition, the expressibrg, (K

depends upon the materialization of the signaledal in the
case of Galileo E1 waveform spectrum, two main $obell
appear, centred on 1.023 MHz.

Moreover, the carrier to noise ratio can be cormgbutt
the correlator outputs to monitor the signal gyal#nd to
estimate the impact of potential interferences lmn It channel
prompt correlator output:

[ C ] _ 1  mearl)’
NO est_corr _output 2Tsampling Std(l)

A S SO S N S S S
o 50 100 150 200 250 300 350 400 450 500
Time (5)

Figure 2 : C/NO estimated without and with CW, dagenerated
signal 200 seconds after the beginning of the sitrard.

On figure 2, carrier to noise ratio is estimatesing
prompt correlator output on | channel. One can2 seconds
after the beginning of the tracking, that is to,safen the
interference is generated, a loss of more than B(fod -155
dBW interference amplitude.

and the code lines magnitudes, the higher the ampliof the
sinusoid.

GPS L1 C/A and Galileo E1 code spectrum lines
distributions with frequency are different; freqagnspacing
between Galileo code spectrum lines is narrowen foa GPS.
Indeed, the code period duration is four times éidgor Galileo
E1 than for GPS L1 C/A. It results lower amplituofespectral
lines for Galileo.

The number of spectral lines carrying the incoming
signal power will influence the weight of each linedeed, the
more spectral lines are present, the more the iotaming
signal power will be distributed trough these spddines, and
their respective weights will decrease.

As a consequence, for Galileo E1, spectrum codss lin
that will be impacted will be less powerful thare tGPS ones.
As the impact of CW on the tracking loops is expdcto
increase with the impacted code spectrum line dut#i Galileo
is expected to be more robust to CW interferences.

The spacing between two code spectrum lines is the

code repetition frequenc&R. In case of the GPS L1 C/A code

for example, the number of code spectrum linesiwithe main
lobe of the signal power spectrum density equaisetwhe code
length. This means that a longer code has an isededhe
number of lines.

The interference power driving the correlation tesu
the CW power in the case of a CW, and the powectapa
density in the case of NBI. For instance, the datien of a 10
kHz Narrow Band Interference with each code spettine will
be reduced by 40 dBW compared to a CW.

The additive sinusoidal term due to a CW on the
correlation output has a phaggn) which is driven in part by the

frequency separation between the interference hadclosest
spectrum line. The choice of the PRN code spectinms hit by
the jammer in the simulations is explained later.

The use of a secondary code, that equivalentlyneste
the length of the spreading code, also increasesitimber of
spectral lines and thus makes the signal less ptilskee to
CWI/NB interference.

Conclusion: these observations show the interest of

implementing detection algorithms based on the todng of
these correlator outputs.

e Code spectrum lines correlated with interference

It is also important to consider the spectral posiof
the interference compared to the code spectruns lioe both
GPS L1 C/A and Galileo E1 signals. In particuldre tworst
cases, that is to say, impacting the code spectim@s with
highest amplitudes, have to be considered to prdtex user
against the most penalizing interference locatidthiw signals
spectra.

The additive sinusoidal term affecting the cormlat
outputs appears as a result of the correlationpetific code
spectrum lines with the interference. Its amplitisléhe product
of the interference power by the code spectrunsliegel. The
total correlation output is the sum of the GNSS&ation peak
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Worst case code spectrum lines

The worst code spectrum lines in terms of poweellev
for each signal are given hereafter and providedefch PRN.
These power levels take into account the PRN cédednd the
Fourier transform of the materialization waveform.



GPS L1 C/A PRN versus frequency of worst code spectrum

lines
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Figure 3 : GPS L1 C/A worst code spectrum line®BN.
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Figure 4 : Galileo E1 worst code spectrum linesHiN.
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As one can observe, for GPS L1 C/A, the worst case
code spectrum line was identified on PRN 6 withi2&.29 dB
level, located at a frequency of 227 kHz. For @aliE1l, the
worst case code spectrum line was identified on BBNocated
at 673.5 kHz with level -28.81 dB.

Position of the interference compared to code speaim lines

Two important parameters can influence the splectra
position and the impact of the jammer on the catogloutputs:
the integration time and the residual jammer/GNSghat
Doppler. The integration time conditions the widt the
weighting sinc function. A long integration time IWiimit the
CW influence zone around each spectrum line. Ifittegration
time was infinitely long, the CW would really hagea influence
only when exactly superposing with the local GNSgnal
spectrum line. It is then unlikely, considering tpetential
Doppler residual variation between the jammer éral useful
signal that such an event lasts for a very longtim

We recall hereafter integration times that we use:

Signal type Data Pilot
channel channel
GPS L1 C/A 20 ms 4 ms
GALILEO E1 100 ms 4 ms

Table 2 : integration time of GPS and Galileo silgna

NB interference will affect more code spectral $ine
than a CW and thus will have a greater impact enctbrrelator
outputs.

The residual Doppler between the interference had t
code spectrum lines was assumed to have a variatibriime.
It was set to 2 Hz per second.

e Observed influence on tracking loops

A 3" order PLL with 10 Hz bandwidth and & drder
DLL with 1 Hz bandwidth will be used in the follomg.

Figures 3, 4, 5 show the impact of -155 dBW CW
interference on the tracking loops, while the waeste GPS L1
C/A PRN 6 code line is impacted. The interferercgeénerated
200 seconds after the beginning of the tracking.

Phase Tracking Ermor (rad)

; 1 H i H ; 1 H i H
0 50 100 180 200 250 300 350 400 450 500
Time (5)

Figure 5 : Phase tracking error with a 10 Hz PLLriaavidth
and a dot product discriminator, with CW after 2@conds
simulation.



Here above, a CW was generated after 200 seconds of

simulation, to see precisely its impact on the cadd phase
tracking errors.

In the following, multiple correlators’ outputs Wie
monitored to detect the presence of jammers.

The figure represents the phase tracking error when Multiple correlator settings

CW appears 200 seconds after the beginning of ridoeking
process. It is easy to identify the impact of theeiference as
sine waves appear on the tracking loops errorse Hisb that the
interference impacts the two loops.

i ; i H ; i 1 ; i ]
0 50 100 150 200 250 300 350 400 450 500
Time (¢)

Figure 6 : Code tracking error in a static caselwi 1 Hz
bandwidth and a dot product discriminator, with CW.

v (m)

Filtered Code Tracking Errol

300 400 500
Time (s)

0 100 200

Figure 7 : Code-Carrier error in a static case wighl Hz dot
product DLL with CW.

Conclusion: CW and NB interference affect the two
tracking loops and consequently affect the accuratythe
resulting pseudoranges, and the navigation solutibnis
consequently important to be able to detect thestiations in
compliance with APV required accuracy. As the twogds are
affected, the code smoothing process will be aéf¢¢bo and the
higher the interference power, the higher the tewyl
pseudorange error. In the case the interferennetisletected, it
could generate a penalizing error during APV phafdlight
without any flag.

M. SIMULATOR SETTINGS: MULTIPLE
CORRELATORS , WORST CASE CODE

LINES AND JAMMERS

GNSS receivers have several reception channelh Eae

of them specializes in tracking specific satellittach reception
channel has at least two or three pairs of coodatE, L, P) for
both code and carrier phase tracking.

A multi correlator receiver can compute much more

correlator outputs in a same reception channelsdferal
correlators are available within a same channég gossible to
observe the code autocorrelation value in sevesaitp spaced
by a value denoted in this paper.
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The correlators spacing and the correlators’” window
size around the main peak for both GPS and Gdilgials have
to be set.

For GPS L1 C/A, assuming the maximum CW
frequency is 1.023 MHz, the correlators’ windowesinust be
larger than 20.46 chips, it is thus set to 22 chipsour
simulations. From the Shannon theory, a maximunrtetator
spacing of 0.73 chip is required.&2F.,), the correlator spacing
is thus set to 0.65 chip.

The impact of CW on the correlator outputs for GRS
C/A and Galileo E1 signals has the same shapejghatsay a
sine wave appears in the autocorrelation. ButGakleo E1
code spectrum properties are different of GPS LA @0 main
lobes between -2MHz and 2MHz appear in the codetapa
which lines are 250 kHz-spaced), an other setiimgbrrelators
window size and spacing is required. The maximumetators
spacing being 0.29 chip for the same reasons asl@GRSA, it
is set to 0.25 chip. Finally, to comply with the nmloer of
correlators used for GPS L1 C/A case, the windas & set to 9
chips.

V. PROPOSED DETECTION TECHNIQUES ON
CORRELATORS’ OUTPUTS

Two techniques were considered, presented below.
Computation of the FFT of the correlators’ outputs

Multiple correlator outputs are monitored and the
presence of interferences in the incoming signadésected
thanks to the computation of the Fourier Transfooithe
correlators’ outputs [Bastide, 2001]. If undesiregrrier sine
waves are present, for CW interference, a detedlagnis set to

The maximum Fourier transform of the signal is
compared to threshold. If a significant sine waspriesent in the
signal, the maximum Fourier transform of the signal
proportional to the magnitude of the wave, andthie case the
threshold is well chosen, this interference willdegected.

Detection is declared when the following conditign
reached [Bastide, 2001]:

\max_ fourier,,,, — mear{max_ fourier)\ > thresholdx std(max_ fourier)
Where :

. 1S the maximum of the Fourier transform at

a considered instant

mearfmax_ fourier) is the mean of maxima of the

Fourier transforms during the training stage

* std(max_fourier) is the standard deviation of the maxima
of the Fourier transforms during the training stage

» thresholdis the chosen threshold for detection

max_ fourier



Figure 9 shows the distribution of this test cidar

In the following, x denotes the vector of all the

using 1.5 10 samples. The detection threshold compliant withcorrelators’ outputs at the same time epoch. Themitian

APV Pg, is plotted thanks to red lines.

Test distribution
7000 T

6000 B
Threshold for LPW
5000+

4000

3000

Murnber of samples

2000

1000 -

Random variable values

Figure 8 : Gaussian behaviour of the test distribnt

One of the interests of this detection principlehiat it
is based on the maxima of the Fourier transfortefsignal and
won't detect multipath as those ones will be igdoby the use
of sufficiently high detection threshold. Indeele tpresence of
multipath is also characterized by peaks on the riEou
transforms of the signals and the computation efriean and
standard deviation of the maxima allows taking iatcount the
low-time variations of multipath. As multipath ocong during
flight depends upon the environment (specular oifusk
multipath with different amplitudes), it is intete®y to generate
multipath in our simulations to know its actual agp during
critical phases of flight for instance.

Multichannel Autoregressive model of correlators’ aitputs

Another algorithm we propose is based on the detect
of non regular time variation of an AR model of thet of the
correlation outputs. We just provide here a shedcdption of
the algorithm and we discuss the main advantageshisf
algorithm.

We use the correlator outputs noise supposed Gawssi

and white.

If a CW or a NB interferes with the incoming signal
then the variance increases exactly when the eremte occurs
and will vary during the period the signal will fJsammed.

property of the model coefficient matrix used fbe tclassical
single channel AR model, is not applicable for atitiiannel

AR model as detailed in [Marple, 1987]. So, theoalpm is a

little bit more complex and requires the calculataf forward

and backward coefficients (respectively: A and Cthwi
corresponding superscripts f and b). We will nosalibe here
all the demonstration of the calculation proceks, interested
reader should find more details in [Marple, 1987].

Algorithm steps

Initialization
1 N
R =R :WZ £ x"[n]
n=1

g[n] = &[n] ={n]
Estimation of the covariance of the residual efooiforward,
backward and cross

= > dle)n]

n=p+2

=L S en-1e[n-1
P _N Zé;[n ]ep [n-1]
n=p+2

1Y pH
NHZM%[ e, [n-1]
Compute the estimated normalized partial corretatimatrix
/\ o1 - (pr 1/2)71(prb)(Ppbl/2)fH
Update forward and backward reflexion coefficients
Aa(p+1) ==(P ")\, (R
Cou(P+1) ==(P"*)(N )R )™
Update the forward and backward error covariance
Pl =(1 = AL(p+1C, (P +1)P,
Pra=(1 =Cou(p+DA,..(P+D)P)
Update the forward and backward predictor coeffitse
ey nl=eln+ A, [p+le[n-1]
e[l = &[n-1+C,,[p+le,[n]

St _
Ry’ =

Update the residuals

Table 3 : Autoregressive multichannel modelling.

The model residuals are then monitored thanks to the

A classical AR model could have been used to monitofollowing criterion calculated within a 3-second sliding window

independently each correlation point, but it isferable to use a
multichannel AR model that will help having a redant

information about all correlators behaviour, on theak and
beside it.

Using this technique, we will exploit the existing «

correlation between all correlators’ outputs ingerce of GNSS
signals, noise and interferences.

The non-Gaussian behaviour of the time variatiothef
correlator outputs is also an evidence of the m@seof an
interferer.

Interferences do not imply a constant additive jusnp
the correlators’ outputs but they imply a time-vagy additive
jump.

For a first approach, it is not necessary to mdtel
correlators’ outputs time-behaviour thanks to arvidRmodel.

A short description of the multichannel AR procéss
provided hereafter.
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AR_model _error _within_window
previously estimated AR_model error

The bottom term set the criterion, it is determined thraaugh
training simulation without interferences and under the
phase of flight conditions as for the FFT algorithm, before
the detection tests.

The top term, that is to say the AR model errors of
correlators’ outputs estimated during the detection step will
be determined at any instant for each test and compared tc
the errors calculated during the training simulation.

The detection probability on a window is expected to be

higher for three reasons:

» the redundant number of measurements at any instant
(number of correlators),



V.

the use of a sliding window (redundancy of dete)o . _ ~ Doppler poppler randomly selected between -10

the number of samples used by detection windows, thi Fonrior
algorithm being sequential. kHz and + 10 kHz
DETECTION ALGORITHMS * a,= J(horizontal_ acceleratbn)?+ (vertical _acceleratbn)?

We recall here in a few lines the performances @, is the aircraft jerk.

evaluation methodology used for the previously psmul ) )
algorithms. The receiver outputs the raw code and phase t@cki

errors & andf,. 100 seconds code-carrier smoothed

L. ﬁ\hg?;zglr?sqigltenon is defined from correlatortput pseudorange is gsti_mateq, porresponding to the thingofilter
2. The detection algorithm is launched using the dietec parameter used in civil aviation.
criterion over non-jammed simulated measurements. Dynamics were generated taking into account the
Detection criterion parameters are set during imitrg  following maximum defined values for all types odnoeuvres:
stage without interference under APV phase of fligh
conditions (dynamics, multipaths...). GROUND SPEED 800 KT 800 KT
3. Varying the criterior_1 threshold, the APV continuity HORIZONTAL
compliant threshold is chosen when the false afaten ACCELERATION 0.58¢ 2.009
is lower or equal to R (1.6 10° for APV).
4. Then Ry value is determined, generating interferencep VERTICAL 059 15g
and using the defined criterion and threshold oaer ACCELERATION ' '
large number of samples (L& less). TOTAL JERK 0.259/s 074 gis
The impact of non-detected interferences on trackin Table 4: normal manoeuvres on the left side ancbaial on
error at any time is then discussed. the right side, [MOPS Galileo, 2007].
Puwp value must be multiplied by the interference Where g = 9.81m/s? and Kt are Knots.
probability of occurrence to compare the perfornganbtained , . )
to the integrity risk (undetectable failure of the specified ©Ground speed, acceleration and jerk are linked as
accuracy). derivatives of position and during a flight, thqsrameters will

Unfortunately, the probability of occurrence of Yary accordingly and will not be constant and maximall the

interferences can't be estimated to our knowledfge.therefore time. Itis all the more true that during aircraffproach, ground
only provide the probability of missed detectiont i SPeed will significantly and quickly decrease.

consequently not possible to evaluate the integi#y; one can ) ) ]

only say how this algorithm will alleviate RAIM agthms that Dynamics and interference detection

will be used downstream.

Dynamics has a non-negligible impact on the tragkin

VI. SIMULATION OF ACTUAL APPROACH loops as explained previously, it is all the motetfor abnormal
CONDITIONS dynamics. As a consequence, if we want to studyirtipact of
non-detected interferences on the tracking loapis, mecessary
Dynamics to take it into account.

A third-order 10 Hz PLL was used in the following

simulations. It is characterised by the coefficieii, K2 and k3~ Multipath
which are defined in [Stephens, 1995] from the pobdetween

the PLL filter bandwidth and the time of integratio

We discuss here briefly the impact of multipath on
tracking and in particular on the correlation pealsich are

The range is assumed to have the fO”OWing varatio monitored during our detection process.
. a . a If a multipath occurs during the detection process,
r(k+1)=a, +31[ﬂ|m€(k+1)+3 ime(k +1)* My fimek +1)° because of the contribution of the reflected conepdn the

correlation peak will lose its symmetry. In thatnse, the

a,» &, a,, a,being the dynamics parameters correspondingetection can be affected, for instance, while aating the FFT

respectively to the position of the aircraft, itsognd speed, Of the correlation peak, as a frequency componesar rthe
acceleration and jerk and provided by the followingteniral peak due to multipath may generate a pedke FFT,

mathematical relations: that could be interpre_ted as interference. _
_ The detection will depend upon the characteristics
a = distance,; . sirpiane the multipath, it is expected a high magnitudeioaplill induce
° Cight a strong deformation beside the main peak. It issequently

important to take into account multipath as closeassible to
multipath in real conditions of an LPV phase offii.
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Multipath is taken into account during the
determination of the detection criterion and isegated for all
runs.

The model used is the DLR Aeronautical channe
model proposed by [Lehner, 2007] and we recallwelee main
aspects and setting of the model used.

A 10 degree satellite elevation was chosen tooperf
simulations with worst conditions and the model asmched
during the 500 seconds tracking. It correspondheoelevation
mask angle for future Galileo satellites provideg ®Balileo
[MOPS Galileo, 2007]. It is higher than the GPSvat®n mask
angle which is 5°.

For an in-flight aircraft, it has been demonsiiate
[Steingass, 2004] that the wings reflection poverel is very
low, so it is not considered in the model. Only theelage and
ground reflections are taken into account.

As shown in [Steingass, 2004], a quite strongertibn
close to the direct signal was identified, when lyziag the
impulse response of the high resolution aerondutitbannel
model. It is one to two nanoseconds delayed franditect path.
This reflection has been identified and located rika antenna,
on the aircraft fuselage. It was called fuselageoedhe power
of this echo is estimated to -14.2 dB. Consequenthe
multipath model will be composed of a ground reftet, a
fuselage reflection and echo.

Direct path

Direct path

Ground

Figure 9 : fuselage and ground generated multipattisemes.

The correlator outputs are affected by multipaffecting in trn
code and phase tracking errors, respectigelands,. The
multipath parameters are:

al, o2, a3, respectively the relative amplitudes of the
ground echo, the fuselage refracted signal and th
fuselage reflected signal.

A1, At2, A13, the code delays of the ground echo, the
fuselage refracted signal and the fuselage reflecte
signal.

AB1, AB2, A@3, the relative phase shifts of the
carrier of the ground echo, the fuselage refrastgdal
and the fuselage reflected signal.

Correlator outputs models used in the simulatooaig
valid if the multipath parameters do not vary véagt compared
to the integration time.

Multipath and interference detection

As the detection algorithms proposed are basechen t
monitoring of the correlators’ outputs, it is nesay to take into
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account the impact of multipaths on it. Indeed, ttumultipaths,
a deformation of the correlation peak may be flaggs an
interference while computing the FFT or lookingtst temporal
\variations of a correlation point near the peak.
The model used here simulates multipaths on tltez Gr

Airport (Austria) where empirical tests were conigacto set the
model. It is obvious that multipath impact on therrelator
outputs will be dependant upon the targeted airpeometry.

VII. PMD ESTIMATION AND UNDETECTED
PSEUDORANGE ERRORS INDUCED

The obtained | value for the worst case CW (-155
dBW) for GPS L1 C/A signal, is 6.7 PQusing the snapshot FFT
algorithm. On the next figures are representechibgimum raw
and smoothed code tracking error values undetebtedhis
algorithm for different interference amplitudes acmhsidering
different PRN. The smoothed code error never excetd
meters in the GPS case.

Smoothed and raw of pseudoranges maximum values
varying interference power amplitude (PRN 6).
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o
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Figure 10 : amplitude of tracking errors as a funct of
interference power resulting from non-detected G\whe GPS
L1 C/A code, PRN 6.

Smoothed and raw of pseudoranges maximum values
varying interference power amplitude (PRN 2).
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Figure 11 : amplitude of tracking errors as a fuioct of
interference power resulting from non-detected GWwhe GPS
L1 C/A code, PRN 2.



Smoothed and raw of pseudoranges maximum values
varying interference power amplitude (PRN 10).
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Figure 12 : amplitude of tracking errors as a fuoct of
interference power resulting from non-detected G\WWhe GPS
L1 C/A code, PRN 10.

The obtained i value for the worst case CW for
Galileo E1 signal is below 10 Hereafter is represented the
maximum raw and smoothed code tracking errors btafor
undetected CW, varying the amplitude value. The athex
error never exceeds 2 meters.

Smoothed and raw of pseudoranges maximum values
varying interference power amplitude (Galileo PRN 38).

—
o

B Raw pseudoranges

@ 100 seconds-smaothed
pseudoranges

Pseudoranges in meters

As shown in figure 8, jammers impact on the caitil
outputs differs with the amplitude of the interfece, indeed, the
more the amplitude of the interference, the moeeatimplitude of
the sine wave. The two techniques have differepr@xhes,
considering the instantaneous behaviour of the etators
outputs in the Fourier domain or considering tineetievolution
of those ones.

The highest missed detection probabilities were
obtained for high amplitude interferences (worstector a CW: -
155 dBW) and worst case code spectrum lines. inhsdéat for
Galileo signal case see (PRN 38), the maximum smiagterror
generated by an undetected interference is sntaber for GPS
L1 C/A, this is due to the fact Galileo code spaatiines have a
lower amplitude than GPS L1 C/A ones.

It can be also clearly seen that the impact of @Whe
worst case code lines in terms of raw pseudorarrgesas larger
than for other lines as PRN 10 worst case codefdinestance.

Discussion about the proposed detection algorithrmend civil
aviation requirements

Concerning the first snapshot algorithm, the chaite
the criterion calculating the maximum of the Foutiansform,
allows reducing the impact of low power multipalikg echoes
on the aircraft fuselage).

The AR algorithm allows
simultaneous variations of all
consequently decreases thg,P

taking into account
correlators’  outputst

Below are recalled civil aviation requirements FPA
and APV phases of flight in terms of accuracy antggrity.
TTA stands for Time To Alert, it is the maximumadlable time
interval between system performance ceasing
operational performance limits and the appropristegrity
monitoring subsystem providing an alert.

O = M Wk O ® N O ©

164

Interference power in - dBW,

Figure 13 : amplitude of tracking errors as a fuoct of

interference power resulting from non-detected Gi\the

NPA APV | APV |
Accuracy hor. 220 m 16 m TBD
Accuracy ver. X 8m TBD
Integrity 10/h 2.10"/app 2.10/app
TTA 10 sec 10 sec 6 sec
Pea 3.33.10 1.6.10° TBD

Galileo E1 code, PRN 38.

For NBI cases, tests results will be presentedtiver
reports.

Pup obtained for both worst case CW and NB using th
multichannel AR model with a 3s-time detection windare
comparable to the 3 obtained thanks to the FFT algorithm.
But, this AR algorithm needs to be tested withatiéht settings
(width of the detection window, number of corretajo

VIII. DISCUSSION OF OBTAINED RESULTS
A first remark is that if one wants to implemeng thFT
detection technique or the AR one within futureeieers, the
detection criteria parameters and thresholds uaderal normal
aircraft conditions of dynamics and multipath hate be
previously saved.
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Table 5 : Civil Aviation requirements [DO229D, 2006

It is important to obtain a low time of detectiorittw
regards to TTA to maintain integrity. That is whyshort time

Setection sliding window (3 seconds) was chosentfier AR

model taking into account APV TTA, the FFT algonittbeing
shapshot.

For each phase of flight, to ensure that the posirror
is acceptable, alert limits are defined and reprefiee largest
position error which results in a safe operation.

Pup value obtained during our simulations must be
multiplied by the interference probability of ocoemce to
compare to the integrity risiundetectable failure of the
specified accuracy) requirement.

Unfortunately, the probability of occurrence of
interferences can’'t be estimated to our knowledge.is
consequently not possible to evaluate the integidy; one can

to meet



only say how this algorithm will alleviate RAIM algthms that
will be used downstream and will be useful to ldunepair
algorithms or to switch to other GNSS componentsilable
during the RFI crossing to maintain the level offpemance
required during the phase of flight as describedMabilleau,
2007].

IX. CONCLUSION AND FUTURE WORKS

In our simulations, worst cases were consideradrims
of interference power, code spectrum lines impactetich

[Bastide, 2001]F. Bastide GPS interference detection and
identification using multicorrelator receivers, I901

[Burnham, 2004] Multimodel Inference: Understandiig and
BIC in Model selection, Kenneth P.Burnham, David R.
Anderson, Colorado State University, 2004.

[Esbri, 2006] Antenna-based Multipath and Interfee
Mitigation for Aeronautical Applications: PresemtdaFuture O.
Esbri-Rodriguez, DLR German Aerospace Center, Gaymil.
Philippakis, ERA Technology (Cobham PLC), U.K,
Konovaltsev, DLR German Aerospace Center, Germdny,

A.

makes our [ estimation robust against the mentionedAntreich, DLR German Aerospace Center, Germanyyéltel,

interferences.

ONERA, France (formerly with ERA Technology (Cobham

Each interference was generated using a Doppld?LC), U.K.), D. Moore, ERA Technology (Cobham PLCX,

variation rate (between code lines and interferen€@Hz/s for
each tracking trial. So, interferences not alwayeke exactly
the worst spectrum lines.

We did not discuss the impact of abnormal dynamic

here, so a special care must be taken in thisaagéas important
to know the resulting errors and the integrity ristuced by this
event.

2006.
[Holmes, 1990] Coherent Spread Spectrum Systemimésn

é(rieger, 1990.

[Julien, 2005] PhD Thesis: Design of Galileo L1FcBeer
Tracking LoopsQlivier Julien, July 2005.

Two algorithms were proposed a snapshot one (FFT

criterion) and a sequential one (AR model).

Such detection algorithms will alleviate and cortgle
the detection made by RAIM-type algorithms (but yorfor
interferences). The obtaineq,fare between 1Dand 10 for
the worst case -155 dBW CW. Those results concach aorst
case GPS L1 C/A PRN 6 and GALILEO E1 PRN 38 woastec
code spectrum lines using each of the two propadction
algorithms.

The resulting maximum error on
pseudoranges when no detection algorithm is usedoisnd 15
meters for GPS L1 C/A and around 1 meter for Galit4.

[Lehner, 2007] Multipath Channel Modelling for Skite
Navigation System#ndreas Lehner, Shaker Verlag, 2007.

[Mabilleau, 2007] Combined GALILEO-GPS receiver éason

a switching logicMikaél Mabilleau (DTI), Paul Nisner (NATS),
Laurent Azoulai (Airbus), Jean Pierre Arenthens {JER),
Gerard Alcouffe (Thales), Christophe Ouzeau (ENAC),

smoothed Navigation System Pandlew Delhi, India, March 2007.

The presented techniques are consequently usefi wh[Macabiau, 2006] GNSS Airborne Multipath Errors @ilsution

an interference occurs during approach phaseggot fike APV
because, it will allow detecting a degradation tue CW or a

Using the High Resolution Aeronautical Channel Moded
Comparison to SARPS Error Curv&hristophe Macabiau,

NB with a low Ry (integrity) and in case of failure in the Laetitia Moriella, Mathieu Raimondi, ENAC/INSA, @yr

detection, the resulting error will not exceed ltenevhile using
Galileo E1 for positioning. This error will not hava harmful
impact on the protection level computation in ttase.

Dupouy, STNA, Alexander Steingass, Andreas Lebhét, ION
NTM 2006.

Those results have to be compared with rRAIM[Marple, 1987] Digital Spectral Analysis With Appétions,S.

detection capabilities.

When detection is made and when there is an impact
performances (accuracy), it is possible to repaiadhanks to
the characterization of interferences with a Prike-model for
instance. Interference effects should be removeatigcase for
accuracy purposes.

After detection, the next step consists in twoimy:
using another GNSS component for positioning oranang the
incoming interference if possible.
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