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ABSTRACT

The interference is among the most feared events
in civil aviation use of GNSS. A large number of
techniques were designed to alleviate the sensitivity of
modern receivers to this perturbation. Most of these
techniques are either based on spatial discrimination like
adaptive antennas, on spectral selectivity such as notch
filters or on amplitude detection. The advent of
multicorrelator receivers widens the range of methods that
can be considered to tackle this problem. In particular, this
enables the characterization of interference effects on the
tracking loops through the analysis of the shape of the
correlation peak.

The aim of this paper is to present the observed
effect of CW and FM interference on the correlation peak
with a real receiver, to compare this result with theoretical

Presented at ION NTM 2001, Long Beach

expressions and characterize the resulting pseudorange
and position errors.

The paper starts with the theoretical derivation of
the effect of CW interference on the code and phase
tracking loops | and Q samples for a typical receiver.
Based on these results, specification of a test equipment is
derived allowing real data collection. Results of CW
interference tests are described for different test
configurations.

Correlation peak and pseudorange error
measurements are collected for different CW interferer
frequencies and power levels. These observations were
used to validate the theoretical derivations mentioned
above, therefore demonstrating the feasibility of
interference detection with multicorrelator techniques.
These tests were further extended to FM type interference
with different bandwidths and power levels and yielded
similar results.

End-to-end testing is finally carried out on a
standard receiver to determine the impact of the
interference on a multi-channel receiver, showing that the
position output can be significantly disturbed if the
interference is not detected.

I. INTRODUCTION

Several types of perturbations can affect the
signal processed by a GPS receiver. These perturbations
are thermal noise, atmospheric disturbances, multipath
and interference. Interference remains the most feared
perturbation for civil aviation users because it can affect
several tracking channels at a time during a long period.

A wide number of techniques were designed to
increase the robustness of the processing operations
carried out by the GPS receiver [Ward, 1996], [Spilker
and Natali, 1996].

The first critical element is the antenna, which
can be designed as an adaptive antenna array that either
provides additional antenna gain in the direction of each
satellite through beamforming, or nulls out interference
signals coming from point sources.



Next, front-end filters are designed in RF or IF to
reduce out-of-band interference. Adaptive frequency
notch filters can also be implemented to attenuate in-band
narrow-band interference [Przyjemski et al., 1993]. Then,
the use of an ADC mapping on a large number of
bits/sample and proper AGC can reduce non linear signal
suppression effects. Adaptive ADC can also reduce
constant envelope interference effects.

Finally, reducing the loops bandwidth can reduce
their sensitivity to a large class of interferers. Similarly,
this can also be achieved using aiding from other sensors
such as the INS [Bye et al., 1998].

Il. EFFECT OF CW TONE ON I AND Q SAMPLES

Let us consider the case where the signal entering
the tracking loops is only affected by a pure CW
sinusoidal carrier plus noise. We assume the signal is not
affected by multipath.

The expression of that incoming signal is
therefore:

V (k) =AxD(KT, —1)C(KT, — ) cos(27 kT, - 6)
+A, xcos(271(f, +AF kT, —8,)+n(k)

where

e Alis the amplitude of the line-of-sight signal

« D and C are the P/INRZ/L waveforms associated to
the navigation message and to the C/A code

e fis the final intermediate frequency

e Tsis the sampling period and F=1/T; is the sampling
frequency

e @ isthe carrier phase shift of the line-of-sight signal

e T is the group propagation delay of the line-of-sight
signal

e A;jisthe amplitude of the CW jammer

e Af is the frequency offset of the transmitted jammer
signal with respect to L1

e 6 isthe time-dependent phase shift of the jammer

e n isthe noise superimposed to the signal

Note that the amplitude values A and A; are
dependent upon the initial amplitude of the GPS signal
and jammer at the output of the antenna, but also on the
rejection provided by the RF/IF filters in conjonction with
the performance of the AGC/ADC.

The signal on the | and Q branches of the phase
tracking loop have the following expression:

V, (k) =V (k) x cos|27f, kT, —6)xC(kT, - 7)
V (k) =V (k) xsin(27f kT, =8)xC(kT, -7)
Assuming the high frequency terms are removed
after integration, condition which is fulfilled even if the

receiver is tracking the jammer, the output of the 1&D
filters is:
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I1(n) :gD(n)R(sD)cossp
nM -1 a
' Zcos(ZnAfkTS -6, +0)C(kTS -7)
2 k=(n-1)m
+n,(n)

Qn) = § D(N)R(s,)sin &,

nM -1

A Zsin(ZrﬂfkTs -, +é)C(kTs 1)
2 k=(n-1)m

+n,(N)
where
* nis the index of the time series at the output of the
I1&D filters

« & =0-0 isthe carrier phase tracking error

« &, =T —T isthe code tracking error

e M is the number of samples accumulated by the 1&D
filters

n; and nq are the signals resulting from the integration
of the noise samples.

The two additional terms in the | and Q samples
delivered by the 1&D filters are in fact the result of the
correlation between the local generated code and the
additive CW tone. These two terms are

nM -1 ~
R,(f,n) = (Zcos(szfkTs -8, +0)C:(kTS -7)
k=(n-1)

M
nM -1

Ry (£,n) = Zsin(ZrﬂfkTs -6, +é)C(kTS -7)
k=(n-1)m

Denoting A@ = 8, — 8 the phase difference, we can re-
write these expressions as:

+00

R, (7.n) = Y c(k)c(k - #/T,)

k=—0c0
+00

Ry (7,n) = > s(k)c(k - #/T,)

k=—c0

where

. c(k) =cos(2/\kT, — AB)x rect(kTs—_T”J

D

. KT, =T
s(k) =sin(2kT, - AG)x rect(%j
D
e rect(x) is the rectangular window function
« T,=(n-05)MT,is the centre of the current
summation window.

We can re-write these expressions using the discrete
signal Fourier transform:



R, (f,n)=c(f)C,(f)
Ry (f,n) =s(f)C, (1)

where Cy(f) is the discrete signal Fourier transform of
C(k).

Assuming the Shannon condition is fulfilled, the
discrete signal Fourier transforms of the windowed cosine
and sine functions c(k) and s(k) have the following

F F
expressions for f 0| ——;— :
2 2

o(f) =B5(f — 1 Je 0 +%5(f +Af )eiﬂ

AT e sin 76T,
° 7T,

s(f) {%J(f - Af e —%J(f + Af )eiAH}

|
TDe_i,ﬂn sin 76T,
76T,

where Tp=20 ms is the 1&D integration duration.

As illustrated in figure 1, we can see that c(f) and
s(f) are composed of two sinc with a main lobe of width [-
50 Hz; +50 Hz] located in -Af and +Af.

() s

Af Af

Figure 1: Magnitude of Fourier transform of windowed
CW jammer

Similarly, the discrete signal Fourier transform of
Cq is the product of the Fourier transform of the P/NRZ/L
waveform with the Fourier transform of the C/A Gold
code. This discrete signal Fourier transform can be
expressed as:

o q Sinmn;g
C,(f)=Y ———2929¢ (k)o(f —kf
d k;m1023 ].k 0 ( R)
1023

F F
for f D{—?;?{, where C, is the discrete Fourier

transform of the tracked C/A Gold code. This discrete
Fourier transform C, is periodic with period 1023.
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Cq ()

IhTIT t T TAff

-2F, -F, Fr=1 kHz Fe
Fc=1.023 MHz
Figure 2: Magnitude of Fourier transform of P/NRZ/L
waveform representing the C/A code.

As illustrated in figure 2, Cy(f) is a pure line
spectrum. Each dirac line has a weight which is the
product of the sinc weighting function originating from
the P/NRZ/L materialization of the code, with the
individual weight of the line in the C/A code discrete
Fourier transform.

We can simplify this expression into

Co(f) = 3 Cy (K)S(F —KF, )

k=00
1 Sin1023
here C_ (k) = ——=2C,(k) .
where smc( ) 1023 ].k 0( )
1023

We can simplify the expression of R,(f,n) and Rq(f,n) by
considering that only the C/A code lines of Cy(f) that fall
inside the two sinc main lobes of c(f) and s(f) do yield a
significant cross-correlation output. In that case, R,(f,n)
can be expressed as:

i) sin 7 f-AF )T, o-ito
B }
X C e (Ko )O(F =k, )
N T_ i 46T, S|n7'1(f+Af)'I'D
2 7 f+AF )T,
XC e (ko)A F +K, To)

where kg is the index of the C/A code spectrum line such

that K, f, D{Af —f—D;Af +f—f’}
2 2

Simplifying these expressions, we get:



R, (f,n) =T,e™"™ x

Eeimen sin n(f—Af )TD o
2 m( f-0f )T,

+1e“”3”n MQNC

2 7T(f +Af )TD sinc

Denoting & =k, f,—Af and C, (ko):|C0 (ko )|ei¢(k0)’
we have

R, (f,n)=T,e ™

(ko)S(f K, f5)

(—ko)S(f+k, )

8 sin 7T,
arv,

%eimrrn e—iA6|CSinc (ko)|ei¢(ko)5( f _ko fR )
X
1 —i 7T, eiA9|C

+ e (ke )5 (f +k, fr)

We can then convert back this expression in the
frequency domain into the following expression in the
time domain:

RI (f, n) = TD X |Csinc (k0)| X

sinc

sin 7fT
aTv

cos(anO fR(f —T?j + 272\ T? - N6 + ¢k, )J

Similarly, it can be shown that R, (f, n) can be
expressed as:

. sin 7T
RQ (T! n) = TD X |Csinc (k0)| x——F5

arv,
. . T T
S|n(2nk0 fR(r —7j 27 =~ 00 + é(k, )J

Denoting g(n) =271(2fF &, fR)T?”—A6+¢(kO) ,

the final expression of the | and Q samples is

I(n) = % D(n)R(&p)cos &,

sin 77dT

T cos(27ik, T 7 + ¢(n))

AJ
+ 7TD |Csinc (k0)|
+n,(n)
Q(n) = ? D(n)R(&,)sin &,

A
- 7JTD |Csinc (ko )|

+nq (n)

sin 77d T,

e ek, + ()
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Therefore, as we can see from these final expressions,
the | and Q correlator outputs of the tracking loops are
disturbed by additive cosine and sine terms. The influence
of the jammer highly depends on the relative amplitude of
these additive oscillations with respect to the amplitude of
the received line-of-sight code correlation. This relative
amplitude depends
» on the direct ratio of the received jammer power with
respect to the received GPS signal power
» on the 50 Hz sinc of the frequency offset of the
received jammer with respect to the received signal
frequency

« on the weight of the P/NRZ/L C/A code line which is
being hit by the jammer

1. TEST EQUIPMENT

To test the validity of the theoretical development
presented in section Il, and to determine a way to detect
the presence of interfering signals in the tracking loops,
we have decided to conduct some experiments with an
interference generator, a RF GPS signal generator and a
multicorrelator receiver.

Classical receivers offer several tracking
channels, each of them being driven by two pairs of
correlator outputs. A multicorrelator receiver provides
values of the correlation of the incoming signal with
several delayed replicas of the same local code in a single
tracking channel. In that case, we get simultaneously
several | and Q samples for each relative delay d of each
replica with respect to punctual.

For the experiment described here, we have used
a Novatel Millenium receiver whose software has been
modified so as to provide 2 tracking channels, one of them
just providing 2 correlator outputs on | and Q, and the
second one providing 46 correlator outputs both on | and
Q for interference analysis. The desired offset of the 46
correlators with respect to punctual was designed by
setting a compromise between the resolution and the
maximum interfering signal frequency that can be
identified. We have decided to place the 46 correlators
with a step of 0.25 chip from 5.9 chips to 5.1 chips from
punctual. This provides an analysis window of 11 chips,
and enables an unambiguous detection of interfering
signals up to 2 MHz around L1.

The operations performed in each correlation
channel are illustrated in figure 3.

V., 1&D

cos(27fokTs - 6)

1&D

Figure 3: Architecture of one correlator output.



We can deduce the expression of the correlator
outputs in presence of a CW jammer from the final
expressions obtained in section II.

I(n) = g R(&, —d)cose,
+A7T D(n)|Csmc(k )|Sm;TTd;rD COS(ZrkofRd-H//( ))
+n,(n)
A )
Q(n) :ER(gD —d)sing,
TP Cur (k) 2 sin(orky o+ ()
+ny(n)

where /(n)=2mtk, f.7 —¢(n).

The interference generator is a Rohde and
Schwarz signal generator SMEOQ3. It is used in this
experiment to generate a CW tone and an FM modulated
carrier. The uncertainty in the output power level was
determined to be + 1 dB W for power levels around —100
dB W.

For this experiment, the GPS signals used were
generated by a GSS RF GPS signal generator. The power
level of each of the GPS signals at the output of the GSS
generator was set to be fixed throughout the scenario at a
level of —140 dBW. This yields a average C/N, of 48.5 dB
Hz as estimated by the Novatel receiver.

In order to compare the characteristics of the
jammer and the received GPS signal, both generators are
connected to a spectrum analyzer. The GPS signal fed to
the spectrum analyzer is grabbed from the back output of
the GSS RF signal generator that is significantly
amplified.

The equipment set-up is presented in figure 4.

Spectrum
RF Analyzer
Ea R 4
Interference |
Generator,
Al A2
o CW/FM
. 3dB coupler
Slgnal

Generator
GPS
Receiver

Figure 4: Test equipment set-up.
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In this set-up, the output of the RF GPS signal
generator is added to the output of the interference
generator with a 3dB coupler. The power of each of the
GPS signals entering the receiver is therefore —143 dBW.

Figure 5 presents an example of spectrum for a
specific test. In this figure, we can distinguish between
two lines of the PRN 6 C/A code and the jammer tone.
The display grid is 200 Hz x 10 dB. The lines appear like
sinc because the resolution bandwidth was set to 100 Hz.

RBU 100 Hz RF Att 0 ds

®Rsf Lvl VBU 100 Hz TG Lvl 0 dBm
-70 dBm SUT 3 s Umit dBm

-70j

-80|

- =N P /T\
RVARN TAYEIR
BEs \W ¥ \\

IR S

T

Jammer | _| GPS Signal
| (226 kHZ, 227 | | |
| kHZlines) |

170 | [ | [

Center 1.575647 GHz 200 Hz. Span 2 kHz

Figure 5: Snapshot showing the spectrum of the signal fed
to the receiver.

IVV. OBSERVED EFFECT OF CW INTERFERENCE

The first tests that were conducted aimed at
verifying the theoretical developments presented in
section Il of this paper. To do that, we decided to analyze
the effects of a jammer on two distinct lines of a C/A
code. We first chose to jam the highest line of PRN 6 C/A
code, and then an average line.

The highest line of PRN 6 C/A code has a
frequency of 227 kHz and an individual relative power of
—21.29 dBW with respect to the total power of the C/A
code.

To jam that code line, we configured the GPS
signal generator with a scenario in which the Doppler of
the received PRN 6 signal crosses 0. The CW signal
generator was set to deliver a tone at L1+227 kHz with an
output power of -132 dBW. Considering the 3dB coupler
used to add the GPS signals and the jammer, the power of
the interferer at the input of the receiver is therefore —135
dBW, and the power of the GPS signal is —143 dBW.

Figure 6 shows a superposition of several
correlation peaks as seen on the | channel when no
jamming signal is applied. In that case, the correlation
peak is only affected by noise, which has a fairly low level
as C/Nq = 49 dHz as seen by the receiver. The shape of the
feet of the observed triangle is exactly due to the
autocorrelation sidelobes of PRN 6.



NON JAMMED | SAMPLES
1.2 T T T
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Ccs
Figure 6: Observed correlation peak in the absence of
jammer.

Figure 7 shows the evolution of the C/N, as
computed by the receiver throughout the test. As we can
see, in the beginning of the test, when no jammer is
present, the C/NO is equal to 49 dB Hz.

Throughout the experiment, the tracking channel
never experienced loss of lock. During the first minute
after the jammer is turned on, the estimated C/N,
oscillates between 45.5 dB Hz and 49.5 dB Hz. After this
transient period, the C/N, estimate is stable at 48.4 dB Hz,
which is 0.6 dB below its initial value.

This steady value of the estimated C/N, can be
predicted from the values used by the receiver to compute
that estimate. The noise power density Ny is estimated
from the detected distribution of the samples in the ADC.
The signal power C is extracted from the sum of the
squared | and Q punctual samples in the PLL. That type of
predicted effect on the estimated C/N, for Gaussian
interference is presented in [Betz, 2000].

CINO
49.5

il

48.5+

48 -

4751

47t

46.5-

461

453?675 3.6‘76 3.6‘77 3.6‘78 3.(;79 3.‘68 3.é8l 3.61182 3.6;83 3.684
x 10°
Figure 7: Evolution of the C/N, as estimated by the
receiver.
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As we can see on this graph, 250 seconds after
the jammer has been powered on, the estimated C/N,
starts to oscillate, its time evolution being constrained in a
sinc envelope. That effect is clearly the illustration of the
evolution of the correlation between the CW tone and the
C/A code. Indeed, during the first 250 s, the cross-
correlation is 0 because the jammer does not interact with
any C/A code line. Then, as the received signal doppler
shift nears 0, the correlator output is increasingly affected
by the sine function resulting from the cross-correlation
between the jammer and the targeted C/A code line.

The shape of the envelope of this sine function is
determined by the sinc appearing in the expressions
presented in section Il. The argument of this sinc function
is the frequency offset of between the jammer and the
targeted C/A code line, which is driven by the quasi-linear
evolution of the doppler in this time interval.

JAMMED | SAMPLES

-0.4

Figure 8: Observed correlation peaks when jammer is on.

Figure 8 shows the collection of the observed
correlation peaks when the jammer is on. We can see that
the correlator outputs are much more affected than in
figure 6. In particular, the feet of the correlation triangle
are now dominated by the sine function resulting from the
cross-correlation between the jammer and the 227 kHz
C/A code line.
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Figure 9: Comparison of observed and predicted
correlation function.

As an example, figure 9 shows the output
correlation function at the epoch where the amplitude of
the sine function is maximum. We can clearly see that this
function is the sum of the nominal triangle and the sine
function. In this figure, the period of this sine function is
4.5 chips which corresponds to a frequency of 227 kHz.
Figure 9 also shows the predicted value of this correlator
output, which coincides perfectly well with the observed
value, as shown by the plotted prediction error. This
prediction was done using the expressions derived in
section 1l. The amplitude of the sine function was
computed from the power level values. The phase shift
was computed using the observed Q channel samples.
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Figure 10: Evolution of the output of one correlator (d=-
4.6 chips from punctual).

Figure 10 shows the evolution of one specific
correlator output. We can see that this output is clearly
affected by an oscillation that has a sinc envelope. As
already discussed for figure 7, these oscillations are the
result of the cross-correlation between the jammer tone
and the targeted C/A code line. The envelope of these
oscillations is the sinc function computed for the
frequency offset between the jammer and the 227 kHz
line. As the doppler of the received signal goes towards 0,
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we can clearly see the first two sidelobes of that sinc
function, then the main lobe and then again the trailing
two sidelobes. As the rate of evolution of the Doppler is
100 Hz per 200 s, we can see that the equivalent width of
the main lobe is 100 Hz while the width of each sidelobe
is 50 Hz. This is consistent with the expressions derived in
section I1.

PSEUDORANGE ERROR IN METERS

1

-0.5 b

L L L L L L L

-}SS 3.651 3.652 3.653 3.654 3.655 3.656 3.657 3.658
5

x 10

Figure 11: Evolution of the code pseudorange error (J=-
131 dBW).

Figure 11 shows the evolution of the code
pseudorange measurement error when the power of the
jammer at the input of the receiver is —131 dBW. The
maximum value of that error is observed when the
correlation between the jammer and the 227 kHz line is
maximum. At that point, the error is 1.13 m. The code-
carrier smoothing filter time constant was set to 20 s for
that test. Figure 12 shows again the observed pseudorange
measurement error when the filter time constant is set to
10 s. This time, the maximum error is 2.71 m, which
shows the increased resistance of the PLL with respect to
the DLL.

PSEUDORANGE ERROR

0.5 4

1.0 4

-1.5 -

. . . . . . . . .
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Figure 12: Evolution of the code pseudorange error (J=-
131 dBW) with a code-carrier smoothing filter time
constant set to 10 s.



Other tests were conducted with various
frequencies and power levels. For example, a second test
was run with a jammer hitting an average line at L1+209
kHz. That line has an individual power level of -30.7 dB
with respect to the total C/A code power. Testing
confirmed that correlator outputs did show a leakage of
that line when Doppler was adequate, and that higher
jammer powers were accepted by the tracking channel due
to that lower value of the line weight.

During all the test series, the receiver tracking
channel was sometimes seen tracking the jammer itself,
the correlator output being dominated by the sine function
itself. In these situations, the early minus late
discrimination function is locked on the sine arch.

V. EFFECT OF FM INTERFERENCE

Another type of tests that were conducted aimed
at analyzing the effect of larger band interference. The
interference generator was then configured to generate a
frequency modulated carrier. The modulation signal is
simply a sine function. The carrier is set to be at L1+227
kHz.

For the first series of tests presented here, the
single-sided bandwidth of the spectrum is 20 kHz. The
total power of the FM signal is increased from -112 dB W
to -109 dB W.

Figure 13 shows the evolution of the C/Ny as
computed by the receiver throughout that test. During the
first minute after the jammer is turned on, the estimated
CIN, oscillates between 51 dB Hz and -10 dB Hz, causing
several losses of lock. After this transient period, the C/Ng
estimate drops by 15 dB and is stable over each input
power interval. In this case, the C/Ng estimate does not
exhibit any additional oscillation produced by the
perturbation of the correlator outputs.

C/NO----FM DEVIATION 20KHZ
60 T T T T

50 B

40t 1

301 B

20 1

10+ 1

-10 I 1 I I I 1
0 200 400 600 800 1000 1200 1400

Figure 13: Evolution of the C/Ng as estimated by the
receiver.
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Figure 14: Correlator output showing the result of the
correlation between the FM signal and the C/A code.

As an example, figure 14 shows the output
correlation function at one particular epoch. As it appears
in this figure, this function is dominated by the 227 kHz
tone plus other oscillations. This function can be
interpreted from the results presented in section Il as the
sum the cross-correlation between the sine functions
composing the FM signal and the 40 targeted C/A code.
As the amplitude of these correlation functions is
determined by the power level of the C/A code hit line,
the most powerful resulting function is the 227 kHz tone.

For the second series of tests presented, the single
sided bandwidth of the FM spectrum is set to 100 kHz.
The power level of the FM signal at the output of the
signal generator is increased from -113 dB W to -111 dB
W and finally -108 dB W.

Figure 15 shows the evolution of the C/NO as
computed by the receiver throughout that test The
estimated C/N, estimate drops immediately by 15 dB and
is stable over each input power interval. In this case, the
C/N, estimate does not exhibit any additional oscillation
produced by the perturbation of the correlator outputs.

C/NO----FM DEVIATION 100KHZ
50 T T T T T

45+

40}

35+

30+

25

0 5:0 160 l!%O 260 2;:‘»0 360 3!‘:‘»0 460 4!‘:‘»0 500
Figure 15: Evolution of the C/N, as estimated by the
receiver.
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Figure 16: Correlator output showing the result of the
correlation between the FM signal and the C/A code.

As an example, figure 16 shows the output
correlation function at one particular epoch. As it appears
in this figure, this function is affected by several
oscillations and the 227 kHz tone is no longer the
dominant result, as 200 C/A code lines are impacted.

The observed pseudorange tracking error is
limited to 0.95 m when the interfering signal is the 20 kHz
FM and to 1.04 m when the interfering signal is the 100
kHz FM.

VI EFFECT ON POSITION SOLUTION

In order to test for the behaviour of the complete
multi-channel receiver in presence of CW interference, we
re-configured the receiver into a 12-channel L1 GPS
receiver and recorded the output range measurements and
position status.

The results presented here were obtained by
injecting a CW at L1+1 kHz with a power level of -111
dB W. The RF signal was set on at 364000 s within the
scenario.
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Figure 17: Evolution of receiver and channel tracking
status over time.
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Figure 17 shows the evolution of the status of the
channels tracking each of the 8 indicated satellites over
time. In addition, it shows the evolution of the position
solution status on the bottom line. The green dots indicate
that the range measurement is valid and is being used in
the position solution. The black stars indicate that the
estimated C/No in the channel has dropped below the
acceptable tracking threshold. The blue stars indicate a
misclosure due to an excessive gap between the estimated
and the actual positions. The red stars indicate that the
position solution is not valid because a test distance is
exceeded.
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Figure 18: Evolution of position solution error over time.

Figure 18 shows the evolution of the position
solution error over time. As we can seen, the position
error start to slowly increase immediately after the jammer
has been switched on to reach a few hundreds of meters.
Then, 220 s after the jammer is on, the error increases
rapidly to reach 15 km 470 s later. A few seconds after
that extreme value is reached, the position solution is
declared invalid.

Figure 19 shows the evolution of the detected
doppler shift of the signal tracked in the channel initially
tracking PRN 6. As we can see, the doppler has a nominal
evolution before the jammer is on, and then this evolution
is disrupted, jumps are visible, then the Doppler evolution
departs from the original trend. This can be explained by
the fact that the receiver no longer tracks the GPS signal
but rather the jammer. This is also visible in figure 20
showing the evolution of the estimated C/Ng in that
tracking channel. As we can see, the C/N, oscillates and
finally drops by 12 dB after the jammer is switched on,
then the value stays low at 34 dB Hz for 100 s, then that
value drops again to a very low value this time and finally
stays up at 34 dB Hz.

Observation of these quantities for all the
tracking channels shows that all of them are fooled by the
jammer. Therefore the position solution is being driven
away by the interferer and the receiver only detects that
drift when the position error is of the order of several km.



Testing with a GPS receiver equipped with a
RAIM configured for NPA showed that the resistance of
that receiver is greatly improved with such a feature. In
that case, the receiver detects very quickly the
inconsistency of some of the range measurements and
either rejects the solution as a whole or excludes one of
the measurements.
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Figure 19: Evolution of doppler shift of tracked signal in
the channel initially tracking PRN .
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Figure 20: Evolution of estimated C/N, in the channel
initially tracking PRN .
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VII CONCLUSION

The theoretical developments presented in the
second section show the impact of a CW jammer on the
correlator outputs. The predicted amplitude of the induced
perturbation depends on the relative amplitude of the
jammer and the received GPS signal, on the frequency
offset between the jammer and the nearest C/A code line
and on the weight of that spectrum line.

Observations of the correlator outputs using a
multicorrelator receiver confirmed these results in several
test cases involving CW jamming at different frequencies
and power levels.
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When the receiver is not tracking the jammer, the
induced pseudorange measurement errors have a modest
amplitude of a few meters depending on the code-carrier
filter smoothing time constant.

Additional tests show that the CW analysis could
be extended to FM jammers.

Testing with a multichannel receiver enabled to
analyze the behaviour of the position solution. It was
shown that in a very simple configuration (CW jammer at
L1+1kHz, receiver input power level =111 dBW), many
tracking channels may simultaneously be affected leading
to tremendous position errors in the absence of RAIM.

Future work will focus on the development of
techniques allowing detection and identification of several
types of jammers.
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